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=RGgE(E UOS B EMLER A SIFr ERBVARIFEL - 485 UOS IR ARt =
FREEULENHEERAE - (KFEHE U0S BIEIZ BANAT » Z2EH
A LGB B B TR

ALEBIRERARABRAE (BF “GE0RH") EAWEN “BRREk
7 TUEREAAGBARA T > AR -

1.4 R

4115 UOS BohfE » X RInfEAAFRRERER , UFnRER » &
SENAZFHET SSH AVERZEE Ping RIIRS 2 - NinERSZS[ARE
UOS #1TNA » ZME IR ANF(E UOS » MITIZEERMGSUWT -
[uos@localhost ~]$ ssh uos@192.168.11.195
UOS Server 20 Education
root@192.168.122.198's password:
Welcome to UOS Server 20 Education

Upgradable packages: 398
Upgrade command line: yum upgrade

Activate the web console with: systemctl enable --now cockpit.socket
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Last login: Fri Aug 23 10:42:44 2024
Welcome to 4.19.0-91.82.179.uelc20.x86_64

[uos@localhost ~]$

LLP7H

B vos-server NIAFERS 5 LHIETEGHF + MIEERUFEWA B RBHIELT » FoiFEd
G » A ERAFEIRS 55

B AXH192.168.100.20 #] 192.168.100.6 #4FREX B (FIE) ©

B 1E45s UOS %% SSH (B BZ# SSH) » FEH LS SSH o HTHARFm &L 3
AL Fap SRIBITEE SSH BI%4E ©

[uos-server@localhost ~]$ sudo dnf install openssh

HIMEEEE “M%*ﬁ”‘ﬁﬁ%ﬁi?ﬁ@? AEEESEm -
BEERENFX=R :

#1) EERIABIBIFL
#2) WARERER (ERMXEL) o
#3) K > FE-K °

[sudo] uos-server FIZZRG :

1.5 ¥4

logout S L RILAFRE RS FTHX IR L& » 11T logout 655 » BN
BLESHERIAR ©
1.6 X
B 5<% ¢ shutdown [EIR] [B34] [B%K]
B E/AED
% 1.1 shutdown % R
AL ;a0
-k HAZENXY > AERESHELELMBEERSE °
-r KNGEFFH, ©
-h LM TF--poweroff » BRIEIEE T --halt o
-P --poweroff | KiFAIN2REIR °
-H --halt : {24 o
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15 ;a0
-C BGH BRI B &£ #H1THRRIKAEE o
—-help | E7EBER
--no-wall | 1F#H/XH/ERFIALEERER ©

W HITRA

@ shutdown -h now //ALBNXA ©

& shutdown-h 10 /[3ERE 10 DHEXAM ©

& shutdown -r now [[ALENERITEAN °

& shutdown -r +3 [FEE=ZSHEERITEN » HIETNEER °
& shutdown [ [BUBIETESTRIRAIRIE

1.7 ER

B %13 : reboot [OPTIONS...] [ARG]

B = AEm

& 1.2 reboot F RIEI

TG it
-p KA o
W REEN/XRN/ER » (UBIERE A “/var/log/wtmp” X o
-d FHLZRS A “/var/log/wtmp” {4 o
f SRl I BMEM/ XA/ B ©
--halt | {2LEW128 ©
--no-wall | ZH/XH/EFFIRRIEEMER °

BN 3785 - 2yl EHE T TS TR IE R G » TR o

B H1TRA - RigHhiTas< sudo reboot EF R4 ©
[uos-server@localhost ~]$ sudo reboot
B EEEEENRAEEGE TR THE IREM
BEEERTIIFEX=

#1) EE5|ABBIFL
#2) HMARZERE EB(RRMXE) o
#3) K > FE-K -

[sudo] uos-server FYZ5HG :

SERHEABRAR © RINFFE
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1.8 ETHAF%
whoami ssTARTFETRHBIAFL LT » HEFHRITid-uni5< -
B <& . whoami [B#(]
B EAiEm
% 1.3 whoami & LI
--help | BREEMER -
--version | ERIREFEER o

B HITRA

[uos-server@localhost ~]S whoami

uos-server

1.9 {)iRAF

su s S AFUHRAR > BYFIEAAA R root 4h » EtAF IR EEE
BAHRAPHED
B g su [EM] [-] [<AP> [<8%8>..]]
B E Ak

% 1.4 su ¥ A%

-g IEEEES > SERFT root BF AT ©
-h SREBMER o
-V ETRREER ©
‘m | TESHN  FETFIMETE o

W FEERETENTE o
-l ERFPERAE shell 315 o
-C [ shell (&< ©

B HITRA

@ root IR E uos-server ©
[root@localhost ~]# whoami =10l e
root
[root@localhost ~]# su - vos-server  //H1# % uos-server
[uos-server@localhost ~]$ whoami  //ZiBHaIAF > HIALIIREKIH
uos-server

@ uos-server Y ZE root o
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[uos-server@localhost ~]S su - root
2R

[root@localhost ~]# whoami

root

2 REECE
AETRERSEU root HREMNERRGHITIRE

2.1 BYElREE

45 UOS REFERAN B SRR MR o BT E245 BIOS H8Y
B8] » #7279 RTC BYia] » AIAHAT hwelock 85 < REFMIREFEHETIE] - RFEEY
B2 Linux R#ZM—&8% > RERSEPETER) - 28 1970 £ 1 A 1 H
00:00:00 UTC LAkmIF %R (BREEDEMI » 8 1969 UTC LUKAIFEL) o 7]
LR 1T date s EHMMELR - WRFBERD AT chrony BRSS[ED T inAR
$52a9EYg]

2.1.1 hwclock
B 5518 : hwclock [THEE] [3%EIA...]
B ERED
3% 2.1 hwclock & FB¥ED
1E15 P
-r E/R RTC Btjg] ©

-h BTREBER -

'V Eﬁ”&zl:{%_l%\ °

w | SRGRSHIEIGEN RTC B -

-f fEF3/dev/rtc0 AN MHIZE rtc BYiE]

-S ¥ RTC BHENR BN R GRTIE] o

B AT
[root@localhost ~]# hwclock -s
[root@localhost ~]# hwclock -w

2.1.2 date
B <R - date [ED]... [+&R]
B = HiEm
3* 2.2 date FERIER
1E15 P
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AL Fdt
--help | BREBER o
--version | ETRARAE R ©
-u %R UTC (MmAMRE) ERIIKERE o
-S R T F R/ B R A BT (B RiZ B B8] o
-r ERIEE XHH&EIERETE o
B HITRA

[root@localhost home]# touch test.file

[root@localhost home]# date

2020 % 07 A 04 H E2HA7< 19:10:15CST

[root@localhost home]# date -r test.file

2020 07 B 04 H 2HA7< 19:10:12 CST

[root@localhost home]#

2.1.3 chrony

1 BT TE< » 1B “/etc/chrony.conf’ X{EARNNETE]IEL RS 2853 ©
echo "server ntp.ntsc.ac.cn iburst">> /etc/chrony.conf

2 FITUTER< » &R chrony fRS ©
systemctl restart chronyd

3 BEENTPRSILIEERSLER
chronyc sources

2.1 AIIAEIE)AY NTP AR5 885K

2.1.4 tzselect

L root BRBNERAL » BERImAE » 1T tzselect T FENK o
B 55T | tzselect [3%IR]
B = Bixm

& 2.3 tzselect EAEIR

-C MR KIS At 32 4447 COORD i &YX HR## 1T »

#
-
=i
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1ET5 it
COORD RZ{#F3 1SO 6709 FRiR/% © 0B 22A9'-¢ +4852+00220'
(UEMP TR » IEHZR) » 3X'-c-35-058' R EIBHTIFIET
(FE%% ~ FEBAIFgEe) ©
-n fER-c MY 2R LIMIT NMIE (LIMIT 2BRIAER 10) ©
--version | ERARAEE °
—-help | EREBER
B HITR5
tzselect
tzselect -c +4852+00220
BRI 3785 : #7755 tzselect 755 » BT WATHFLIEMT o BN BEXIZLOBTIS + DL T
SHIHIASX o 3BT export FHEIFE T ERITIELELR » EERALEN » EEIIXT
ERNIE profile 47 o BXLNTFIFELELT 7 %18 F1TEH » UL T HE

2.2 APER
AR SRS AN | RINAA BXAP MRERS  BREE F
TP ~ EREAA ~ RBP4 o

2.2.1 FMAR

useradd s < AREBIBAFER °
B 5518 useradd (&I <&#k>
B = Bixm

& 2.4 useradd E LI

TG it

-c | comment : AFTARPRMEE ©
home_dir : 5 HOME BRIEE— 1 &F (WRAFERAERLENEE
FHAVE) o
-m | SJEFAFH HOME BR -
-M | ReIEZRAF HOME BR (SHE3AMgERIEECIER » A REF) o
-N | REIBS AR E%RVAE o

-r | QIRRSAKFE (BRASKER » XAIFPAKF) ©

-p | passwd : AEFKFIEEIIAEES o

-s | shell : 5 FRIAERHY shell o

-u | uid D AKPIEE—TME—RI UID ©
-U | --user-group : SIS AFEIRMA > HRBHAFPRMEIAF -
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B BT
& 17 useradd testuserl &5% > FNAF testuserl o
& $17 useradd -m testuser2 5% > QIR EER o
@ 17 useradd -s /bin/bash testuser3 % » IEEBFREREFEAN
shell -
€ 1T useradd -U testuser4 &% » SIE—IMIRAFPRESWAE » HEBRF
AINEIEH o
LT
B 517 less fetc/passwd &% > BB EFHIEMAFNER
B #77 cat fetc/shells % » BTUEE RLLH THILE shell

2.2.2 {E4AP
usermod @ % B FISRE A P K S BB TILE ©
B 5518 : usermod [IEIR] <>
B = HiEm
3% 2.5 usermod ¥ FIEIRN
-a | --append : {BEFEFEMEIFELAS > N5-C —FEMFER ©
--home : AP BIF HOME B o MR FERER-m &M » MRS
-d | 81 HOME BRI AH%shEIF HOME BR+ » MR HOME BR
AEE > MBI o
-1 --login : AP BAIRIE S MR P BFHMER IR P %R o
--groups GROUP1[,GROUP2,...[,GROUPN]]] : AP B TRk INLE%
& o A [BERES IR > "B EE o
-u | --uid UID : i&EFF ID BUFTENE ©
B HITRA
@ H1T “usermod -aG testuser4 - testuserl” &% » 1B testuserl FBF N
A testuserd 40 o RIUTT id testuserl < » ERRTHRINEBMEIA o
@ 1T usermod -| testuser5 testuserl 855 > 182X testuserl AP &K
testuser5 °
@ 1T usermod -d /home/testuserd -m testuserl &% > &K testuserl
B FB HOME B&/9/home/testuser4 o
@ 1T usermod -u 10002 testuserl tn< > EEXAF testuserl B UID
¥{E o

B
©
h=i
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2.2.3 HIFRARP
B 55$HRR ¢ userdel [IEIR] <&#1>
B = Bixm
3 2.6 userdel E %L
88 it
-h ~-help : EREEER o
--remove . AF HOME BRFHIXHEHAF HOME BRMAF
HPFE—EMIPR - FHEXGRAPHXEREEF SR HMER o
-Z --selinux-user : AP MBRFFERY SELinux FAFPBRET ©
W TR0
@ 17 userdel testuserl &< » WM& testuserl HXAIAE P EIESX M
N /etc/passwd - Jetc/group ~ /etc/shadow Z&RIE MR > BRI
home B RE>X4 o
€ 77 userdel -r testuserl &< > HIFRFAF HOME BRRETHEXXH »
home B REX 4RIk o
AN AE ERERGE-r B8 0 ERTEHRE S BIER MBS AR HRIER o WEEFERTE
BERIX 2 IETEMIF RIS S o

2.2.4 ZLER
B <8R passwd [IEIN] <S>
B E AR

3+ 2.7 passwd % FBETR
1EI st
| BIEZD » BIEZEAKS ©
-u FRENTSTE FB P BYZRAE o
-d IFRA P 255 - XEZRA— MR ZBRIRESE ©
B HITRA
[root@localhost ~]# passwd test #IEDR test XMHEPBIE o
ENAF test WZHG o
FTHY R
EIRARR 5L .
passwd : FIENE MRS EELSMINER ©
[root@localhost ~]# passwd -| test HPUE test XTNHEP ©
BIERF test B9ZRRT o
passwd: 2{ERLIH

SERHEABRAR © RINFFE
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[root@localhost ~]# passwd -u test #RPA test XN ©
FREIFAF test BYZREG o
passwd: 2{ERLIH
LLIP passwd JEFFAIFIERS “Jetc/pam.d/system-auth” 7] ‘/etc/pam.d/password-auth”
HFRIIEXIIEE X » BLEFIEIEEN “BHELNE” EFH “pam_pwquality.so” 1

‘pam_deepin_pw_check.so” °

2.2.5 FMAR4A
B S918  groupadd [ <S>
B ER%ED
% 2.8 groupadd ¥ FiEI
AL Fdt
-0 --non-unique : AFCIEEEE GID YA
-g GID : IEEM AP ANAIFIRS °
- —-system : BIE—PRGAFP4A -
B HITR6
& 17 groupadd testgrp &% > MM testgrp o
& 1T groupadd -r testgrp2 ©% > SIBE—NRFRFA o
& 1T groupadd -g 1110 testgrp3 &% > MR KT M — P FHA
testgrp3 > [EREEFANAIRRSE 1110 ©
& 17 useradd -m -g testgrp testuser6 &5< > QI testuser6 FHifk
HNZE| testgrp 4H o
) 35
W 2YEE 7 HANIEIARET + BT RIUFAA BFFTE ©
B %77 less /etc/group e » BB EH ST AMEL]

2.2.6 &4 4A

B <R - groupmod [EI] <B¥k>
B ER%ED

% 2.9 groupmod & FIER
AL a0
g GID : WA AIEEMVAITIRS o
-n &R R P 4RI o
B HITRA
& 17 groupmod -n newgrp testgrp t5 % FEAF4H testgrp BIAFHMEDK

#
b=

SERHEABRAR © RINFFE




FWQ20240201T_RLO1-ZEARSWIRIER L (HBHR) V20 (1070) BEFMH

B newgrp ©
& 1T groupmod -g 111111 newgrp ¥4 » &4 newgrp BIF
¢ 1D /9111111 ¢

2.2.7 WFRAPA
W <R groupdel [IEI] B3
B = HiEm
AL} Fdt

-R chroot FIRYER °

-P Jetc/* XHFRENRIZER °

f o I PR o
B 1176 11T groupdel testgrp &< > MIBRAF4H testgrp ©
BB 3788 : 24307 B FiZ A B F AT B I ZARIERT » TR ZE 4 » RESR

FEIT B2 84 ©

2.3 XFEE
45 UOS FHIEXHRAANINREEEXHSERER - MESXHRAE
B XHNRER - XHRERESITEERESE - AT EENFBERHEEEX

HER< ©

2.3.1 cdS&%
B 518 - od (XD [B5K]
B EHiEm

% 2.10 cd BAED

EIT i pa

P | ERAEAERRE > MIEERATERE (link) B -
EFYIE B R ARMERT S 5582 | 7E03E ' ZH1#4T DIR a9
-L
TS -
. MRERT-P S8 > BRENIIHAE Sai TEERY » REIFFEHN
3RO -
@ EZFHERBMENRS L R—MEXERENIXHSFEXHREGE
BER -

B IR
¢ HiTcd 4% PIHREIRER ©
¢ HiTcd.H< o UHRE ELZER o
& TEERRET » 11T cd /home &% > FERLITEFZIRE home BR ©

H#
!
A
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@ 7T “Iroot” BET > $11T cd ./Downloads/as< » FEFREITIRZTIEE
Downloads B °
€ 1T cd ~E % ) PIRBIHEIAFMSIATIERR ©
B 3785 - BS7Z BTN BLE A S IR SERERI ESIZ » LRI BEIEM ((IRER)FFIE » SRISIEERITENE R 5 107188
EM HETE RIS °

2.3.2 pwd %<

pwd SR HAIERNEREZRLT (MRER) SAMERE - 28ER
A/ Bk 2R B—NERIMRER > RE—TERZHABER -
W <RI L pwd [R50
B EAiEm

£ 2.11 pwd ERBEmR
1T st
-P FTENS AR IERR » THBEANT SR -

N 3785 © 7 4% RE » 177 man pwd 75 » AIEERMESSHREZN
B RT3 1T pwd 85< » EEERHTERE

233 idm<T
id SR LRI U BRESSBMEEBF ID (UID) #1448 ID (GID) ° UID @X—1
BARPHE—FH1RE > GID MFFRZA UID °
B <R id DET] [B#]
B E/AiEm

#* 2.12 id BAEm

EIT H

g --group . ETRAFPFAEEHLERID ©
-G --groups : ERAFFTEMINELER ID o
-u —-user : E;-RARFP ID e

B BT
¢ HiTid&< ERYsiAFPNEFS  UID IiZBAFFBHFRE4A o
& H17id testuserl 5% > ERAF testuserl AP % « UID F1iZBFFR
BRFREA -
& 1T id -g testuser] < » BRAF testuserl FR/BAY4E ID o
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2.3.4 Is&%

s F T BEREANGTZ— o lsi<Tr list T » ARIIEXHFFMBER »
UKRENTEXNER » FIINSXXER ~ FRENFMERBTIE] o {1 R&EFHEm
PHIT s s HHFIERPESHXY » #HRFBINFENTE1THF ©
B <8I s £ (B3]

W A%
*2.13 |s EAEmM
3EI0T g

-a ETFEXHRER (WSFH L FLABREN ) ©

B ths ~ XHRE - R~ 1E8E - XU NERTIFATIE o

P } /7 IR mMmE B REE -

-t RIRIECRET BB > RFTBVIERAIE ©
-r USaHir A NH TEFF ©

-S REXHFARNERF » &RARBTERRIE

-h UZFrEpygaahsc AR/ (Blgn 1K 234M ~ 2G &)
W HITRA

& 1T ls-Irt s % ERYUFIER TEXHRMEER » HRERENE
EIFHES -

€ HiTls-p % > BEHANBERAM /7 -

€ 17 Is-l--color=auto &5 > 41T |s S LRI AR ARMEE o

€ BT Is-Irt fetcin< » BF “letc” BRTMEXHNFRBEER » HiZR
(EE GBI 2T

2.3.5 mkdir &%
mkdir 85 » & make directories W4EE » BT CIEMBER > FIEEFHE
A AR o
B S5 mkdir BET [B5]
B A%

7 2.14 mkdir & FRiEm
-m BB R EIERE B RHRUR ©
-p ZIFCEER o
B HiTRA
& 1T mkdir testdirl % > RIE—1ZEBR testdirl o
@ H1T mkdir -p testdir2/dir2 &% > QIS EBF testdir2/dir2 o

H#
N
A
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€ 11T mkdir-m 777 testdir3 < BIEBR testdir3 HECEMNRF 777 ©

2.3.6 rmm¥%
rm L ATFHBFEXGHER - BREIUA rm S<HsRREENXXHHE
R oz THIENRF— T E RPN — I HZIXEHER » Bl UEE
BRRETHRAE X4 RT B RIIMBR X3 F8EEXH (Linux L windows
THREAR  FAERIEETENR) 0 AR THE  EXHFRIERE -
W SR L rm DET] XEHEER
B E/AiEm
7 2.15 rm B FRIiEm

-f | --force : L& force WER » BERAGFENXH » FHMESER °

-i | —-interactive : #HITRE MR » EREREIZBRERE SR ©

-r | -R > —-recursive : ZE3AMFFIEHNEHERRFER °
B HITRA

€ HiTrm-i “log@m< > MERHFIBR T log EEMFIBE XM » HTEMH

BREIIAIR S A HIBR
@ 11T rm £ file > SREIBIBRSE ©
& 1T rm -rf test] > MBS testl BRNRFERAEXH -

2.3.7 cpme

cp MTATR—IEZNMNEXHHEREFEIEENXHFHER - BRI
BENEXHEHIR—MEEXHFLHNEANXGH— P ELEFETINERT °
B 2N cp BET] [B#] (B3]
B = Bixm

% 2.16 cp FHEM
-f BITERIXGHER » FEEMXEHERESERFTE
HEMRXH (destination) BAEFEN » EBEBIRXHZEISAH
Rn o BEXAFRIAEEES By WEMMXSRBRES -
-1 AEBIXMH » REREREEEN -
-p ERXGNEM—EEHIIE - MIEFERRIAEMYE -
-r ZIIEFEER > BTERNEHIITH -
B HITR6
@ 1T cp froot/anaconda-ks.cfg 5% > EFIXH anaconda-ks.cfg El &

H#
&
A

SERHEABRAR © RINFFE



FWQ20240201T_RLO1-ZEARSWIRIER L (HBHR) V20 (1070) BEFMH

AIER °

& H 1T cp froot/anaconda-ks.cfg /home & % > B # X #
anaconda-ks.cfg ZIEFRER °

@ 11T cp -r froot/testdirl/* froot/testdir2 A% *E ) testdirl FEREX
HR X HE] testdir2 B o

@ 1T cp -r -i froot/testdirl/* /root/testdir2/G5% » Bl testdirl FFRE
X AR X HFEF testdir2 BR MIRXGHEREFE RIETHNEEEE ©

23.8 mvi$
mv @< & move NS » AIUARBohXHHEFmHXMH
B S5B1 0 myv ER] (23] (B3]
B EH%EDR
+® 2.17 mv EREm
f BEMER > WREBGXGBEREE > FolRmMEEES -
i LEENXHFEEEFEEN » MRS EE o
-u TR TR EE BAR S S B AR X A TFTE RS » A ITIEThIRAE o
B HITRA
& 1T mv testfilel testfile2 75 » 18K testfilel B9 testfile2 o
& 1T mv -i testfile /root/testdir/i% > #5h testfile BIBITE R > MR
XHEFT  RIETEREE °

2.3.9 cat& <
cat f T T ERREEXMHARE * IEXH « HXHFMEMXERNETE >
EEXMHRBRIAMXGEE—ITHBRETRAS °
B <8I ¢ cat (RIS
B = BiEm

% 2.18 cat EHEM
1EI it
-b | -number-nonblank : #I-n ALl > RS FEHITRAES ©
n | -number : B 1 FEMFAIBRENITRES ©
-squeeze-blank : HBEHBELRITULNZERTT » A A—1T
HZEETT ©
v | P —EERHRAVSHRERT
B HITRA

-S
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@ 1T cat Jetc/host.confis » TE host.conf BIRE o
& 1T cat -n Jefc/host.confen % M 1 FF4aXt host.conf FREHIIITRS °

2.3.10 more &%
more B L EMTF cat &< 2 FNLE cat HLINEERK - EUZRENHIZ
DETRXAEXHFNAR » 5 vi PRXEFE IRIE
B 5518 - more [EIN] [B#K]
B = Bixm
# 2.19 more EHEmR
TG it
-d BRER > MARMER o
-f FITBETHMAIERRITE -
-p TRE  BRHETRXA °
-C RRER > BRXAHBIEITE °
-u FRHR T4k o
-s B2 EITERE 1T o
<#F> |IEEBRETNITE
+<¥F> | MEEITHBRETRX M ©
+/<FfiEE> | NS RFRBIIEFIR R XM o

B [RiEE
7% 2.20 more ®ARRERE
%8 Fdt
space HE z | A TEIR ©
b [ E&ATT -
Enter MR 11T °
= ERIHITTS ©
v FA vi RiESRFTAEHRINSR o
d M & K17 > BAIA K=11©
q 3R more ©
h ERIREGEEER) o

B 176 H11T more +100 testfile 5% » M 100 TTHIGE TR testfile AR o

2.3.11 less %<
less TR @M XHHEEHEHFTATIEINIR BEEXHARAETHNI
B STHRER E IR K oless BIAALLEE more BANMB E14E -7 more FIBTHE >
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BFEBEMERARER REEEEEE BEER less BRI UER “pageup”
N “pagedown” FHBEAINFTEMEXH » ERZEEXHHAR - FRilt
25 7E less BRI LUAE EZMIRERTINEE » RLERILIA TR » thal U m £18 -
B SR  less HEIR][&#K]
B ERED
# 2.21 less ®WREM
1ET5 a0
-e AXHEBRERG 0 BohEH o

-f SRIBFTFHFIHRX M > HIINSNEIRENRS ~ BRMN EKIA -

i BERERFHANE o

-m ETEM more s SHBEDLE °
-N ERBTHITS -
W RiEE

& 2.22 less ERIRIERE
%{E Fi st
/FrER | ATEER “FRE” BIThEE -

PFRE | AERR “FRRT A8 -

EE—MER (5/3?EX) °

=)

RAEZEER—TER (5/8?FX) °

[[/EE—0T

AEEF I o

RSB E e

BY less 5% ©

c O || | |2

[FRLREIFIT °

y | BETRE—T o

EMRE | R

[EZER | Rp—17°

pagedown | [@ FEAGI—IT °

pageup | M EFzh—IT 0

B IR
@ 17 less N testfile % » BF testfile » HERITS ©
@ 1T less testfile &% » BF testfile XHFRA o
@ 1T ps-ef | less &< > ps EEHZEEHE less PTIETR ©
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2.3.12 head %%

head s S A FEEXENFRIEEHENF R » FOIAERXEHNFE 10
17 » WRLENXXHFRLE— » MEETFHEN XX aIEIN— N X EFRiRE o
B 5% : head &I [B]
B ERiEm

% 2.23 head ¥ Fi&I

1E15 P
- --bytes=[-INUM : R8N XXHHIET NUM DFF5%E 0
-n --lines=[-]INUM : ¥TEHT NUM 1T ©
-q --quiet » --silent : RETRBRLTEXHF Bk o
v --verbose | R ETREFLTEX MBIk o

B HITR6
@ 17 head -n 5testfile &5% » B testfile BYAT 5 17 ©
@ 17 head -c 20 testfile 5<% » B R testfile BRI 20 NFET o
@ 11T head -n -6 testfile 5% » BT testfile R T RfG 6 ITTHEHAS °
@ 1T head -v -n 3 testfile 5% » Bk testfile BIBT 317 » HETRXHESL

2.3.13 tail &<
tail ML ATFRBERBIEEXHHNRES P HHIIRERS » BEEE
I o BAHE  MBIEEMIEXHHNRE/ITERILRK L - RIGZEEEE
¥ 0 tail S ECECIRFT » BREBIRFIIKNERS o
B 54ER  tail BER][B%]
B 5 AEm
& 2.24 tail EAEM

f | BESCHHIE K BDESa B EE o

€ | BHXHRE K DNFTHRR o MRXGHEHRN > AlfESHERT o

-n | B RRE KTHAE o
B HITRA

@ 1T tail -f testfile i< > WM testfile AR o

& 1T tail -n 15 testfile &% » EEXH testfile &fE 15 1THIRA ©

& BT tail -c 100 testfile &< »EEXH testfile &E 100 MFEHHAE ©

2.3.14 file %%
Ze S ANIRRISAEEY » tha] SRS — XA RIREER c Rl A
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B XHHYSLERME BoRIRE LB > MIEY B% o ah SFTTEERTRE : /usr/bin/file o
B S5 file DET [BE]
B = Bixm
% 2.25 file % MY
-b SRR RS » RSB o
-C FHERIESHITERE » ETHSEXDINEFHRITRIEHR o
f HIH S4B ZRAAPRSZE ST RYEEY o
i Wit MIME EBIFF RIS o
-z BEEEREFRE o
-V --version > BRIRAELR o
B HITRA
& 1T file testfile &5 < » A testfile SXHFHISEE o
& 17 file-i bbb.doct< » BE bbb.doc X MIME HEIMFRFER o
& T file -z test.tar.gz®% » EREEREXMHFHISEE

2.3.15 chmod %%

NXHRARANER A= : XHHEE ~ 854 -~ Hth o (£ chmod &< mIIY
EEHIS IR AFTER o chmod s BRHMHAE » — M2 EaFBMIRE
FREAXNXFIZE L ; F—HREIHRFHNHRFIREE °

X4 ERIFRREE =S » JBAFHF-RIALNE ~r RZAE vw RR
B]E ~ x RN AIHIT o BT FHMFH AR > 0 RRENE ~ 1 RRATHRIT 2
RAAE ~ 4 RRAE AR EMENRRAREFAEN - HFBEMIIRE
34MO0 BT B/ \EEER > HIRFRXXEFHEE (u) ~ 84 (g MEM (o) °
B <18 ¢ chmod %] [#Ex(] [B5K]

B E Ak

7 2.26 chmod % &M
1T el
EB-v I > BREMEIERE#HITIRE -
AETRZHIEIRER °
RHEMMENHRIISEER ©
) HEAXHMBER °
user ! RINEZXHHREE -
group ! RRSEGXHRIREER TR —8H4E (group) BIA °
other ! RIRHEHMA o

O |[;u |©€ O |I< [ |0
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1E15 it
a KnBiEugo =& -
S FERITRSH  IKERPSA D ©
t PRHIMIBRARE AL (linux 4FERAR) ©
+ RIENIAR o
RRBUEINR o
= RTME—IRTENR o
r RNATE o
W RRAE o
X RRAHIT o
X NEXHEERHEAETRELERPBRITAIRIN A HIT/IEE o

B HITR6

@ 117 chmod a+x testfile i< » X4 testfilet I AFTAE A EBIHIT ©

€ 17 chmod ug+w,o-w testfile testfilel &5 % > 3§ X ¥ testfile 5
testfilel IENZXHIREE - SHMER—H#AERNE » HtMAFRAE o

@ 17 chmod 777 testfile i< > &34 testfile IR AFTBE AR ~ AIF ~
A[HRTT ©

€ 117 chmod ug-wx,0-rwx testfile®s < BUEX testfile XX HHBEE
FriEgR—EHAE I SR T TRIR » BUEEMARIE ~ a5 ~ a1 1THY
PR ©

2.3.16 find &<

find s LB MEMAMRLERENG L " BEERARTEERT ' EREEX
MUEHIERIS AT © Zep L P EIBFAERZEIEER and ~ or » not /&R !

and ! ZE5 > EaTHA a7 KT o RRARERIEI - RRIBEFR
MEFRMAERER » FREHAERE

or I FIEE > FEeLHA 07 KRR o RBEMNRTAHNFHRE—NK
R > SHFGAERRE -

not : IZIEIE > EaLHA 7 R ZIBENRTENNHEFAFAFR
X e
B <R find [ED] (B[S
B %D

* 2.27 find BRER

-print | BEHRFINX FHabEinERd o
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I Epa
-amin | n I A n DEHABIREERIX M o

-anewer | file : EEXXf4 file EEEHIZEUL RIS ©

-atime | n ! EEE n RHIEEGT RIS o

-cmin | n D EEE n DEHRTESGI RIS o
-cnewer | file @ EEXXf¥ file BRI o

-ctime | n ! EEE n RARECGI RIS o

-prune | ZEEENMBR

-perm | FHITRRREIK ©

-empty | XEAEHEREMXGHHER

-ipath | p» -path p | BRIZBMFE p IXH > ipath SREA/NE o
name ’-iname name : X&& TS name BIXH > iname &2
BEA/NE o
N XHERNE n BAIAISH o b K&K 512 AITAMNXR » ¢ 'R
FIEH > k &5 kilo bytes > w 2 /M7t o
CIXHEBE XK -MNdRFEER c RRFEEREXH b
-type | RAXKBREENH  p RRELIS ~ f RR—BXMH - | RATGS
ELE ~ s 7 socket ~ -pid n /7R process id & n BI 4 o

-name

-size

B HIT6

& 17 find /etc-name 'host*'-print 65 > T/etc BRTHIZEN host
BYS o

& 17 find /usr-name "out*”-prune -o -name "*txt"-print &5 % 0 £
usr BR&EFBERF > EHARZE out FFLAY.txt FEXH o

& H17find.-perm 755-print &% » TYHRBERFERT  THEXA
BEEHIT - HEBIRHRITINRAIX 4 ©

& H1T find / -size +100M-type f -print &85 > TH#BiT 100M ~ TSR
F— RSB ©

& $17 find . -mtime +2-type f -name "*tra*'-print % » B 2 KE1H#H
EXuER > HEZHE tra FRXME ©

2.3.17 stat %<

stat S LATUXFHIRILETR inode AR ©
B SSHRT  stat PEIR][BEK]
B = Bixm

H#
N
A
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& 2.28 stat E %X

10T et

f RERXEREGNER » ERNEFREXHRFNER o
-L ETRTSHE -

C SCAABR ©

-t ErEEN > RETREEEER o

W HRTRA
& 1T stat f /tmp/testfile % » RRXHFHEXHRAMIES o
& T stat impytestfile % » RIRIEHIHAMER o
@ 1T stat-c "%a" /etc/passwd E T » BRXHNR » %a &R/ IR
HISHEIAALR ©

2.3.18 tar&p <

%5 UOS TREANITEREFME tar 7 » A tar BFITHRHNEEA
B tar B BEENU tar FER © £6% tar 85 » MAIUBEHTERIRERKi#H
17E4%E -
B 28T | tar (R3] [S#]
B = Bixm

7 2.29 tar HRIEm

FIEEAEX G EEENESEE o
REXRK ©
FEILHTRYE SR S o
BRI HFRIZES o
MEZRIE AR EIEN S o
EMRESAEHX M o
MEFERY S HPIREC A ©
ETREEXHFNAR °
4% gzip Xf§ o
=45 bzip2 X ©
¥ compress Xff o
ERBETRE o
REREFEHETRmEMITENER ©
REREXHIEE °

&

ald|w (>

1
-

1 1 1 1
N —+ [ X c

[ T A T I B
~ |~ |< [N [<

H#
&
A
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I s
-m R R E S BE KRBT ] -

-W FIAESE X RYIER L -

-f fERRYYIE A RIR o

B HITRA
@ 1T tar -cvf homebak.tar /home &% > ¥ home BR R FEREREK
tar #8z{ o
@ 1T tar -xvf homebak.tar@% > ¥ homebak.tar XFRE o
& 1T tar -zcvf homebak.tar.gz /home &% » ¥ home BRMFHRE
48R gzip H&TL o
@ 17 tar -xzvf homebak.tar.gz < » ¥ homebak.tar.gz &% o

2.3.19 gzip@¥
gzip @ MERI ZNESERF XHELEEESE Heeaad ‘gz’
i B o
B S<ERR C gzip (£ [B)
B = AiEm
%% 2.30 gzip ERAER

iyl st
. —stdout -to-stdout : BEFEEHX i IR ERTIRE » £
TEhRIGf -

-d | --decompress 5{----uncompress : FRFFELEX 1 o

-r | --recursive (IR CBIEEB R THAEXGH R FER—HWIE o

—force : SRITEZEX M - FEESXHRIFHEEZESFEURIZX
HFRENTSIER -

AL | list D B ESEXHRIEXER -

-n | --no-name : E4aXMHEY » RMRFFEFRIXE AR BB

-N | -name : EEXMHH > REFRFHX R EZIE

-q |--quiet : REREEER °

-S| --suffix : BEREREFREFRTE o

-t | --test : MIXEEXH B R ERTIRE

-v | --verbose : ERIESHITIHIE ©
-V | --version : BERIRAER o

-L | --license : B RARASSHRIER ©
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REEMHF num FREENRE - -1 8(--fast KnRRESE (E
E48LE) > -9 Si--best RTRIEESE (BIESELL) > RGREENG6 -

B BT
& W17 gzip /tmp/testfile 55 » ¥ testfile E48RK testfile.gz o
& 1T gzip -dv testfile.gz &% » FRIE testfile.gz X1 o
& 1T gzip -rv test % > BIAEFHEER ©
& 1T gzip -drv test @ » BIAREEF o

2.4 WEREIE

2.4.1 df &S
df ML ATHITBeiRER A L X G R AR T EHIERIBR
B &< - df [IEI] [(BE]
B = Bixm
%231 df BE%EH

-a | --all . B¥E ~ BE ~ AR RS o
-B --block-size={SIZE} : A {SIZE}:X/)\#Y Blocks °
--human-readable : FEEAETENER FUKERFMX NS
1Y) °

-H | --si: R-h > (B2 1000 AEAUMAEH 1024 o

- --inodes : 27 inodes 58 » MIEHERE o

-k | --kilobytes : Fi{&E--block-size=1024 °

-1 --local : RERAENHIXHFRS

-P | --portability : £/ POSIX jaHI& ©

—-sync | EFEUEREEZHIAR sync 8% ° MAGFEFRISEIEEE -

-t --type=TYPE : RE/R TYPE BB RS o

-T | —-print-type : BERXHRZWR o
B HITRA

& WiTdf-h &< > B RBRIEEZEEMERER o

€ niTdf-ia @< FIHEXHREN i TRFERBER o
2.4.2 du &%

du L HATETBRIAXGNAK/) odu 2 BRIEER B REHEFR & A
H4ERZE 8] °

SERHEABRAR © RINFFE

H#
&
A



FWQ20240201T_RLO1-ZEARSWIRIER L (HBHR) V20 (1070) BEFMH

B <RI du R[S
B = Bixm
%< 2.32 du HEREm
1E15 it
-a -all : E RBERPNFISXHERIA o
-b -bytes | BIRERIXHRIA/NET 5 L byte HEA] ©
. --total : BRT ERMFIBRIXGHANS > ANCERAEER
X FRYEA ©
-D NEBGHS | FBin 1T HRYRT S 95 o
-h --human-readable : LL K~ M ~ G AL > IRSEEBBIRNEME o
-H Z ¥ TF--dereference-args °
-k ZE¥F--block-size=1k
-| --count-links : EE 1+ EBHIEREIH o
-L FES|FF BT S k% o
-m ZEMF--block-size=1M o
-s —-summarize ! XERESITAK/N o
S --separate-dirs : B R T HIBRNANE » HAEZHFERHIK
1\ o
N --one-file-xystem : A—FaMERMINHRANE R E - &
LFHERBNXH RSB RNEST o
-X --exclude-from=<Xf4> . E<XH>15E B RH X °
--exclude | --exclude=<BRIHXH> : BIIEERIB R XM ©

W HITRA

@ 117 du /tmp/testfile] /tmp/testfile? 5% » BRZNXHEBIAR/N o
@ $17 du-h /tmp/testfile] §5% » BT testfile XEERIA/ o
¢ HiTdu-s % ERYFIERTRPEKN o

2.4.3 fdisk &5 <
fdisk @— M EIEMAEIF P XRNOERF > BFHERD bR « BiRoXE o
B 98 fdisk [EIR] (&5

B = AEm

1T

% 2.33 fdisk & Hi%Em
sl
FIHFIEDXE -
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AL ;a0
-u EREAL > “cylinders” HFMHEEL “sectors” BX o
-s IEERXERANIEE R/

7 2.34 fdisk #B1EH<

ik a0

ETREEMEEEER o

AT XARIE/5 IR AKX o

RSP X o

ETRDKER o

MEDEX o

ETRPKER -

REHARTF ©

REDXS o

HITHXKRE o

RIFEDR -
X I RNA > SRIEE

B RITRA

&€ H17 fdisk -l 88 » EREHFIAXIER °
@ 17 fdisk /dev/sda5 tn % > IRIBESBIRIEWBIHITIRIE - WA m > 2L
SIETEMER s WA d > REMFRIX o

M EE S RETE D - EEIFSXEIFES o MIRLEME THRA X » i BA X2 FHEEHXE
SR 2 AT IRIEET—EZ 1\ o MIRHEE CIRIEFE T 2 I TEIR NG » A q TRIFESL
FHTEHA w IRFFBL °

2.5 588

BRERAREENEIS 2 —EERAFPRSERNFRARARR HRAXRR
A—EHERNBERT > BERRAITESRER > SRtTEREZES °

HIE R ESRERRERAFNEERSZ— A THEENREEMEX
MEA®< > 85 ps « kill ~ fg/bg ~ nohup ~ crontab » EEMAE o

2.5.1 ps#%

B3 HZHITINAIES > B NE TR IHENER tEEEE
EHFIETE > ps TEMERELHNHEETED T o FHZMTHUREGHIL
HRBIEEGEITUNETHRES - HIZEREBER - #HERTR TEFPS ~ HL#HE

— ||y |3

S | < |+ |l o |D
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SRATEZNHEES - B2 > KR ERHEILUBENITIZHCEE ° ps &
ETRHENBRERS > HFAHESENETR ; ?D%*ESUJ&&L SCBY MR R 1% A
top 88 < ° 4if5 UOS AFHREBUT 5 MIRSUR RS
1 517 (R) | ETEEITEEEITNTIRER o
2 ity (S) : KEEH > ZEHEEFENSHNERSEZEES -
3 Aty (D) : KEHESAREER A olia1T > HEMNEFEIGHMAE -
4 {=1E (T) : Y& SIGSTOP ~ SIGSTP ~ SIGTIN ~ SIGTOU {55 F/{FLLBTT °
5 8%t (2) : #EEA L BHEWATHRATEE > BEIIHERAA waitd() R
% ARBEER -
W <RI ps [ED]
B = Bixm
3% 2.35 ps EHAER
TG it
-A FRERHE SRR » 5-¢ ABRENMA o
-a ERIMITEIEN THPAEHE - SIEEMBAPRHE o
-u MR A ERHEIRES o
-e EEFEHRE » 5-AHER -
X BES-a XMEH—EFER > aJIHRTEER °
l BRI~ BRIFMABVRFRE IS PID BYE B ©
j I1’EE’91§‘E (jobs format) °
f ERNEL > GEmT1T
B HITRA
€ 1T ps-ef 8% > BRRFIEHENERUNRMITHGESTT
@ H1T ps-u rootds< > BRAF root UHTZERE
@ 1T ps -ef | grep java @< > BHHER java HEEHEER o

2.5.2 kil &5 %

kill 2EEBLZXE SIS cMRAFIEERES > WA SIGTERM(15)& 1k
IEEHRE ; MREEREBRILZHTRE » JUAHES KX SKILLO)ES » %8
Faﬁ‘ﬁ%] LERIFIZ o

e ¢ kill [3EIR] (&3]
| .%FHTE"?

7 2.36 kill ¥t

0 EXIT EFEHRENZER -
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EI0T 554 WiEH
) HUP EiEBRIR LR A mEENERES  XINMEStHER
HLHEESEXRIENBER TEHIEIL
, INT RAERHFRE » BHAERERGIMERN > BEEAN “Ctri+C”
IREERAZ LB EIZES °
QUIT |[3BHo
KILL RIEHIZ > BPsRHILERIFTE o
11 SEGV | EBf&iIR o
15 TERM [EEERHE > 2 kil BLEIANEZEHES °

B HiTRA
& 1T kill -9 1234585% » SRBIZRIEHIZS A 12345 BUHFE ©
@ HIT kill -KILL 123458 » SRHIZRIEHTZS J9 12345 FUHFE o
& BT kill-l &2 ERESHIR

2.5.3 fg/bg &%

%5 UOS 1RET fg Ml bg a < » L BIEEREMIBAE EEEITIES o fgdp
LTHUREEFHNGSTRAEFSHEIET IREEPFEETZ < » AIUA
fg %jobnumber X IFF AL obg ST AL — 1N E e IS0 T 4K
ST MREEPEEZ I HET ALUAE bg %jobnumber iEPRIsFLIAEL ©

BRI EITHN— I IEFEERERKNTE - BEEREELRIEEHMIEE 7T
ETEE W “Ctri+z” REBE > BUREFEE > ARFIUFIRSIRET °
B <N fg<fRlkS>; bg <fElLS>
B HITRA

1 117 jobs 8% » EFE LRI ETHITHES

[root@localhost ~]#jobs

[1] i&f79 tar cvf homebak.tar /home &
2 1T bg 188 % > BIRWSH 1 HEGEEHENGT » TRYLAEHIT -
3HITfg 16< » BIELSH 1ALCRREG » BEHIT ©

BRI 385 : #4177 tar cvf homebak.tar /home (E58T » BAEEEE » AIXIERE “Ctri+z” #5E5E o

2.5.4 nohup &%

nohup @< A FiEfTH Command ST RIMEXE Arg SEISER
< RESFREERT (SIGHUP) 55 o G » EfEME nohup <iE1THEA
RRER: » BARM& (RT “and” KIFFS) FIG<SHIESS -
B <X - nohup Command [Arg -+ ][&]

SERHEABRAR © RINFFE
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B HITRA -
1 117 nohup start.sh &< > FHAEFEEEFREF—BEETRS -
2 FHEERIARGE > BRERRY o
3 1T ps -ef | grep start.sha< » ERMAHE—EHTSITH ©

2.5.5 crontab %%
crontab @< AT ERRMITIER ©
B <8R ¢ crontab &I [BEK]
B E/AiEm
3 2.37 crontab %I

1ETT iBA

user : FARIEEENEFH crontab BRS > HIE0"-u demo"&RRi%

| & demo B crontab BRSS » IEB%—RRE root FIASRIEAT o
L |BEEBP crontab XHME  MRTIEERF  UETRE

LETAFB crontab XXff o
ETERFH crontab XHFHA - MRFEEAF > MRRETE
BB crontab XIERA o
M “/var/spool/cron” HIFREFRFH crontab X o MNRFIEE
FF > MEARIBRZE1AEFRY crontab XX ©

i 7EMBRAAF BY crontab SXHFRT > LAHBIATRR ©
B =B ExER

& 2.38 crontab B{a)E X ixEH

VA= WiEA BEEE
F—N | —NEIHPWELDH (minute) 0~59

B —XREHHEJLNET (hour) 0~23

B= —MNAEHPNE/LK (day) 1~31

FrNr | —FHPWE/LNA (month) 1~12

BRA —AEEHPNERR/L (week) 0~7 (0#0 7 #AKREHIR)

B S5%AS
® 2.39 crontab 45 F St
s 1588

| REEERE o B R R — R SRR T—
(E3) .
MHER o
ogey | RPERIIE - 1H0°0812 16" % SRIRIESRE 8
P VET Lm0 12505 ~ 16 55 0 HEHIT—RHS o
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gy | ORERBEIEGE - N'05 T L6 2 REEA—I

AEER 5 5 0 HHITRS o
REERSAMIT—R  t0"/10~ &% » KESH 10 9
SERIT—RES o

/ (EEf%)

B HITRH

@ 17 crontab -e <G > #iA 55 * * 2 /sbin/shutdown -r now > &%;
SHEBAMEES R 05 9ERB—K o

¢ ESA 1810 B ~ 15 HIAR 3 = 30 S ERHITEE &G
autobak.sh > M # 1T crontab -e &5 < /5 > @ A 30 3 1,10,15 * *
/root/sh/autobak.sh o

& 17 crontab -| < » EFEEMES

@ 17 crontab -r &< HIBRERES ©

2.5.6 EEAGS
B &S8R
% 2.40 EEMEMETIER
cmd > file min AR EERE— NG o
cmd >> file EnEREEERE—NXX 4R GBm) o
cmd 1> file AR EE R — NP o
cmd >file 2> &1 | iBtRAEREFIRERIR—EEE R E— M XHEF o
cmd 2 > file B IREE R E— X o
cmd 2>>file | IBtRARIRAEEERE—NXXMEHR GBM) o
cmd >>file 2> & 1 | EARAERHAIREEIR—REEERE— N XXHEFREEM) o
cmd <file>file2 | cmd <L file XEERA » LU file2 XHEATIH ©
cmd < file cmd B2 file XEERTEA ©
cmd &m oinEmEEEBER X EHERT m Ao
B TR
€ HIT Is -l fusr/> Is.txt @52 “BENBERTEXHRERNIIRRFREFE
— PN o
@ WIT Is -l fusr/>> Is.txt &2 » BENBRTIEXH KRB RHFIRENMN
B — XA ©
BN 385 : @F>> T e LT EE R T B EENE » T EFEBIIAE o
& 1T s /var/log/messages?2 > [serr.txt 8% » iR EEIREEEETHE
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XA serr.txt & o
& 17 Is /var/log/messgaes > /dev/null2 > /dev/null &% » [EFEH
B EEHAET  BiEnER B MER IR EE D@ E]/dev/null

2.6 FIETE
415 UOS B— 1" ZAFPNRMERS - S8 TMHAFPERIIRASG » HiaE—
M ERANETIMNE -BESTAFPRIANTREEHEERR > BFRIUNES
RIEITIMEHITEEX ' EREMEEMENNRARIMREE - BT ENEERE
HASRX4> » 4315 UOS TLER 7 ARk -
B kAR D BEEREEXYS 0 TEXKALEL °
B [RFEY © £ export 882 FEBABENE] » WETEXMA shell FHRRY o
4= UOS FE AIVIFIRT =48 PATH ~ HOME ~ LOGNAME %5 ©
B PATH : IEENEHTHERERE o
B HOME : {EEMZHRAFNERR -
B LOGNAME : {EENZHRTAFRNERS °
BB 3285 : B 7L L ISR T » B R T B PT B IR T B BEAEA » LA Java £E
FBHIFIETER JAVA_HOME F] CLASSPATH % o IREIFIETERIINEN “env i5$ - export
B~ IiE/etc/profile” 35T o

2.6.1 envip ¥
%15 UOS B » HifT env sp SR U B R HFI AP NIFE L & » Bl UTEIEE
IMRTE THITHMGS ©
B <R env (R [ZH]
B = Bixm
%241 env BFER
TG st
-0 UZEFRIMIEMITREGRE M7
i FIa— MRV ZERIFET £ ©
-u MEFIIREPHEE—TE o
B HITRA
¢ HiTenvs< > ERFIEHETE o
€ 1T env -i PATH=/root/testdir ./test. sh 5% "&EHIT test.sh HlzA<pt
HIFIREE o
& 1T env | egrep -i "user|mail|pwd"&% > TIHE
BB 985 : 22355477 echo SHOME 7% » BTIX#TEIFFS5 TR o

il
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2.6.2 export &5 ¥
export L ATFIREHETRIFIRLE » 7E shell PHRITERFE - RME—AHIF
IR = © export AILUATIE ~ ELAHMFRIFIR L 2 » HELENITHRERER o
HiTexport i SEXTER » ZLER T HFIH shellBASH) K H F
shell(BASH) FRBEMH © shell XAT » TEHFKKT » BITFH shell BI7L
BERXNEE > FEFHNELARTEENEX ©
B &SI export [IE] [BEK]
B = Bixm
3+ 2.42 export & %M
-f RRESLM R EAIF
HFRIEEN T E - TELFR EHARMR 0 RRFBEIGEEIES
B ITIRE S o
-p FIHFFER shell EFRE2FHIFIETE ©
B HITRA
@ 11T export -p < » TIHFAEMIMETE ©
& 17 export PATH=/usr/local/nginx/bin:SPATH @3 % > IEBIFET = o
EEM5EMfE » 11T echo SPATH % » BEIMIEL &

2.6.3 figE/etc/profile
HIT vi S LTEXH “/etc/profile” XHHIEMEE » ZTEREIHWHRIE
UOS MFRFEBFEXN » HEAR “KAR < 2ES BT :
1 ERHEHITHT&HRL ©
Vi /etc/profile
2 EXHHRKRERIGEERENIMETE > IALE java FIETE o
export
PATH=SJAVA_HOME/bin:SJAVA_HOME/jre/bin:SPATH:SHOMR/bin
3 117 source /Jetc/profile i< » ILBIER - BN » BEEERIRIERY ©
BN 385 - B ERFIETE RN LEIF B TURIT Vi 5 SR ELBTEEERTH
“bash_profile” X1t -

2.7 MKRER

2.7.1 EEEMSE
E415 UOS # »— kA TR EMSZIZzONMmSTIT TAEE (ifconfig ~ifup ~
ifdown o

Pl
iy
aa N
]
S
g
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2.7.2 ifconfig %<
EERAFAUER ifconfig in S EEMBIGENRSER URMLEHEO
HITECE ©
B <R | ifconfig [KIEE] [BE]
B = Bixm

% 2.43 ifconfig & MAEM

TG it
add <ihit> IR EMLRIZERY IP ik o
del <ihjk> HIBRRILE 1% & BT 1P sthilk o
down K AITEE LRI o
netmask <FM#EHE> | &EMLRIZFH TR o

B TR
€ 7 ifconfig i< > ERMEILHREE ©
& 17 ifconfig ethl down &% » XFIMLEIEO ethl o
& HiTifconfig-a % > ERUBIARNEEZOGE -

2.7.3 ifup %<
BEERRAFFLER ifup S9EE— MEEMIMLIED o FII0 - $h1T ifup
ethl &% » FIECEMLIEN ethl o

2.7.4 ifdown s <
EERAFELUER ifdown S5 XFA—NMEEMLZIZED a0 » H1T
ifdown ethl &5< > RIRFAIMEZIZO ethl o

2.7.5 nmcli® ¥
B ETRMEEIRSRNEERS o
nmcli general status
B EEXN% -
nmcli general hostname
B gEFYSG -
nmcli general hostname new_name
B EEFENREE -
nmcli connection show
B EEEEEORGER -
nmcli connection show ens33
B S RFrEEhEE o
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nmcli connection show --active
BEMRIGEIRES
nmcli device status
IR IP HiUtBI MR o
nmcli connection add type ethernet con-name ens37ifname ens37
LLIP7
W connection add : FIIRTHIEE o
B con-name : F#ES o
W type . IREALH o
W jfname : #EO% -
SIZEE IP it RiEE o
nmcli connection add type ethernet con-name ens37ifname ens37
ipv4.addresses 192.168.38.142/24 ipv4.gateway 192.168.38.2
ipv4.method manual
BHEEX M ERELEN
nmcli connection reload
[EEh ens37 ME o
nmcli connection up ens37
{S1E ens37 W
nmcli device disconnect ens37
45 ens37 IR0 DNS o
nmcli connection modify "static”ipv4.dns "202.131.124.4
202.131.124.5"
) 389 - static KiEtES o
THIBRRI = o
nmcli connection show
nmcli connection delete A£EZ#H7
ECR M -RBY IP thik o
nmcli connection modify ens37ipv4.addresses 192.168.38.161/24
BRI 385 : ens37 HEIELH
BEEEMABCE X o
cat /etc/sysconfig/network-scripts/ifcfg-ethernet-ens37
ECEREBT

nmcli connection modify ethernet-ens37con-name ens37
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B A/ ZIEFHBEIEE o
nmcli connection modify enp2s0connection.autoconnect yes
nmcli connection modify enp2s0connection.autoconnect no
B SW-RIGN 1P bk sk EMIFRERSMY 1P it o
nmcli connection modify ens37+ipv4.addresses 192.168.38.161/24
nmcli connection modify ens37-ipv4.addresses 192.168.38.161/24
B EEWE -
nmcli connection reload
systemctl restart NetworkManager

2.7.6 I8 IP ihik
%15 UOS HF —iRATEIE IP it e 1T TR E4E ip dhclient youte ©
ip e
ip 88 L AR ERSIRIE Linux ENIRIERE ~ WG ~ REQEEAMBEE >
R Linux TERHFBITHEER AMMESEE T ©
FERIp < REF—T< » EREEREMIT —LRMEEIRES - 48
3FF ifconfig > ip AR L THEEELRK ©
415 UOS BLETIEE T iproute 48 (IR ip <) » A UREMMERE IP
Ak
B <SR ip [Em] [(B#]...
& 2.44 ip XRULA
R I BA
link PLRIZE ©
address | 1&& LYY (IP 3% IPv6) hit o
addrlabel | hiStIEEREITERE ©
route | BBHREE o
rule B& R SR BE SR R AYAR I o
W = HiEmiREA

& 2.45 ip BAELREA

1T ¥i8A

-V -Version | B RRAEFE ©

-s -stats > statistics : #HIFMEE o

-h -human » -human-readable : #H AERENFEITHEENGEER o
-0 -oneline : BEFBREHI—1T7° A \ FHRBRITR o

#
&
)=
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B HITRA
& H17 ip addr show B ip address show &% > ETRMERECERIMLE o
€ H1Tip addr add 192.168.100.20/24 dev ethO &< > 18 IP ithit - 24
RTETFRBIENKER 24 U > EM+#HH]Z 255.255.255.0
@ P17 ip addrdel 192.168.100.20/24 dev ethO&s< » MR IP 3tk o
& 517 ip link set ethOup &< > BREHEZRMNME etho °
& H1Tip link set eth0down 8% > ZAM+E eth0 °
@ HiTip-slink list &89 » BERIFMAAIGREER ©
& 17 ip route list 87 > BRIZOEEEAER ©

dhclient %%
dhclient s5 < A FohASIRENS R IP ik o
B 5518 dhclient [ETN][E%K]
B = Bixm
* 2.46 dhclient & FiEIR
IR WiER
-p 157 DHCP E P inialfiiR S o
-d BEURI S AEBITER °
-r TR IP it o
-4/-6 ¥ IPv4 & IPV6 ©
B HITRA
& 17 dhclient -4 eth0 % > F8EZHF IPv4 Tl o
@ 17 dhclient -r &< > FEREHFI IP thik o

route ¥
route 8% AT ERFIRME IP BRER - ELIMA N AR F W Z [BRYE
RE—QEERITMERBLE 0 HERUITRIREZBIR XKL
BRI 385 : BT route @S FTILE » FERARRE + 4+ EBBEVHRELS /S » ZEHA%.
T o AIXTE “Jetc/re.local” FFSH route @I ERBERA T ©

B 5518 | route EIR] [BE]

B %D
3 2.47 route ¥ REMR
s F
-n --numeric : NMEHF o
v --verbose | ERIFANLIEER o
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B85 L
F | fib: BRARES
C --cache | B/RESHEF o

add AII—FFERE o
del PR —SR B&EE o
-net B frithikE — W o
-host | BARIUER— 1 FEM ©
netmask | HARM— LS > BEFRARMKERD o
metric | IRERREDPEEK o
gw EREEFUEEEEMX o IR » SIS XATEERIAT o
B HITRH
@ 17 route add -net 192.168.100.0 netmask 255.255.255.0 dev eth0
e 0 AI—%EX 192.168.100.0 MEZRER A > 5 EMEZBI N
255.255.255.0 > #HEELEIMLEIEO eth0 ©
@ 1 17 route add -net 192.168.100.0 netmask 255.255255.0 gw
192.168.100.1 5% » FMI1—5EI3X 192.168.100.0 MLEHIEREH » 15EM
£8¥81879 255.255.255.0 » #HIEEEIIMX 192.168.100.1 °
@ 197 route add -host 192.168.100.20 gw 192.168.100.1 &8 % *» FRBE
¥ 192.168.100.20 FHHIEIEE A 1FEMX 192.168.100.1 °
& 1T route add default gw 192.168.100.1 &% > Fshl—RERIAW X > Fi
BHEHIEEBREE A F 192.168.100.1 ©
@ 117 route add -net 224.0.0.0 netmask 240.0.0.0dev eth0 &< > 0
BIZEMX ©
€ 17 route del -net 192.168.100.0 netmask 255.255.255.0 &< > ik
BREHIER o
2.7.7 FEKIZHR
ping <
ping ST B HEANMEHR< » thEFT—NMBEMIN - & TCP/IP thilBy—3F
73 ofEF ping S LRI MM EMEEEIER » eI EIE R DI E MEZHIE o
1T ping s S =fEM ICMP FiathiZ HEREBINHER > BiZimENB
WMLEIHEEZ A » MREINZER > AMEHZEVIEELEE o ICMP hiE
Internet #EFIRS MY > & TCP/IP thNFRRI—F 1IN » BF7E IP =N
2R ZEfEEEFIER o
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3 2.48 ping & HEDR

1T g
-d 58 Socket Y SO_DEBUG IhfE ©

-C <SeRCRER> | IRBETTREKEIN A RER

-f AR PRAS o

i <iBfRIER> | FaREWR IS B RYEIFRATE] ©

-| <MEFRE> | FERIEENNSIZEOEEEIES -

-l <BEHA> | REERHERERZE  HITREHES -

-n Rigmhik(E -

P SEAHIV | IRERBHUERRSEAE o

-q FAETIECHITER » ML EREXE R o

- RS EEAY Routing Table » EIFEHIEE A XRmmEN L o

-R IEREATE -

-S <HIEEAR/N> IREBEREAIAN -

-t <fFEE> IREFERETILHX) -

B HiTRA
€ 1T ping 192.168.100.20 %% » EEBSHIIMESIRE °
@ 1T ping -i 3-s 1024 www.baidu.com &% » BBRZEREAFE A/ o
& H1T ping -c 2 www.baidu.com &% > IR X EfGEEHEH o
& HiT ping-i 0.5-c 10 www.baidu.com &% > & 0.5 W ERFE—RME
FEHRFIAE 10 K o

traceroute %

81D traceroute % > FTAIURNEE R MNERITEN B B BN S —imey
ENZBENTAREZ - HA > SXMIECHE—FENHELESR (source) EliX
H—EHBERH (destination) EMRFRIGERA—#F » BAXZHEHEFTE
K& EMERIRY ©

traceroute TERFEENZHIECNRAZRR > BIANIBIEEXKNE
40Bytes > AR BEIBENX K\ ©
M\ EE B UOS 1 0 BAFERE traceroute » 7T dnfinstall traceroute @S &4 o
B 5518 traceroute [EIN] [B5K]
B = Bixm
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K 2.49 traceroute ¥ FIIEIN
RT Fijdatt
-d R Socket BRAIBEFEINAE ©
f REFE—MONFIEENEERE TTLHAN ©
-F B INEURL ©
g ERIREREMX > HZEIEE 81 o
- FRIEERNMERmE LIRS o
-| £/ ICMP [EIREXX UDP FHEHER ©
-m EERNEBIECNRATEEEE TTL B/ o
-n BE1EER P #atmIEENAFR o
-p %5 UDP Fimthidav@Ein O o
- B E @R Routing Table » EIFEHUBEEIimImEN L o
S B A EN XL IR P il o
-t ERNEIEER TOS & °
-w 1% 8B F s EAEIRAVETE] o
B HITRA
& 17 traceroute www.baidu.com &% "BREIABMMAIEIEEIRE o
@ 17 traceroute -m 4 www. baidu.com &% »EBREABIMEIER
A GREHIETEHEN 4 -
2.7.8 IHAEHE
45 UOS H » —fig T B EMa<T LA ESE | host » nslookup °
host &%
host 2— & AR DNS TR -ZERREEHS TR EITESEIER o

B <RI host PERIR] [&84] [B8(
B 5 RED

7 2.50 host & LI
KZE st
-a EHMRERIER -
-C REEIHEE o
-C B iH5TERY SOA IER ©
d|v | BRI o
-1 HIFRIRT -
-t EFEE IR | CNAME NS SOA SIG KEY AXFR
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1E15 it
-W KAEFRF ©
-W R ESFRHE o
B #1756 ¢ 11T host -a www.baidu.com » BRI ZMULAEMES o

nslookup #%
nslookup @— T Eif Internet 155 232 #r DNS RS 230l T
B TERRZARASNEMESR ©
B <8R nslookup [E] [B#K]
B HiTRA
& 17 nslookup www.baidu.com &% > BHMILIHZES °
& H17 nslookup -g=mx mail.qg.com &% > EEMHRSBMNER -

2.7.9 netstat %%

E4:15 UOS B » —f%3@IT netstat i L REBMNLIERZIRTES - HIRERE
TSN U B TRIMEZEIZRE - BER VBORKS - TREENSEM 5
el ATFEEENRSEERET
B 5518 netstat [(EIR] [E#K]

B = HiEm

& 2.51 netstat F FIED

10T Fdt
-a all : B/RFRAEIED » netstat FRHIAFRE /R LISTEN 48X ©
-t tcp ¢ NEIR tep ABRIEIN o
-u udp : XER udp HEXKEIM o

-n ELETH%  EETHFHNEBRICRET - (ER)
-l RHHBTE Listen (8507) BIBRSBIRTES o
-p EREMAAXEENEFS o
-r EREHER ~ BBEE -
-e BTV RBERE FUDE-
-s BEMNMMHETSHIT o (BER)
-C ELATENFMARS B o
B BT

€ 1T netstat -a &< » FIHFFIE MK o

@ 1T netstat -i % > BERMFRTIER o

@ 1T netstat -apu i< » &E udp HHXMIRF
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€ 1T netstat -s &% » ERMESIHER o

2.7.10 KIH
NetCat (f&#F nc) @—1AIIRE TCP 5 UDP WZEEM T A » ERINI%
A MEs L1TEEMSEE AR - ERISITR— T RAIEZENERLIA » EREERN
BEFIHAEZRR > R — T IBEFENNEREIRMA LTI -

AR
netcat Ieft 7 XF—M757% - BRFERIZE— Chat Ar3588 > — 1 Fsch
EWFRIRO > @RI AR P imd i TE % - ART BT !
1 ARSSIm5IA : nc -l 8888 # 8888 JARSS Imig E MmO ©
2 BPIRBIA C nc 192.168.100.20 8888 # B ImEERERARSHL IP
it im S o
3 BRIRMAEMER > RS A shell RirmRREIE o
4 BRBIHEIEEAIER » BF IR shell RIS BREIE ©

&4
netcat TEEA] ARMEHX I o RiIR » BAREE— N file.txt M A 53

B> AE{ B ZBRILUIRIEREFNRSSBHIERT i o UTRBIF > LA ERIRS
#3inm 0 WA BEAR P o
1 BRSSim (A) A : nc-l 8888< /home/file. txt
D EE RSB EISE BRI o
2 P& (B) #IA : nc-n 192.168.100.20 8888> /root/file.txt
A BB TR YL o

HREH

netcat A UFHIB R © Ri% > EARS 2 A £ > HATBIE— tar JARE
HEBI-ZEFHEEERE ; RAEEREE » EEMSA netcat > netcat BJIE
EMERIEE ; EFFin B EITTEHZESEBIET netcat EBARFFIT A ©
1 BRS3u% (A) BIA :tar-cvf- /tmp| nc -l 8888 # ZEtmp BR o
2 BPim (B) 3IA ‘nc-n 192.168.100.20 8888 | tar -xvf - # R tmp BR °

2.7.11 MKETEH

TEHS UOS & » —RBATF ML FHMG ST TAEIE : wget ~ curl
wget i ¥

wget E—MERERMMEXH THIL » EEFLRSHSTNER B
TR MRS FE R MIZTZ RS B /RO SRR AN AR SS 28 o wget %
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HTTP ~ HTTPS 1 FTP i » BRI LAEAR HTTP A o
B S | weet (AT
B =A%
#+* 2.52 wget & HEDR
iyl sl
-a EIEENBEXHPIERHAITIR °

-A EEE THXHNESR » ST ERAZEERESRKRA °

-b MeamAisTT wget o

-B IRESERIERA R RSt -

-C BT EREIRAESS -
-d LOARTVEITIES ©
-D —-domains=%II5k | ES DRI AIERHNERTIE o

-e ERXfE “wgetrc” FR—EBDRITIEEMNIES °

-h ETEMER -

i MIETESHIRENE FE(BY URL ik

-1 EEBARARELRS > BARKRELNAS -

RKERKHERE - BFESKEEATHNER MORIFEER »
B2 KB R—EHNBEDR -

- )T TFHA ©

-nc XHEFEN > TEXATBEREX T -

-nv THRNIABRTREMRNLEER » FERFRARITIRE -

-q AETHRITIE °

-V ERFARITIERE -

B HITA
& THMMA -
wget https.//www.uniontech.com/
& [RIERTH o
wget --limit-rate=1K https.//www.uniontech.com/
® EETH o
wget -b https.//www.uniontech.com/

curl i<

curl XA EFImTR > BRI EEMTE o
B <RI curl X (B3]
B E/AiEm
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% 2.53 curl EHED
-A RERAPRIEBERELIRSES
-b cookie FRIBHXHILEIE ©
-C 1R{ELEREIE cookie B AR N o

-C A s 453K o

-D # header 2B AF[ZX 4 ©
e SR o

-f EFRWERER http $5iR ©

-0 BB S X o
-0 RS ENES S . REEEXFRI 4 ©

-r HEEFRE HTTP/1.1 5 FTP BRSZEMFETHEHE ©

-S FERER 0 AT SR B ER R °

T FfExX o

-u RERSSHENAPAZ o

-# HEFBRHRIERRE o

-X --proxy <host[:port]> : TEL5ERERO LR HTTP 3 -

B HITRA)
@ 11T curl Attps.//www.uniontech.com 8% *EMIEAN D B RIELRIERF

HEEo
@ 31T curl https;//www.uniontech.com>> test.html &< > EE ERTF
7 test.html o

& 3117 curl -o testl.html httos.//www.uniontech.com &% > HEX 14
TUHERABRHEREFEEXHEF -

@ 1T curl -D cookied.txt http;//www.linux.com &% > 1R7F http B9
response EBEAY header 58 ©

2.8 REMRSEIE

E4:15 UOS HEIAER systemd fENRETFIPHZEIETA o systemd
HAR— 1< ME—dHa<  FRIRAEENSHEE ° systemctl B
systemd WE&< > TEHFIES systemd RANRSEIER > IRTEEZ
SRS EERANRS ©

2.8.1 Unit 3%
systemd AIUEEMEBRARIR - FRNZFRAF I unit (B7T) 2 unit
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—H IR 12 o

+ 2.54 systemd BT

Unit 9335 sl

. RGARS > STIPHENED ~ ZLE - EEMEFHZLEE unit &
Service . .
RNBEEMLAER o
Target | 21 unit #pEAI—4A ©
RIS > LEE unit HE—PFET Linux IgERPRILE ©
Device F—1MEA udev FMLNFRIZHNIRFEIE =TE systemd HIEHN—
Mg unit HIL o udev WEMIRERTAENBLEILE unit Kk
X RWEER o
Mount | XERFIEH S I unit HERFEMERFH—MEH S ©
EaiiEH S 0 1 unit HERAEHWERPN— ) EEHR °
Automount L. . .
F—1EER unit WN—MEEFAIESR unit °
Path \S‘(#E@Eﬁ% > AFEEEEEXHHEREL - FatLEHM unit
iB17 -
Scope | AEH Systemd BhBIIMEBHAE o
Slice BEL o
Snapshot | systemd fRER > AILAYI[E] unit IEMEITIRES ©
WHAZIEES Y socket o 1E2E unit HERFNEEHENFH—D
Socket | socket H T systemd ZHRERIU FIEIRFIELSERY AF_INET »
AF_INET6 ~ AF_UNIX socket » 157 #HE4HY FIFOs £5itE ©
Swap swap X5 o
Timer EBTES ©

M 2EE  ETEEETHE— T HWHEEXE » FAEERHIES S BRI S LT EH I E
4+ HEZ1—1 MySQL BRE XTI —1° “mysql.service” Xf1# o

2.8.2 Unit Bl (F

B 117 systemctl--help 77 < » EEHMESISHREZ N o

B #17 systemctl --version < » WELNRARERELEE systemd HE
B H BRI LLERThRES ©

B 17 systemctlreboot 5% °» EF RS ©

B 17 systemctl poweroff &85 > XH RS « VIRREIR o

B $#17 systemctl halt &< » CPU{ELET{E -

B 17 systemctl hybrid-sleep < @ it R2FEH AR E XK

B 17 systemctlrescue 5% » BElEARBERSES (BRAPRE) °
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2.8.3 Unit Bah¥ERY
B 17 systemd-analyze 5% » BT EERBHER o
B 17 systemd-analyze blame < » EEE RSB HFERT o

B 717 systemd-analyze critical-chain &% » EREHRRVBINIIEN o
Ine time tne unlt TOoOK TO STtart 1S printea atter tne "+ cnaracter.

graphical.target @4.337s
Lmulti-user.target @4.337s
LA n®elom s
Ltuned.service @3.202s +740ms
Lnetwork.target @3.192s
L NetworkManager.service @3.126s +65ms
Lnetwork-pre.target @3.125s
Lfirewalld.service @1.942s +1.183s
polkit.service @2.011s +176ms
Lbasic.target @1.872s
Lsockets.target @1.872s
Lsssd-kem. socket @1.872s
Lsysinit.target @1.870s
Lsys-fs-fuse-connections.mount @7.461s +27ms
Lsystemd-journald.socket

Levetam elira

2.2 systemd F&hid 2R

8y .service @3.946s +2.369s

......

2.8.4 Unit EF
systemctl list-units 88 L FAIUAEF HRIRZBFAE unit ©

B 377 systemctl list-unit-files &< > FIHFFERTHETT

B 17 systemctl list-units &< > FIHFFEIBITHETT

B (1T systemctl --failed &% » FIHFABRBETT ©

B 17 systemctl list-units --all --state=inactive &8% FIHFIAEZEIETH
BT o

B 1T systemctl list-units --type=service &5% * F|HFABEESITH « 2£
A% service RYEATT o
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st ~]# systemctl list-units --type=service
DESCRIPTION

btd.service active running Job spooling tools
buditd.service active running Security Auditing Service
hronyd.service active running NTP client/server
rond.service active running Command Scheduler
Hbus .service active running D-Bus System Message Bus
Hracut-shutdown.service active exited Restore /run/initramfs onj
betty@ttyl.service active running Getty on ttyl
import-state.service active exited Import network
fiscsi-shutdown.service active exited Logout off all i
dump.service active exited Crash recovery
mod-static-nodes.service active exited Create list of r
ibstoragemgmt.service active running libstoragemgmt
vm2-monitor.service active exited Monitoring of LVM2 mirrorg
vm2-pvscan@8:2.service active exited LVM event activation on dj
celog.service active running Machine Check Exception Lj
etworkManager-wait-online.service active exited Network Manager Wait Onlij
etworkManager.service active running Network Manager
is-domainname.service active exited Read and set NIS domainnaj
bolkit.service active running Authorization Manager
rngd.service active running Hardware RNG Entropy Gathj
rsyslog.service active running System Logging Service
bmartd.service active running Self Monitoring and Reporj
Eshd.service active running OpenSSH server daemon
Essd.service active running System Security Services 3
bystemd- fsck@dev-disk-by\x2duuid-10al11199\x2d7c7e\x2d40ae\x2d871a\x2db46fd1123a6l.service loaded active exited File Sysj
Eystemd-journal-flush.service loaded active exited Flush Journal to Persiste}
bystemd-journald.service loaded active running Journal Service
Fystemd-logind.service loaded active running Login Service
Fystemd- random-seed.service loaded active exited Load/Save Random Seed

2.3 IEfEE1TRIZEEIZ service FIARSS &R TT

2.8.5 Unit k&
systemctl status B8 LA FEFRFRSH R unit BYIRE ©
B 1T systemctl status < » ERAFKIRES ©
B 17 systemctl status dbus.service &5 > BRED unit BPIRT o
B 17 systemctlis-active dbus.service % » EREE unit EFia1T 0
[root@localhost ~]# systemctl is-active dbus.service
active
[root@localhost ~]# systemctl is-active application.service
inactive

2.8.6 Unit B

MNFERY > REANEHFEATXERS » BFEIHEHEL unit (E
53T service ZERAY unit) o
17 systemctl start apache.service @ > M BENBEI—1IRSS °

17 systemctl stop apache.service &< » SLEMELE—ARSS ©
17 systemctl restart apache.service <% » ER— RS ©

#1117 systemctl kill apache.service t5 % » RIE—MIRZHIFIE FiH#IE o
17 systemctl reload apache.service @< » EFME—MIRZHECE X
o

B 17 systemctl daemon-reload f5% > EFHFREESOIMECE XX -

B 17 systemctl enable firewalld.service t5% > FERRS BEhEE o

B 17 systemctl disable firewalld.service #6% > FREIREZSATBEHBE o
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2.9 #EEhFip
TELR(E UOS RBEF—XRBANERANFM - UHAFRELR LB - (£
man FF<LHALIAREREMER » IFEHEMLA -
B <& man £ (B3]
B =% : man systemct!

2.4 man EFHEBIFMRA

3 REEE

EREUOSH » —ATEERGEMNmLITIAERE | dnf & yum
rpm ©
3.1 dnf& yum

dnf 82— Linux MEEEETR -ATFEE rpm RHE odnf AJIAEIFIR
HEER » NEERHEREEE > BohbIRRHIX RIALRSEHH NG
UREHRAADRIOUTARE odnf 5 yum T2FHE I#MET yum REMHL
TR AT BREGHR A APl UITTAERMGHS °

& 3.1 dnf EREL KRB

T REH HiEA
dnfinstall <package> LRNHE o

dnf update <package> B E R o

dnf remove <package> IERIREED o

dnf check-update KEEH o
dnf download <package> TEIRMGE o
dnfinfo <package> ERRPM BEE o
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M eTREH WiBA
dnf list all FIHRGELEER o

dnf search BRNGE -

dnf repolist ETENRHEREINACE o

BB 3285 : 745 R - B7T dnf--help 7% » TEERMESEHRBEZN -

3.2 rpm
rpm B EZE ~ flifF « FENEENTE > BrIUAREZE « filff « 912
BRI o
B <RI rpm [ED] [ZEE]
B %D
3.2 rpm EEIEM

riid] iEA
i LZERMHE -
-e THIBRER(FEL -
-U FHRIRFEL ©
-l B BRI -
-d BIHFRE XA ft °
--nodeps BRI ELAVRBI R RORITRE -
-f B/ IIEREXANE -
--force BRI B R XA B o
-v REEFANGEL -
-h ERECIHTENEHRIC (5-v —EERANRE) -

B HiTRA
@ 47 rpm -ivh httpd-*.rpm &< > 2% httpd BHERREHE o
@ H17 rpm -Uvh firewalld-*rom 854 » #4& firewalld hi7s o
@ H17 rpm -e firewalld &% > HIB& firewalld & -

MR 38 - etk RET » #4177 rpm —-help 59 » GIEBEEMESBHRESN -

3.3 which
415 UOS A > £/ which s AIUAE B T HITXXHFRIALE ©
B S%HI - which &) [B%]
B HITRA
@ 1T which pwd &% > TF pwd FIEITERRR o
€ 117 which -a ifconfig i< > BIFRE ifconfig AIHRITXHIIGIE ©

#
&
=
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3.4 Update & Upgrade

3.4.1 BRERMHIR
TS UOS NRET » BN RECEX FEITEEH TR - [H8

KB IS L RIS - I2F MR € B UEIREER A & > X R IRBCE S 1+
HITHEMNAYED

REENEE—RERMAR » —HEEIZEAE “/etc/dnf/dnf.conf’ X
> B—FZ1E “Jetc/yum.repos.d” FIEN repo X » {EE—FHENA o
B & “/etc/dnf/dnf.conf’ XHHY “main” #4593 > EEERBIAIT -
[main]
gpgcheck=1
installonly_limit=3
clean_requirements_on_remove=True
best=True
skip_if_unavailable=False
xR 3.3 BEASHURHA
cachedir ZFER > ZBRATF0E RPM SMBIERES M -
LAERZ 1 M 0  RTEEEERFCZEMINAAL RPM
BREL M © BRINMEN 00 BIRERTE ©
128 dnf £ HY debug 8 - BUESEEIRE[0-10] » #{Eitd
debuglevel AL HIFHR debug (F8E - BIMEN 2 1IKE RO
KAkt debug 58 o
fHBRTE dnf remove HRBI R E{ER RYARFIRIN ARG 6
clean_requireme | @&d dnf ZEH > MARETEXAFEKRZER » N
nts_on_remove | FBE&IT clean_requirements_on_remove fifl B X ¢4
B > BIERERMKRFINE| AR o BRIAMES True °
AR » RREEZHERRESRE » MMRESHRETLTEL
% NIRRT ELENRERFFZIEZEE o BRIAME True ©
BREN 180 RERTATFEMIKIEN RPM € 2K
IMER 1> RINADFEH o
BiR{EAN 1 F 0 > IEBEEEHIT gpg 150 © FRINMEN 1>
RTBEHITRY ©
ALAEN 18 0 > RBRANER dnf 14 -BIAMEN 1>
FTBA dnf iEf o

keepcache

best

obsoletes

gpgcheck

plugins
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RE R LAY ZEE “installonlypkgs” 1597 HEHIEE o

installonly_limit

AIMEN 3 ) AEWNFRRLLE °
B 7T “/etc/yum.repos.d” AENN repo X5 : repository E89 RIFEEXE
LM ERECRE > ENCENLIREERR > FUX5EAE - TEZ
repository #85H— M R/NMCETA -
[repository]

name=repository_name
baseurl=repository_url
& 3.4 repository 2%kiiEH
name=repository_name | S E (repository) HMAIFRIE o
HEEE (repository) BIMiLE o
BEAMp HINBRNEAMAE > FlW
http://path/to/repo °
BERftph I NBIMEMULE > W :
ftp://path/to/repo °
W ZAShIE > FIRN : file:///path/to/local/repo °
& 415 UOS (hRZJ9 10xxa BY) FAEEIARY repo X4 UnionTechOS.repo >
1 & AppStream - BaseOS - PowerTools + Plus + Update & J§ -
UnionTechOS.repo XA AppStream ECERBFIZIT :
[UnionTechOS-Sreleasever-AppStream]

baseurl=repository_url

name = UnionTechOS Sreleasever AppStream
baseurl=
https://enterprise-c-packages.chinauos.com/server-enterprise-c/$S
tateMode/kongzi/1070/AppStream/Shasearch
enabled=1
username=Sauth_u
password=$auth_p
gpgkey = file:///etc/pki/rpm-gpg/RPM-GPG-KEY-uos-release
gpgcheck =1
skip_if_unavailable =1

€ 4515 UOS (k779 10xxe BY) AH 5 PERIAEY repo X (LA ARM64 52
¥ R)) » B& UnionTechOS-aarch64.repo (FRAER)
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UnionTechOS-everything-aarch64.repo (22 ' BEFFERHE)
UnionTechOS-update-aarch64.repo (F4&R)
UnionTechOS-kernel5.10-aarch64.repo (ernel5.10 J&) ~
UnionTechOS-modular-aarch64.repo (#32{tJR) - Hr kernel5.10
7~ AR MERCRERRVIELEERIAEXHF (enabled=0) K7 ©
B TR A R ERAPInERFIAREEIAHRFEREZ LEEE
A REERALREEX G enabled EEAI 1 BRI LUHITIRFE
HERIR1E - AREABERLIEN » FEESERFIBIERCREFH
enabled B2/ 1 o WL UnionTechOS-aarch64.repo X Rl > BECE
AT
[UnionTechOS-Server-20]
name=UnionTechOS-Server-20-Sreleasever
enabled=1
gpgcheck=1
baseurl=https://euler-packages.chinauos.com/server-euler/$State
Mode/fuyu/Sreleasever/0S/Sbasearch
gpgkey=https://euler-packages.chinauos.com/server-euler/S$State
Mode/fuyu/Sreleasever/0S/Sbasearch/RPM-GPG-KEY-UnionTech
username=Sauth_u

pali

password=Sauth_p
LLIp77
B UOS B BEIEWF THEIFCE » BEEHZIRIET FERRA ©
B UOS SN EFE U IFRAIIE + 1EWIEK repo MIULEX S » SH=SFEHH EEH
ZEIK > username F] password il A EERIE L FIELS o
B 1070e FHIARFEAMUFBERE ©

3.4.2 2FEHNHE
1 #1197 dnf install PACKAGE_NAME &3 < BEISERIMHE o LA wget 5 »
17 dnfinstall wget &< > SRAEMWA “y” I\ > SERZE o
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st -1# 1

3.1 %%k wget =l
2 PATITER< > BB ERENIRHEE -
dnf upgrade
B 3785 - ERECEEIRT - Bt I FEE “Yvar/cache/dnf)” B3R TR » SHEEHRITELE o FHRH
IBRETHEHZX A var/log/dnf log ~ /var/log/dnflibrepo.log ~ /var/log/dnf.rom.log & o

3.4.3 REEMET
B ssh BRRLN > L HAF BT » SEERRAE NN ERM
L PUNE 3.2 FiR MR EREEEIER > W AT < HITER ©
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3.2 BT ssh BRIV RAEHMIRT

3.5 utlpmgr

utlpmgr @& livepatch BIIRYRIZFA4N T BIETH outlpmgr gt 77
BEARENERAE » SE—REH - HEBUSMANBhINEZFIEE -
W <ML ¢ utlpmgr [-h] [--version] {list,update,load,remove}

% 3.5 utlpmgr & Hi%EmR

Fe iEA
list FTENRS ERIRZAAN T ER
update —E FEANBRERZAGT

load IEEOEE NN R

remove HEHPENHZSPNAZHRNT
-h/--help FTENEEENE B
--version HENTARAEER
B HITRA
€ 11T utlpmgr update % » EEHNBARHFFRFNFAERNTE o
€ 17 utlpmgr list % > BERERALNAZFANTRKES ©
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root@localhost:~ =

33 PN T —RENEBERS
BB 3255 - B utlpmgr BT BRI TIRELEFTH o

4 BRS32JINME
4.1 mI2EIEIRSS 2%

4.1.1 #k

OpenSSH & SSH (Secure Shell) #hiXBI%EEFIRSEIN o SSH il &R X
FRHITIZAZIE S » TR BN ZEEEX M © OpenSSH 1R TARSInfE 8712
FMEFiRLTAR » ARNEZTEEGNX A EREEPIOEHRIE

4.1.2 IRER
W TN 2 AL 1 (ssh ARS32% 192.168.100.20) F0MIiAAL 2 (ssh FFiw) »
M MHNERFER—MER > HEBEBHEE ZEHTET

B WM : 31T ping 192.168.100.20 5% » M SN B2 I LUEH ©

4.1.3 SSH #&
415 UOS BN BT ssh ARNEZF P ImZZE REIRS S - TR IHINR
RB R OpenSSH » MIZEFE LA o
1 $117 dnf install openssh-server &< » %3 openssh o
2 ZEMING > $11T systemctl status sshd 65< » BE sshd IRSHVIRE o

#
&
=
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7H 07 ©9:39:83 localhost.localdomain sshd[7777]1: reprocess config line 157: Deprecated option RhostsRSAAuthentication

4.1 &% sshd RSHIRE

4.1.4 FBEEXH
SSH IZEf2EIER AR P in/IRSHF/ER SR LRENAEERE SSH i E
X MEEERITROSE °
B SSH iRE[BIHELEXH R “letc/ssh/sshd_config” o
B SSH ZEFIHECEXH N “letc/ssh/ssh_config” o

4.1.5 IHEEM

1 EEFIHINIT ssh vos@192.168.100.20 < » FHIEIAZRR » EIZIY o

2 WA 1 2 11T systemctl stop sshd &% > {21E ssh fRSS ©

3 MERH 2 1T ssh root@192.168.100.20 5% 181E “ssh: connect to host
192.168.100.20 port 22: Connection refused” > JBAARSS M FF o

4.2 TIREIEEEAR

4.2.1

#i(s UOS &£ T AT =2 1EHE Linux/Windows B9 T & FreeRDP # xrdp >
BB 5 fEB9%EHE Linux/Windows BYSREIFIE oFreeRDP @— MR EHRLIM
N— Mz RmEini (RDP) TA » AFM Linux iZf2iEEE] Windows Bz Z
SE ° Xrdp B— MR REMIN (RDP) WAREI » EAFKITESE
AL REEGIEZ RS o
4.2.2 %ifg UOS ixf2i%EHE Windows
1 TN T &% » L3 freerdp B o (TE4R1E UOS HH1R1E 9

yum install freerdp

2 B TERRRT - BRIZEERE o (7 Windows Ut 9
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HENS By |=p | ER

[ RAFETEEMERSHBINIBRREITT BEEEW
N)

BRI HERAF(S)...

4.2 Windows %3 A F T2 &R

Windows Uiz12{E 9
BESHET

3 FXEX Windows BY IP ik o (1
.8

:Nsersuostest?>
Nlsersuostest?>
:NUserswostestripeconfig

Jindows IP EEE

EET T

: uniontech.com

4.3 Windows &% IP tthit
2 Windows 2 °(Z{E UOS in Bt REERE »

.
v

4 ITIN T an< ni2iEE
IR Im#H THR(E 9
xfreerdp /v:Windows_IP /u:Account /p:Passwd
) g5 -

B Windows_IP . Windows B9 IP #4f o
B Account : Windows HIZBREF% o

B Passwd . Windows BB RE4T o
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B8 Windows Server 2012R2

Windows Server 2012 R2 Standard
Build 9600

o BBk 20':“::‘,,

M

4.4 freerdp iZ2%#E Windows RERKLN

4.2.3 Hfth Linux RAIZI2ERESE UOS

1 TGS > B2 xrdp ° (TE41S UOS IHiR1E 9
yum install xrdp

2 T T Er< > BaIARSS o (FE4R1E UOS ImiR(E o
systemctl start xrdp
systemctl start xZ1vnc

3 HITII T Er< > XFAIBGNIE o (TE4R1E UOS ImiR(E o
systemctl stop firewalld

4 PITINT L » L% xfreerdp o (FEEAM Linux REIRIEIE 9
yum install xfreerdp

5 AT TS » BEIZIRE Linux RE o (FEEM Linux RAIHIRIE o
xfreerdp /v:Linux_Server_IP /u:Account
L7

B Linux_Server IP . B Linux B9 IP #4f

W Account : Bt Linux B9BREFE °
6 ITEING » FTFF vne EiZECE R ° WNE 4.5 Firks ©
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Just

connecting

Session vnc-a =
port 5500
 C—
pamusern |same

PAMpassy sk

-EE ol |mw st o|-@ 55 -8
4.5 BEEIRESR(E UOS RIEEER
LLIP -
B Session ! ##E “vnc-any” o
B p RS (Z515 UOS) A9 IP #h4f -
B 50 RS (4515 UOS) B9 Frin I » #LIA B 5900 °
B passwd . REin (4515 UOS) ERGFHIET o
B pamusern : RIFEU o
B pampassw | (RIFEIU ©

4.2.4 Windows i&f2iEIE4i{E UOS
1 AT TER<S > %2 xrdp ° (TE4(E UOS IHIR(E 9
yum install xrdp
2 T T a2 > BaIARSS o (FE4R1E UOS ImiR(E o
systemctl start xrdp
systemctl start xZ1vnc
3 HITII T Er< > XFAIBGNIE o (TE4R1E UOS ImiR(E o
systemctl stop firewalld
4 17 “wintr” (RER > EEENEOPRHA mstsc o (£ Windows GRIZ{E 9
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5 BT [ x|

iFZ=. EE] Internet FiB,

170 [ v

% sReEUREHES.

mE || mw || m=e.

4.6 BT windows T2 R EIZE
5 WAL UOS BY IP thiik » B “HERE o

. A | = | o .
A =Esm
R

seno: (DY v

BrE: FIEE

=R RS,
v SFERO . o BIEESE
4.7 BA linux BR5388 IP stk
6 WAZE UOS BY IP #AtFNZES » EMBSEERIFIIA » B &% > BlAhzc
2ERZEISE U0S NRMEIFIR o ERINUNE 4.8 Firs o

9:58

2023/10/20 EfA

4.8 ALTHIZAZERE UOS
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4.3 HBFARSS 2%

4.3.1 Bt
postfix @— MTA (Mail Transfer Agent » HREiaIE) ARSI/ >
FEATHMGIERE « BERNKRE - — BTG RARNZEZ=IAS -
W AR AIE (MUA »Mail User Agent) fasREEHME RS HMEFE MTA
KRIEHBHF o
W AR EMAIE (MTA > Mail Transport Agent) : fasRER47E Internet AL
3% o
W AR &K IE (MDA » Mail Deliver Agent) : iR M MTA FRUKERERY » FH1R
ERAFARFEI AP RS o

4.3.2 ©E&
AR PRSS 28K %22 postfix ] mailx > MIEEZRE o
1 EZIHRE » U root AP AT dnfinstall postfix a5 » 2% postfix o

[root@loca st ~]# dnf 1nstall po
La metadata
d <

/R

B 4.9 %% postfix A
2 #1147 dnf install mailx 5% > L3 mailx o
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~]# dnf 1install mailx ) X
: plration check: 2:06:11 ago on 20204F06 8230 ZEH— 098f164r02%F.
Dependencies resolv

1 Package

Total downloa

Running transaction check

Transaction check st

Running trans:

Transaction test succeed
ing transactien

: mail 5-32.uel20.aarch64
: ma1lx-12.5-32.uel20.aarch64

4.10 2% mailx I8

4.3.3 EcE Postfix BREARSS 23
Postfix WECE XA T “/etc/postfix/main.cf” 7 o
1 TR ES » T vi TERTFEREENXH -
Vi /etc/postfix/main.cf
2 ERECEX M » BERNEEXHRAINT -
myhostname = serverl.uos.info
mydomain = uos.info
myorigin = Smydomain
inet_interfaces = all
inet_protocols = all
mydestination = Smyhostname, localhost.Smydomain, localhost,
Smydomain
mynetworks =192.168.100.0/24, 127.0.0.0/8
home_mailbox = Maildir/
) 3785 : IEERATE AR IP FIERHAL K SR REFIHOTER + AR TH o
3 MITA < > BohEfFARSSES ©
systemctl start postfix
systemctl enable postfix

4.3.4 ThEEN

1 BUITUI T e < > BIERF -
useradd postfixuser
passwd postfixuser
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2 Z& telnet
yum install telnet
3 17 telnet localhost 25 tr < EIEHB 4IRS 88 ©
[root@localhost ~]# telnet localhost 25
Trying ::1...
Connected to localhost.
Escape characteris 'A]".
220 serverl.uos.info ESMTP Postfix
& A : ehlo localhost
250-serverl.uos.info
250-PIPELINING
250-SIZE 10240000
250-VRFY
250-ETRN
250-STARTTLS
250-ENHANCEDSTATUSCODES
250-8BITMIME
250-DSN
250 SMTPUTFS8
Mail from:<pkumar>
2502.1.0 Ok
rcpt to:<postfixuser=>
2502.1.5 Ok
data
354 End data with <CR><LF>.<CR><LF>

250 2.0.0 Ok: queued as 2B56737D10BB
quit
2212.0.0 Bye
Connection closed by foreign host.
BB 3285 - ZIRIEZERT - SR “quit” ETHBH L—rSEIRIT o
4 1EARS M “/home/postfixuser/Maildir/new” BR TEEHBH o
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4.11 postfix HEUKHBERI

4.4 EARSS 8%

4.4.1 gk
BIND 2—#FFJERJ DNS (Domain Name System) tHMNAISEIL > & XS
A EIRNMN PRI Y » EtHEERRATZH DNS ARSI o
WMEBAARE 2 2ETF TCP/IP BY » T TCP/IP @ET IP #hikpY » FRAITE

ML B T3@EITA 2 AEIRBUN “192.168.100.20” Z35/Y IP itk » TARAEE

NP o FAMRXMEIS(E 10 DL IP thutamIns » FRATA 1A R LAY » B2

BTN SR a3 titi= P A 218% > MeEB IR ENTE > XERNE—

“DNS fR328 Uit ENBEERNN IS “BhiZ” B THEKA IP ik > /A

[EVAH |P #ALFA3E RZEIMIBT o DNS ARSS 23RV E E I =BT ¢

B Primary DNS Server(Master) : — MR FARSS2S » R1FEEZIEA ZONE EL
BXM > ZEENEE - EXRTEIZRS S E#HTTIRE -

B Secondary DNS Server(Slave) : —MEHIMIRSE 28 » —RIEATIR A FIE
R > MRV ERRSS 28 LAY ZONE EEBEX 4 > MIRSSBASHITEREE
HIEEDRR » MTEFE DNS ARZ523 Li#1T ZONE EEEXHFRVEDER > FRBERIERK
HE=ERS | LHITRID ©

B Cachingonly Server : DNS &77AR558% » A1FE(EfIRY ZONE ECE X 14 >
RIKFERFRANBTFIHRMRS - ©RER T HEIE MR GRHEE o

4.4.2 IFIRHES
1 BERXEEHZEZENHAYL 1 (DNS AR5 - 192.168.100.20) FIMIAHL 2
(2% © 192.168.100.6) °

2 AN L £ T T e < » LEUHE bind ©
dnf install bind

3 AT T < > B named ARSS » Fi%E named IRSANBE RGN ©
systemctl start named.service
systemctl enable named.service
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4.4.3 FeEIZ
1 M root AP EMERMAN 1 > $1T vi fetc/named.rfc1912.zones &5 % >
B IE AR R AT E X SRR  EEREXHFPRIMNBNT RF
R o
zone "uos.com" IN {
type master;
file "uos.com.zone";
allow-update { none; };
b
2 AT T a < > ERIERRTEE X4/ R QEIRECE X -
cp -af /var/named/named.localhost /var/named/uos.com.zone
3 $47 vi /var/named/uos.com.zone 8% > TEE AR E X FARMIMT
A

@ IN SOA dnsl.uos.com. zg.xu.uos.com. (
0 ; serial
1D ; refresh
1H ; retry
1w ; expire
3H) ; minimum
NS dnsl
AAAA a1
dnsl A 192.168.100.20
websrv A 192.168.100.20
ftpsrv A 192.168.100.20
WwWw CNAME  websrv
@ A 192.168.100.20
4 &2 “letc/named.conf’ X > RNBWT :
options {

listen-on port 53 { 192.168.100.20; };

allow-query { any; };

5 TN T ER% > 182K “/etc/resolv.conf’ & o (ARSBimFIZik)
Vi /etc/resolv.conf
# Generated by NetworkManager
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search uos.com
nameserver 192.168.100.20
BN 3285 : BB I & AR AR S SS AT A TEE M5 IP » BN SHELMASS - “Jetc/resolv.conf”
XTI » BEELEER °
6 BUITUI T En< » XFAIBA KIS ©
systemctl stop firewalld
systemctl disable firewalld

4.4.4 THEEM
1 M root AR &MERMIAN 2 » HHITN TS o
systemctl restart NetworkManager # EEMKARS
systemctl restart named # B3 named RS
2 117 cat var/log/messages| grep --color named %% » EBERFKBER MY
BEETRM named BXEER o
3 117 nslookup vos.com @< > MEBIF LB BTN o (BFIR)
4 #1117 dig @192.168.100.20 uos.com &< > A dig TE#ITNIA o (FF i)
5 Y17 dig @192.168.100.20-x 192.168.100.20 %< » A dig TE#FITREAZE
W o (%)
6 HiTdig @192.168.100.20 www.uos.comin< AR dig TRFTIHZ M o
(& F i)
7 Y17 dig @192.168.100.20 ftp.uos.com &5 < > {FH dig TE#ITIHAMIL o
(B F i)

)0.20 www.uos.com

opcode: QUERY, status: NOERROR, id: 38519
ra; QUERY: 1, ANSWER: 2, AUTHORITY: 1, ADDITIONAL: 2

c5df7b9bbf2f (good)

CNAME  webs .u0s.com.
A 197 50.4

;3 AUTHORITY SECTION:
uos .com. 10800

;; ADDITIONAL SECTION:
dns1.uos.com.

4.12 =3MRRA
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4.5 DHCP BR552%

4,5.1 igfak
DHCP (Dynamic Host Configuration Protocol » Bh&ENEE MY B—

N EIFEHEIALE Y » R UDP il T1E » FELAREBMLE R MEARSEZ I

B8 IP il AL AP AT NS EERENMPIE T EN#HITEENFE °

B DHCP EFif : DHCP EFim2i@id DHCP RIXEMZEES LM Internet
I BEEEBENAF TELL -

B DHCP fR5523 : DHCP RSB B EIRMENE S DHCP ZFFIRAY Internet E
Ml o

B DHCP 4 : £ DHCP ZEFinfARS 2 2 (B4 & DHCP JHRHENHE
{2 - DHCP RETF & in/IRS 23 =8I ITHY » DHCP F P imAl DHCP AR
A3 2@ IR DHCP H B#1TiE o

4.5.2 IFIRHEE

B iEH 1 (DHCP ARS5%8 © 192.168.100.20) FMIX#H 2 (DHCP ZF %)
BERXLEE o

B A 1 BEWRRO  BHAERMNO ens33 ©

B AN 1 EBEERERHE dhep-server o

4.5.3 HEIE
M root AR ZMHEFMIAN 1 > H17 dnfinstall dhcp-serverip < o
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aarch64 12:4.3.6-37.uel20
Tnstalling dependencies:
bind-export-libs aarch64 3 .11.4-13.uelz20
1pcale aarch64 3 i-1.uel28

ction Summar

[Downloading Pack
E1;3) ipcalc-
aarch64.rpm
.11.4-13.uel28.aarch64. rpm

unning transaction chec
ransaction check su
JRunning transaction te
ransaction test succeeded.
JRunning transaction
Preparing
11

3.uel20.aarch64
Running »crlpt]et 1 : o el20.aarch64
Running scriptlet: 4
Installing
Running HCFlpt]Et
Verifying
Verifying
Verifying

Tnstalled:
dhcp-12:4.3.6-37.uel20.aarch64 bind-export-1libs-32:9.11.4-13.uel20.aarch64
1pcale-08.2.5-1.uel20.aarch64

Complete!
[root@l ost named]# I

[E 4.13 2% dhcp-server BE

4.5.4 B E312
1 47 vi fetc/dhcp/dhcpd.confis< » 1828 dhep BREBIECE XX o
#ERIATHEART 8] (D)
default-lease-time 21600;
#ER AFAZYEY 8]
max-lease-time 43200;
ddns-update-style none;
#7PR 2 BoBVis D BciEi %
option domain-name "testdhcp.com";
#DNS BRZ528ithilt (Z stk A", " FR )
option domain-name-servers 192.168.100.254;
#subnet [SERFMMEL > netmask [GERFM#EET
subnet 192.168.100.0 netmask 255.255.255.0 {
#ith bt
range 192.168.100.100 192.168.100.200;
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i EININTIPS
option routers 192.168.100.1;

}
2 117 dhepd -t -cf fetc/dhcp/dhcpd.confis< » BEEXIEEREIEM o

4.5.5 THEEM i

1 ZRMWIAN 2 -

2 17 systemctl restart NetworkManager &< » ERMEEARS o
3 H1T systemctl restart dhcpd &% » ERE dhepd ARS ©

4 $17 netstat -uap < » EERSBTIRERSEE dhepd ARS -

5 fifTroute -n 55 < » EHREAER °

4.14 BRHER

4.6 Web fr5523-Apache

4.6.1 ik
Apache HTTP Server ({&#% Apache) & Apache B ESI—NHIK

RN TIARSS 288 > IATE RS M EBIRER AT c-HTHETEH
Z2% > BRMITH Web RSB E83MEZ2— o BEIRE ~ IS » HERIEI &R/
API #7%8 » ¥ Perl,/Python EfRRR2mIFZIIRS2H ©
4.6.2 ®EII2
1 L root BF{TUI < » %3% Apache ©

dnf install Attpd
2 BITUI T Es< > IBap httpd ARSS ©

systemctl start htipd

4.6.3 ficEBid1E
Httpd BEE X HEVIFBERFIUT -
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<Directory "/var/www/html"=

Options Indexes FollowSymlLinks

AllowOverride None

Require all granted
</Directory>

"/etc/httpd/conf/httpd.conf" 356 lines --35%--

4.15 httpd BC&EXXHTH)

tlZE “/var/www/html/index.html” X > ABRHIUT » HEEBEET
TER > RRAFIANECERA] o
<html>
<body>

<h1>Hello,how are you!</h1>

<p>XZ2— apache MiXi2F !<br>

SKE 2020/6/23<br>

</p>
</body>
</html>

4.6.4 THgeMliz

1 ITUITFE< » EF apache RS o
systemctl restart httpd.service

2 7ENSEBSHAEA=Z 38 A http://192.168.100.20/ > ##F THE LAY “Enter” >
ETRBUWTF :

Hello,how are you!

Xm—fapacheiigrs!
SFm2020/6/23

4.16 apache BETURAI
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4.7 Web Br55288-Nginx

4.7.1 Wk
Nginx @— M EERHIMITARS 28 « kAR IEARSS 83 LA B F HB 4
(IMAP/POP3/SMTP) HIEARSS2: - AR E 4R « BB FERITHAEEMTGIE
BXH » UREHFERARIRMES ©
4.7.2 BRI
1 L root BFHITUI &< » &3 nginx ©
dnf install nginx
2 PITATER< » BB ngnix ARSS ©
systemctl start nginx

4.7.3 EeEIE
1T Vi fetc/nginx/nginx.confes< » NN TFEIRAVECE o

/etc/nginx/conf.d/*.conf;

server {

Bl default server;
[::1:F] default server;

Jusr/share/nginx/html;

"/etc/nginx/nginx.conf" 90 lines --43%--

4.17 nginx.conf XHFRBERHA

4.7.4 TheEMist
1 ERIRRE » iE “Jusr/share/nginx/html” BF > #4485 htmlNiX2
FEERER “index.html” X4 » RERFIWNT -
<html>
<body>
<h1>Hello,how are you!</h1>
<p>X 22— nginx Miti2F <br>
SR 2020/6/23<br>
</p>
</body>
</html>
2 T3S > i5iA) http://192.168.100.20/ » /R TEER
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Hello,how are you!

XE—Paginx TR
4XR22020/623

4.18 nginx ETURHA!

4.8 XAHRBIIEERSS2Z-MySQL
B} 5585 - g9 MariaDB BIEEE MySQL BHERHS — 153 » EULTAER MySQL I MariaDB 37
F—1RIEF G - MBIHT » £ SHSIEETALEE -

4.8.1 #t

MySQL B— MR ABBIEEEIERY > BIRHE MySQL AB AEIF % » BAl
JEF Oracle FE A off WEB A A E 'MySQL 2&%FH) RDBMS (Relational
Database Management System »XRIIBEFEEERSR) NARHEFZ— -MySQL
B MXBEMIEEEERS  XEBEERHIBEREERRNRT - MAERKFR
BHIERE—TARCERN » XIFEMTEREHRS TR

4.8.2 BCEIFIR
1 IITUITERS » 7E root IR ™MELEFH X AR K E ©
systemctl stop firewalld
systemctl disable firewalld
2 MITAI T A< > fBEX SELINUX 9 disabled °
sed -i 's/SELINUX=enforcing/SELINUX=disabled/g'
/etc/sysconfig/selinux
3 BITHI T < » IR « AP FIZRE o
groupadd mysq/
useradd -g mysqgl mysql/
passwd mysgl
4 BIEHIESE -
(1) T TS IS X (X “/dev/vdb” AHI » iEHRIBILRIEREIE) o
fdisk /dev/vdb
HIA N FEEIZEHIA o
A p > HEIFEHIA o

WA 1 HROZEHIA o
RAFINEE - #Z[OEHIA ©
A w o HBEIZERRE o

(2) PITHI TS > BIENXHRS (WU xfs Al > IBIRIBLPRMEREIE) o
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mkfs.xfs /dev/vdbi
(3) T Tar< > HHPXE “/data” UHRIERAFER -
mkdir /data
mount /dev/vdbl /data
(4) ITW TS » EXHHRRINNE 4.19 FIirIRE—1TARAS (HH
“/dev/vdbl” 7Bl > BEEGIFRUSEIRERIIHE) o
Vi setc/fstab

[mysgl@localhost ~]1$ cat /etc/fstab

# Created by anaconda on Tue Jun 23 08:56:13 2828

# Accessible filesystems, by reference, are maintained under */dev/disk/'.
¥ See man pages fstab(5), findfs(8), mount(8) and/or blkid(8) for more info.

# After editing this file, run 'systemctl daemen-reload' to update systemd

# units generated from this file.

defaults A
6foc88961cl /boot extd defaults
efi o fa as )77 ,shortname=winnt 8 2

4.19 REFAEHEE
5 T T ar< » CIEEIEEBR RHBERMN -
mkdir -p /data/mysql
cd /data/mysql
mkdir data tmp run log
chown -R mysqgl:mysql /data

4.8.3 #EIE
M root AFHITIN Fan < {7 o
dnfinstall mysqg/

4.8.4 ThEEMN

1 1&eR “letc/my.cnf” BECEX M » EENXHERABRFIMT !
[mysqld_safe]
log-error=/data/mysql/log/mysql.log
pid-file=/data/mysql/run/mysqld.pid
[mysqldump]
quick
[mysql]
no-auto-rehash
[client]
default-character-set=utf8
[mysqld]
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basedir=/usr/local/mysql
socket=/data/mysql/run/mysql.sock
tmpdir=/data/mysql/tmp

datadir=/data/mysql/data
default_authentication_plugin=mysql_native_password
port=3306

user=mysql
2 £ root R TFTHITUW T an< » BEX “Jetc/my.cnf” XHBIAMBR A~
mysql:mysql ¢

chown -R mysqgl:-mysql /fetc/my.cnf

3 HMITHITa< » BLEMIREE o
echo export PATH=SPATH./usr/local/mysql/bin>> /etc/profile
source /etc/profile

4 7£ root (PR FHITII T En < » AL EHRRE -
mysqld --defaults-file=/etc/my.cnf --initialize
2020-03-18T03:27:13.702385Z 0 [System] [MY-013169] ([Server]
J/usr/local/mysql/bin/mysqgld (mysqld 8.0.17) initializing of server in
progress as process 34014
2020-03-18T03:27:24.112453Z 5 [Note] [MY-010454] [Server] A
temporary password is generated for root@localhost: iNat=)#V2tZu
2020-03-18T03:27:28.576003Z 0 [System] [MY-013170] [Server]
/usr/local/mysql/bin/mysqgld (mysqgld 8.0.17) initializing of server has
completed
) 3388 : KL LRABETT » IBLERT » B REIEEI FELES -

5 7E root MR TFHITAI T < » EESCHPR » H UL root P& mysql
BLE ° AR mysql BP BohEdERE o
chmod 777 /usr/local/mysqgl/support-files/mysql.server
cp susr/local/mysql/support-files/mysql.server /etc/init.d/mysql
chkconfig mysqgl/on
su - mysql
#IBSThEREZE
service mysql start

6 ITUI T en< » EREUEE -
Jusr/local/mysql/bin/mysql -uroot -p -S /data/mysqgl/run/mysqgl.sock
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t ~1% fusr/local/mysql/bin/mysql -urcot -p -5 /data/mysql/run/mysql.sock

QL monitor. Commands end with ; or \g.
ction 1d 1s 8

Copyright (c) 2800, 2019, Oracle and/or its affiliates. All rights reserved.

Oracle 1s a registered trademark of Oracle Corporation and/or its
affiliates. Other names may be trademarks of their respective

B S g e 1 il oot gt st
4,20 &F mysql #dERE
) 3485 : JEFIBABADET » B 3 FALLITMETAT
7 BREIEELUG BB root AR EREBEENZRD - QIEEI root AR
FHITIRIN ©
mysql> alter user 'root'@'localhost' identified by "uos12#S$";
mysql> create user 'root'@'%' identified by 'uos12#S';
mysql> grant all privileges on *.* to 'root'@'%";
mysql> flush privileges;

sql> alter user 'root'@' localhost' identified by =*H HT.,
0 rows affected (.00 sec)

sql> create user 'root'@'s' identified by =M
0K, 8 rows affected (0.01 sec)

ysql> grant all privileges o ¥ to 'root'@'s';
y 0K, 8 rows affected (8.05 sec)

mysql> flush privileges;
Query OK, 8 rows affected (09.00 sec)

421 1EERBUREE root BREETA
8 T exit % » 3B MySQL -

4.9 XAHBINIEREIRSS23-PostgreSQL

4.9.1 R

PostgreSQL EEBIM N K- XARKIEERSE (KEESERS) -
PostgreSQL #FAERSY SQL AR EH HIRIE T S HA M A  E&EH -
ShgE ~ iR ES ~ FE ~ ESTEM « MVCC o

4.9.2 #EHE
1 K root BFHATAN T ER< » &3 postgresql-server € o
yum install postgresql-server
2 AT T a2 AR L EURRE -
postgresql-setup --initdb
3 BTN T &< > BEh postgresql ARSS o
systemctl start postgresql
4 PITINTa< » A postgresql IREZIRT o
systemctl status postgresqgl
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4.22 BE postgresql FIBERS RS
5 PATITER< » ECEIRER -
passwd postgres
BRI 3585 : FHFERERIG - FHLOIE— T BHEEBR B postgres » BHBHZ o FEEHTT passwd
postgres i » IEEHE/EF postgres HIZHT o

4.9.3 IhEEMIR
1 17 su - postgres @< » YIIRE postgres P ©
2 1T psql 85 < 7 1E3EE PostgresSQL HUREE o
[postgres@localhost ~]$ psql
psql (10.5)
Type "help" for help.
es=# help

tgr
{

postgr
|

4.23 &% postgresql #IEE
3 117 SELECT version();#< > & PostgresSQL IRA(S S o
4 HATUITER< > BIENIX4K3ERE pstgdatabase ©
postgres=# create database pstgdatabase;
5 HIITAITer< » tI#RE pstgdatabase EiEE ©
postgres=# \c pstgdatabase
BB 3285 - SEAESRSE - FTXHTT| BB T FEBSHEES 2 - FISF | C database HFEMIEEE -

6 MITAN T8RS > BIEER testtable o
pstgdatabase=# create table testtable(sid integer,sname text,sex
char,score integer);
CREATE TABLE
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pstgdatabase=#

7 ITUATER S > [ testtable RAEA 4 FIERHATIHFHAER
pstgdatabase=# insert into testtable(sid,sname,sex,score)
values(001,'zhang','f',75);

INSERTO 1
pstgdatabase=# insert into testtable(sid,sname,sex,score)
values(002,'li',",75);
INSERTO 1
pstgdatabase=# select * from testtable;
sid | sname | sex | score

----- ST S SR
1|zhang|f | 75
2l | 75

(2 TiER)

8 AT T A< > HiBR id 0 001 WIEREBEEWHIFMEE o
pstgdatabase=# delete from testtable where sid='001";
DELETE 1
pstgdatabase=# select * from testtable;

sid | sname | sex | score

----- I S S
20 | | 75
Al
(1 171ER)
pstgdatabase=# select * from testtable;
sid | sname | sex | score
----- B
1| zhang | f |

2 | |
(2 rows)

pstgdatabase=# delete from testtable where sid='001';
DELETE 1
pstgdatabase=# select * from testtable;
sid | sname | sex | score
----- e e

(1 row)

pstgdatabase=# I

4.24 BHEHERA
9 $117\q 8<% » 3R postgresql ©
pstgdatabase=#\q

4.10 XAZIIEERRSS23-MariaDB
B 5585 - g9 MariaDB BIEEE MySQL BUERHS — 153 » EUTAER MySQL I MariaDB 37
F—1RIEFST - MBIHUT » £ SHMIEETALEE -
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4.10.1 ##Ek

MariaDB #UEEEIERAE MySQL N—1 2% » TBRFRAXELER
R GPL =Z0F 8] o 7E1%8E ~ ThAE ~ B3 ~ NoSQL ¥R 5HE > MariaDB 287
FEEERFIE o EEMRRISZES « 4A2 ~ FEWML « BIRR ~ HERESF ©

4.10.2 BCEIFIR
1 7£ root PR FHATIN T ap % » (RLEFHKHFABRAIE ©
systemctl stop firewalld
systemctl disable firewalld
2 BITIN &% > 82X SELINUX A disabled °
sed -i 's/SELINUX=enforcing/SELINUX=disabled/g'
/etc/sysconfig/selinux
3 BT T Er< - GIEE4E ~ FAFFIZRES o
groupadd mysq/
useradd -g mysqgl mysql
passwd mysqgl
4 EREHUER -
(1) T Ta< IESX (X “/dev/vdb” AHI » iEHRIBILRIEREIE) ©
fdisk /dev/vdb
A n o ZEIZEMHIA ;
HA p > HEEIFEHIA
BWA 1 ZEIZFEHIA ;
#RFARINECE » HEZFHAIA ;
BA w > EEIERRE -
(2) PITITES » QIEXHRS (WU xfs 1l » IBIRIBEFFEREIER) o
mkfs.xfs /dev/vabl
(3) HITUW TS » HEHPKXE “/data” MUHIRIERSAFER -
mkdir /data
mount /dev/vdbl /data
(4) AT Tar< > 4RiE “/etc/fstab” X » TEXHREFIGUIE 4.25 Fr
TAB > FRAESEENEHEER (“/dev/vdbl” ARA > BiF%
MRASERRIEIR S0 ©
Vi setc/fstab
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@localhost ~]§ cat /fetc/fstab

ted by anaconda on Tue Jun 23 08:56:13 2020

by reference, are maintained under '/dev/d
, findfs(8), mount{8) and/or blkid(8) for me

# after editing this file, run ‘systemctl daemon-reload' to update systemd
# units generated from this file.

1
defacssg6lcl /boot t4 defaults
t/efi ums 77 ,shortname=winnt @ 2

68

4.25 RBHRXEmhEH
5 MITH T ar< » eIREUREBE RFEITN -
mkdir -p /data/mariadb
cd /data/mariadb
mkdir data tmp run log
chown -R mysgl:-mysqgl /data

4.10.3 &I

1 K root BFHATANI T ER< » &3 mariadb & °
dnf install mariadb-server

2 BITUI T &% > BE) mariadb ARSS
systemctl start mariadb.service

3 T T ar< » EERSKE o
systemctl status mariadb.service

endor preset: disabled)

Ac (running)
Docs: man:mysqld:
t

tatus=0/SUCCESS

QL requests now..."
limit: 11337)
M

ten. slice/mariadb. service
/usr/libexec/mysqld --

s at http://mariadb.org/jira
s dir[46030] : out MariaDB is available at http://mariadb.org/.
domain mysql-prep 4 : tion about the MySQL part at:
in mysql-prep
trong and vibrant community:
d

mysqld (mysqld 16.3.17-MariaDB) starting as process 46133 ...
inc han 1024 (request: 4183)
rning] Changed limits: max_open_files: 1024 max_connections: 151 (was 151) table_c

4.26 &% mariadb IRERETRH

4.10.4 IHEEM

1 W root AFHITUI T &< » FF/@ mariadb ARSS ©
systemctl start mariadb

2 M root AFHITII R Er< » ¥IMAILERIEEE -
Jusr/bin/mysql_secure_installation
BN 3785 : S ITIT BB A SGEER) root iIGEHIER » EREEMNERE ‘Enter” & 5%

JEIRIEHET R SEFFIG HATTIRE ©
3 MITUI T e < > BREUERE » BB L —FEPIGENZRG o
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mysql -u root-p
1 t logl# mysgl -u root -p
elc to i ariaDB monitor. Commands end with ; or \g.
Your MariaDB connection id is 11

Server version: 10.3.9-MariaDB MariaDB Server

Copyright (c) 2000, 2018, Oracle, MariaDB Corporation Ab and others.

Type 'help;' or '\h' for help. Type '\c' to clear the current input statement.

427 ¥E$E mysql BURETA)
4 HITUITER< > SIEZRAF °
CREATE USER 'username'@'hostname’' IDENTIFIED BY 'password’;
) 35 -
B username : fFFE o
B host . ZHIE - BB SRR ERTATTERI VIS F - &AL FH AT/ localhost »
BTECIBHITFEFAIEELNE » HIEYEEIUT “%” » Frn—2HEH] °
W password . [BFHIERERG o BFGETIA AT » YR ZER1Z/H ) Al T EEZESERR
585 BMESHIBETE > THZXFHINE

MariaDB [(none)]= CREATE USER 'userexamplel'@'localhost' IDENTIFIED BY '. H: ';
Query 0K, © rows affected (O. ec)

MariaDB [(none)l> I
4.28 Bl mariadb #iRER P ~H
5 T T ar< » BEFERAF ©
SELECT USER,HOST,PASSWORD FROM mysql.user;

MariaDB [(none)]> SELECT USER,HOST,PASSWORD FROM mysql.user;
R e +---- ---

root
root
root
root
userexamplel

5 rows in set

MariaDB [(none)]=>

4.29 il mariadb #iEEFRAFEE RO
6 FUTAN T ap< > HITRAFE

GRANT privileges ON databasename.tablename TO
'username'@'hostname’;
LLP7

B ON 74 : FFIEERIRE FHIXIRHIRS!

W privileges : B/ BIEEIEFRIR + 40 SELECT + INSERT » UPDATE & » JIR B FATBHIR

PRIVEERE ALL »

B databasename : HIEIES o

W tablename | %% o

B 70 74 [HRREHFELS » LUARIEERIRTIIREIEF

SERHEABRAR © RINFFE % 80 I
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B username X FFE o
B hostname . ZHE -
B R EEFZ X B e EFZRHIERIR »+ E2Z T hY o

MariaDB [{(none)]> GRANT SELECT,INSERT ON *.* TO 'userexamplel’'@'localhost’;
Que ws affected (0.000 sec)

MariaDB [(none)l> [l

4.30 TH-F F P W EEEEMRIAERARR G
7 AT T ar< » SIEEEURER -
CREATE DATABASE databaseexample;

4.31 SUEHIRRETA)
8 PITHI T e » ERVUERE -

SHOW DATABASES;

MariaDB [(none)]> SHOW DATABASES;

databaseexample
information_schema |

mysql |
performance_schema |

4.32 BREURRE
9 HifT exit < » BRHIIERE o

4.33 RLIIEREERZ

4.11 FIEXRARBIIEREARSS 23-Redis
4118 UOS HRERIIFEX R BUEIERESR Redis ~ mongodb °

4.11.1 #Ek

Redis @—ME14%EE Key-Value TFER 4 > 5 ANSIC4RE > EEE AR
NEIRENIBRSS 28 - BIAME (value) AIULEFRIE (String) ~ 5% (hashes) »
)R (list) ~ &£& (sets) MEFES (sorted sets) FFEA » Redis BRMAT
HREX EEEIRE -

4.11.2 Redis %3
1 PFUTUI T8RS » L3 redis €1 ©
yum install redis
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4.34 2% redis HEE
2 AT T a< » BEERAES
redis-cli -v

4.35 &E redis-cli fx4s

4.11.3 Redis Bz

1 BUTUI T8RS » 350 redis ARSS o
systemctl start redis.service

2 T TS > BE redis RERES o
systemctl status redis.service

4.36 &BE redis RERE
3 T T ar< > KEmOKITIRE °
lsof -i:6379

4.37 1T redis WwOKIPRES

4.11.4 Redis BitE&
B LB 1BER “redis.conf’ X1k ffEF CONFIG set er < RIEXECE ©

SERHEABRAR © RINFFE
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M i35% : Redis CONFIG S5 9VUITF
redis 127.0.0.1:6379> CONFIG GET CONFIG_SETTING_NAME
W )
1 UTUITERS o
redis 127.0.0.1:6379> CONFIG GET loglevel
1) "loglevel"
2) "notice"

4.38 redis 1A
2 ER*SIREFABEECEM -

4.39 EREECFIREXFTBECE

3 1% & redis Zh5 o
127.0.0.1:6379> CONFIG SET requirepass “ZRpg”
OK

SERHEABRAR © RINFFE
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127.0.0.1:6379> AUTH “ZZp3”
OK

& 4.40 i&E redis GBIt LR
B8 388 : BRREE » SHEHIBESEL » RAIETEESH “letc/redis.conf’ 1EH o

4.11.5 Redis &%
Redis-cli E#Zan < T BT redis RS
B 5% 1 : Redis EPIRIIEARIEENT o
S redis-cli
W S 1 SRR T A B redis B R o BE) redis B IE 0 HRIT
redis-cli 87 > EIEARE] redis ARSS ©
Sredis-cli
redis 127.0.0.1:6379> PING
PONG

& 4.41 R redis BA@ME (1)
U ETRBIPFANTEZ DA redis BREZFHHIT PING 65 < > Zom<SHT
KM redis IRZEERBEN -MNREZEIRIZ redis BE%J:#L 1TeR < P EAN A
FEAtE redis-cli 5% ©
W iE%2
$ redis-cli -h host -p port -a password
W SCI 2 HSEALER T ARNEREEIEMN 127.0.0.1 ~ #wE K 6379 ~ BEL
B redis fRZS L o
S redis-cli-h 127.0.0.1 -p 6379 -a ""
redis 127.0.0.1:6379>
redis 127.0.0.1:6379> PING
PONG

SERHEABRAR © RINFFE
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4.42 s, redis BA@EME (2)
B SEf 3 WSEANER T TR P iR I Z D EREE redis RS » HiG
MRS BB EITIT ©
redis-cli-h 127.0.0.1 -p 6379 -a "password"
redis 127.0.0.1:6379> AUTH "password"
OK
redis 127.0.0.1:6379> PING
PONG

4.43 izt redis B5@M (3)

4.11.6 Redis EEEH<
TR T redis EBENEEAGS o
® 4.1 redis BARHS
55 S Rt

1 AUTH password : BIFZRSE E1EH ©
2 ECHO message : $TENFRI&R o

3 PING : BEERSERIBIT ©
4

5

QUIT : XA HAIER °
SELECT index : ViR EIEERIEIRE ©

4.11.7 Redis & (key)
Redis e < T EIE redis BIHE ©

B E% | Redis EaTHERIEEZNT o

redis 127.0.0.1:6379> COMMAND KEY_NAME
W A

redis 127.0.0.1:6379> SET w3ckey redis

OK

redis 127.0.0.1:6379> DEL w3ckey

(integer) 1

SERHEABRAR © RINFFE
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4.44 redis 1EHIERE
U ELBIF > DEL 2— i< » w3ckey @— 1M o WIS BEMBIBRAR TN
HiTe<iE > St (integer) 1 ; BN » ¥4t (integer) 0 ©

4.11.8 Redis keys &<
& 4.2 A1 T 5 Redis BHEXME LGS o
® 4.2 redis Bi2EHS

Fs in % Rt

1 DEL key : %@ < BF7E key ZTERHHIER key ©

2 DUMP key : FFFHELLATE key » HIREIHFFMLEIE o

3 EXISTS key : HELTE key BRTETE ©

4 EXPIRE key seconds : A4 key & EiFHARY(E] o
EXPIREAT key timestamp EXPIREAT : {EF3#0 EXPIRE 35180 » #RFH

5 F7 key & E I HAEY(E] - RERTETF EXPIREAT sp <R HEIEIS
#2 UNIX BF[E)8; (unix timestamp) ©

6 PEXPIRE key milliseconds : i&E& key S HABY[BJAZ 1T ©

. PEXPIREAT key milliseconds-timestamp : i&& key i #ABY (889
BSiEB; (unix timestamp) UEZEMIt o
KEYS pattern : EFIERE4LTEEIL (pattern) BY key o
MOVE key db % M Fi$iEE key BThEILAEREIERE db L o

10 PERSIST key : bR key B HARY{8] > key HEHFAREF o

11 PTTL key : AZ# R BAER[E] key RYFIFRAVILHAETE] o

b TTL key ; AT R BRI 2 IR[EILATE key BIFISA7ERT(E] (TTL 2 time
to live) o

13 RANDOMKEY : M EBi#EETHENIREI— key °

14 RENAME key newkey : 1&2% key B9& TR o

15 RENAMENX key newkey : X% newkey RTETERY » 3§ key 2879

newkey °
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FS i T Kkt
16 TYPE key : 3R[0] key FRfiEfFRUERIFEE o

4.11.9 Redis Fff& (String)
string 2 redis IREARYER IER] LUIR#ERF] Memcached —1&E—H#ERYZE
B —> key IR — value ©
string 2RIZ " HFIR 2 » BR R redis B9 string AT B SEA4E  tb
M jpg BIRHERFFMLRIFR ©
string 3582 Redis RERRIEIEEE » —MBREABETF(E 512MB ©
W EE
redis 127.0.0.1:6379> COMMAND KEY_NAME
W 351
redis 127.0.0.1:6379> SET w3ckey redis
OK
redis 127.0.0.1:6379> GET w3ckey
"redis"

4.45 redis 380 ~ IREURA 1
LA ESEHI > FAIEER T SET #1 GET &5 » $#9 w3ckey ©
W )2
redis 127.0.0.1:6379> SET name "redis.net.cn"
OK
redis 127.0.0.1:6379> GET name
"redis.net.cn"

4.46 redis 380 ~ ILEURA 2
FEU ESEHIRFATERT Redis B9 SET #1 GET &5% > X name » X NAY
B4 redis.net.cn o
B Redis FREMRT | TRIIETEBN redis FRIBHS o

SERHEABRAR © RINFFE
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K 4.3 redis RGBS

FS ik gitt 3
1 | SET key value : i§BH5E key A
GET key : SRE4EE key RY{E ©
GETRANGE key start end : iR[a] key RF R BENFFFT o
A GETSET key value : #4537 key BI{EIZ A value » H3R[E] key B9IB{E
(old value) °
c GETBIT key offset : Xf key FRfEFRVFRIHE > REUEERBE LN
fi(bit) °
6 | MGET keyl [key2..] : SREXFRE (—1PEZ1) 47E key BY(E ©
; SETBIT key offset value : 3t key FRfiEZHF T RE > IREHFMRTE
EmBE LN (bit) o
o SETEX key seconds value : #{& value XBXEl key » H¥F key 8912
HARY/E)I& A seconds (LAY REALI) o
9 | SETNX key value : RBTE key A FEGE key BIE ©
10 SETRANGE key offset value : B value 28BS 4ATE key FrfE7EHY
FRIEEE » MRTEE offset FF4E ©
11 | STRLEN key : iR[A] key FREZHNFRIREMKE o
12 | MSET key value [key value ...] : BIBHEE—PEZ 1 key-value Xt o
13 MSETNX key value [key value ...] : BEIFHEE—1EZ 1 key-value
3 > HENEHMBLHRTE key #AFEE o
PSETEX key milliseconds value : X/Nép<#] SETEX s5 <481 > B
14 | EUXEWHBAIGE key IE7ERT(E] MAEH SETEX s S AU
F B o
15 | INCRkey : ¥ key Ffig1zHUEFEIE— o
16 INCRBY key increment : £ key FRfEZREMN LA ENIEEE
(increment) °
17 INCRBYFLOAT key increment 3§ key FrfigfZ80{EN LA ERYF RIE
28 (increment) ©
18 | DECRKkey : ¥ key FfiZHI Sk =E R —
19 DECRBY key decrement key : FRfEFHNE B EZL EN B EE
(decrement) o
20 APPEND key value : 3128 key BREFEHBER—NFRF4 > APPEND

825 value JEMNE key RERERIKRE °
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4.11.10 Redis 5% (Hash)

Redis hash 2—MEEXES © Redis hash —1 string 228/ field
value BYBREYZR > hash f55IE SR TEHENKR © Redis A& hash B]LATEfE
27 - 1 MBER (40 212) ©
]

redis 127.0.0.1:6379> HMSET user:1 username redis.net.cn password
redis.net.cn points 200
OK
redis 127.0.0.1:6379> HGETALL user:1
1) "username"
2) "redis.net.cn"
3) "password"
4) "redis.net.cn"
5) "points"
6) "200"
redis 127.0.0.1:6379>

4.47 HMSET #1 HGETALL &<l
U EKLBIF hash SIEEREE T ESRAFPHAXNEENARNR ERT
Redis A HMSET #1 HGETALL #5< > user:1 A%{E -
B Redis hash &8% | TRFIET redis hash EABHEXEH< ©
& 4.4 redis hash st
Fs o Rt
HDEL key field2 [field2] : fiIfF— P HZNIGHRFES ©

HEXISTS key field : EERAER key F » IEENFERESRFT ©

HGET key field : SREVFEE R RTIEEFERMNIE °

AW IN R

HGETALL key : SRERTEIaHZRFPISTE key BIFRBEFEEHAE ©

HINCRBY key field increment : AMER key FHIIEE FEIRIEES
BN LIS increment ©

HINCRBYFLOAT key field increment : JIAE R key IS EFER
B9 S #ENN L3 E increment ©
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i in < Befialt

di0

7 HKEYS key : SRERFRERAERPIFE o

8 HLEN key : SREXPG B RPFEAVERE o

9 HMGET key fieldl [field2] : SKEXFRELAEFERHIME o

10 HMSET key field1 valuel [field2 value2 ] : EBIEZ A field-value

(5-B) MEEERAHR key H o

11 | HSET key field value J&a#3k key FEYFES field BY(EIZ /9 value ©
HSETNX key field value : SBEFE field REFEEH 5 igERAHR
FEZHYE

13 | HVALS key : SREXMSFHRPFAEE ©

HSCAN key cursor [MATCH pattern] [COUNT count] : XS5/ R
FRRYR(EXS ©

4.11.11 Redis 5% (List)
Redis FIREERIFRTHRIIR » HRIBEBAIRFHF o ERILURII— P&
SHNIRKE (£8) HEEE (GA) -
—MIRBZAUEE 271 MTE (4294967295 » N FIKBT 40 124
TTER) o MTFRA -
redis 127.0.0.1:6379> |push redis.net.cn redis
(integer) 1
redis 127.0.0.1:6379> lpush redis.net.cn mongodb
(integer) 2
redis 127.0.0.1:6379> lpush redis.net.cn rabitmq
(integer) 3
redis 127.0.0.1:6379> lrange redis.net.cn 0 10
1) "rabitmq"
2) "mongodb"

12

14

) "redis"
redis 127.0.0.1:6379>
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4.48 redis list EEFRGI
TRFIE T Redis FIRBXNERGS ©
& 4.5 redis FlRep S HEA
FS i ¥ Beft
BLPOP key1 [key2 ] timeout : BHHIRIFIRNE—7TE » AR
RRETESEENRERFHEN LM H TR

BRPOP key1 [key2 ] timeout :#BHHREZIRMNERGE— N TE " WR
R EBTERAEYREDEFENH LI a8 TR AL ©

BRPOPLPUSH source destination timeout : MR gEEH—ME »
3 | BEHATHREARNSIN—NIRBHEREIE » IRFREETES
PEES|RE I FFEN I LM TR AL ©

4 | LINDEX key index : @3 ZR5|FRENFIRFPBITTE ©

LINSERT key BEFORE|AFTER pivot value : 7E5IRNTRAIRNE G
ATTE ©

LLEN key : 3RERFIRAE o

LPOP key : BHHHRKRIFIRIIE—TTTE ©

6
T
8 | LPUSH key valuel [value2] : B—1 a2 MEHHEAZIFIFRKIE o
9 | LPUSHX key value : B— 1" Z MEHBEA R EFERFFRKES o

10 | LRANGE key start stop : 3REXFRISESCEARMITE ©

11 | LREM key count value : #BR%IRTE o

12 | LSET key index value : B3R5 IKEFIRTERNE ©

LTRIM key start stop : J—PFIRFHITIER (trim) > FLEW > ILFIR
NRBIEEXBANITE » FEISEXEZ WA TTRERF MR o

14 | RPOP key : BIRHRBIIRRE—ITTE °

SERHEABRAR © RINFFE
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F5 in < Redialt

15
TTEAMNE FZ—PFIRARE

RPOPLPUSH source destination : #f&5RNEE—NE » HiEZ

16 | RPUSH key valuel [value2] : 7EFIRFARM—PHZNME o

17 | RPUSHX key value : I BEIZ1ERIFIRFINE o

4.11.12 Redis &8 (Set)

Redis B9 Set & string XRNEFES - KN REHR—1 » XIEKRESE
SPFEHINEE LR cRedis PESBEI MR ARSI > BRI ~HIFR
TN ERELZ O(1) - EATRBRAMERAEN 271 (4294967295 » GE&E

BR1FfE 40 Z1ZRER) °

W 6
redis 127.0.0.1:6379> SADD w3ckey redis
(integer) 1
redis 127.0.0.1:6379> SADD w3ckey mongodb
(integer) 1
redis 127.0.0.1:6379> SADD w3ckey mysql
(integer) 1
redis 127.0.0.1:6379> SADD w3ckey mysql
(integer) 0
redis 127.0.0.1:6379> SMEMBERS w3ckey
1) "mysql"
2) "mongodb"
3) "redis"

& 4.49 redis £&ERRA
FELA LB > Ff13@id SADD e a% 8 w3ckey IESHBA=1NTTE ©

SERHEABRAR © RINFFE
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AN EE B ESHI > w3ckey FHIT R + (BARIEE ST ERIE—IE + B XAFALITENH
B o
B Redis &M< | TRIIHET Redis EEMELGH L ©
% 4.6 redis £E&H LM
Fs i< Rehit
SADD key memberl [member2] : AEERMN—NHZ MR o
SCARD key : SREXESHIRGI%K ©
SDIFF keyl [key2] : REIAEFMEESIESE ©
SDIFFSTORE destination keyl [key2] i REIAEFREEENEEHTF
fiB7E destination | o
5 | SINTER keyl [key2] : IREAEFREESHRE o
SINTERSTORE destination keyl [key2] : {R[EI4E EFFEEANRTEH

° 7Z&71E destination H1 o
SISMEMBER key member : ¥ member BB &S key BIF 5 ©
SMEMBERS key : IREI&E& FRHFFERK A °

5 SMOVE source destination member : ¥ member JTTEM source &

&1 5hE) destination &5 ©

10 | SPOP key : #BFRHREIESFHN— I FENITTE ©

11 | SRANDMEMBER key [count] : iR[EIEEHF— MK ZMBENEK o

12 | SREM key memberl [member2] : BiRESH—PHZIHEF o

13 | SUNION keyl [key2] : REIFFBEATEESHIFHE o

SUNIONSTORE destination keyl [key2] (FiE 4 EESMHEEFMET
destination E£&H o

SSCAN key cursor [MATCH pattern] [COUNT count] : ERESFH
JTE ©

4.11.13 Redis H55
Redis ESFAIU—RMITZ 18 < » HEFBEUTRIMEZNRIE -

B ES5E— T RHMREIEE  FSPNFRERSEHIFIIL RIRF AT

FESFTEHRITHIRED » FIWEMEB P IRAIERNELIEKFAITET

B SS5R—NRFIEE  SSTNRTEAEBENT » ZAREEHARIT
— PN ESMARIPITEEH=1MER (BIFFEES e AR ITES o
UTFB—1ESHAEIF > EFRU MULTI FE—1NES > AREZIHTA

FAZISSSH > &R/GH EXEC sp 9 A SRS » —HIITSESHRIFIAESRS °

redis 127.0.0.1:6379> MULTI

14

15
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OK
redis 127.0.0.1:6379> SET book-name "Mastering C++ in 21 days"
QUEUED
redis 127.0.0.1:6379> GET book-name
QUEUED
redis 127.0.0.1:6379> SADD tag "C++" "Programming" "Mastering Series"
QUEUED
redis 127.0.0.1:6379> SMEMBERS tag
QUEUED
redis 127.0.0.1:6379> EXEC
1) OK
2) "Mastering C++in 21 days"
3) (integer) 3
4) 1) "Mastering Series"
2) "C++"

3) "Programming"

4.50 redis EERA
R AT FHHT redis ESHIEXGS ©
® 4.7 redis ES LM
FS % Rttt
DISCARD : BUHES » MFRITESHRANEH L °

1
2 | EXEC: HITFREFESHRAMNGS o
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55 in T B it

3 | MULTI: RE—1TSRSREIFTEE ©

4 | UNWATCH : BUH WATCH &S XIFRE key USSR o

WATCH key [key ...] : mf—1EZ 1 key » ARERSAITZAIX
TEXEE key WEMER LFRCRED » ABAFSRERFTHR

4.11.14 Redis BiZs
M Lua ARTR233RM 1T Redis BilZ Reids 2.6 ki dsi@id NERZ$F Lua FF1E o
WITHIABE A< /9 EVAL ©
B 5% Eval s SRIEAIEERWT
redis 127.0.0.1:6379> EVAL script numkeys key [key ...] arg [arg ...]
B LB UATRBIRTT redis BRI TIEIIZ o
redis 127.0.0.1:6379> EVAL "return {KEYS[1],KEYS[2],ARGV[1],ARGV[2]}"
2 key1 key?2 first second

4,51 redis B4l
B Redis A& < | TRIIE T redis MIAEHAH< ©
* 4.8 redis fijasan <t
Fs in % Rt
1 | EVAL script numkeys key [key ...] arg [arg ...] : 17T Lua fiiZs o
2 | EVALSHA shal numkeys key [key ...] arg [arg ...] : 11T Lua Bijas -
SCRIPT EXISTS script [script ...] : BEEISEHNHIAEE ELRWIRFE
ZfFLd o
SCRIPT FLUSH : MIIZE7ZHFEBREABRIZS ©
5 SCRIPT KILL : RIEHFIIETESITHY Lua RBZS ©
SCRIPT LOAD script : 37k script #RINZIIZAEFH > BFHRILEN
PATIX R o

4.11.15 Redis RZ2S
Redis RZBH{HFLTETEEZHTEIE redis RS

SERHEABRAR © RINFFE
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W 5 U SRBNER 7 UAIIREX redis ARSS8IFVRITER ©
redis 127.0.0.1:6379> INFO
# Server
redis_version:2.8.13
redis_git_shal:00000000
redis_git_dirty:0
redis_build_id:c2238b38bledb0e2
redis_mode:standalone
os:Linux 3.5.0-48-generic x86_64
arch_bits:64
multiplexing_api:epoll
gcc_version:4.7.2
process_id:3856
run_id:0e61abd297771de3fe812a3c21027732ac9f41fe
tcp_port:6379
uptime_in_seconds:11554
uptime_in_days:0
hz:10
lru_clock:16651447

*kk kk*k

4.52 redis REBHIHER

M Redis fRSS8588< @ TRIILT redis IRSZLJAVEXRES ©
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%+ 4.9 redis [REFm LM

FS in % Rt

. BGREWRITEAOF : & #117—1 AOF (AppendOnly File) X#H&EE
1B1E o

2 | BGSAVE : T &R RIFHAIEIBERSIRRIME o

3 | CLIENTKILL [ip:port] [ID client-id] : XA imiEE o

4 | CLIENT LIST : SREUEIZ IR SS 2305 P ImiE g5k ©

5 | CLIENT GETNAME : SREEIZHIRFR o

6 | CLIENT PAUSE timeout : TE#5ERBIALIEIGITRBEE P IREGS ©

7 | CLIENT SETNAME connection-name : 18 & L a0iEERILFR

8 CLUSTER SLOTS : SRENEE B+ T R HYPRET R4 -

9 COMMAND : 3REX Redis ap <1154

10 | COMMAND COUNT : 3KEX Redis &< 53K ©

11 | COMMAND GETKEYS : KBS Efn < IFR B ©

12 | TIME : iR[E]HF1ARSS 25618 ©

1 COMMAND INFO command-name [command-name ...] : 3SXEUEE
Redis ap < HattAY % o

14 | CONFIG GET parameter : SREUGEEEESEME o

15 CONFIG REWRITE : Xf/55h Redis IR 238IFTIEE R redis.conf BCE
X4HITHE o

16 | CONFIG SET parameter value : 1€24 redis FeES%L » TEER o

17 | CONFIG RESETSTAT : & INFO dp LRV E LS 1T EKIE o

18 | DBSIZE : iR[EIHaI#IEERY key BIEE

19 | DEBUG OBJECT key : 3XEX key HIIBiR (S & o

20 | DEBUG SEGFAULT : 1t Redis fRZ3E7% ©

21 | FLUSHALL : fIBRPRBE $IEEERIFRA key o

22 | FLUSHDB : PR a1 E3EERIFRE key ©

23 | INFO [section] : $KEX Redis fRSZ 28R s BEFILIHER(E -

o LASTSAVE :3R[EIFR:F—X Redis BINREIRRFZIREE _EaIBT(E] » XL
UNIX BYEIBIE R ©

25 | MONITOR : SCEFTEDH Redis RS AEWEINIGH< > IR o

26 | ROLE : iR[EIF MIBIFFERIAE o

27 | SAVE : R RFHIERIEA -

28 | SHUTDOWN [NOSAVE] [SAVE] ‘BRI RFEHIEEIER »HXHRSES -
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FS in T Befiit
SLAVEOF host port : 3§ HRiRS SRR L NISERS SR MEIRSS 283

29
(slave server) o

30 | SLOWLOG subcommand [argument] : BIE redis BYIEEE

31 |[SYNC: BFEHIThEE (replication) BINEZPEH <L ©

4.11.16 &%

Redis HtiE{EIFEN redis WEMIES :
M https://www.redis.net.cn/tutorial/3501.html
B http://www.redis.cn/documentation.html

4.12 EFE %

4.12.1 gk
B EZREREEFBHEFEN—RINE L  GIENTMEBE L HHE
AIEMFRMNBE A ZEE % > W1 SM1 ~ SM2 ~ SM3 % - SM2 HERFILEE
BABHAREZL » HINEREN 256 i ) RN EENEAZTREENT !
B SM1 : WFRINZEIE > MNEERE S 128 i > RAAEMAKI o
B SM3 : BBRRERE > VEEKEN 32 FTH » #l SM2 BAR A » 118
B2 (ERTHEERAS (8 22 5))-
B SMS4 : WRMBZBEE > B8 WAPI fRE—EQT » al{ERRHGSSIT > NEaE
79 128 if ©
4.12.2 BH®
B openss| ZIFEZHEE SM2 ~ SM3 ~ SM4 ©
B kernel SZ#F0% SM4 53R o
B openss ZREZRHEE SM2 » SM3 ~ SM4 ©

4.12.3 RiEisieEA

SM2

SM2 BiAmZ ECC MR ZAZIBHG » BEER « BARRASEARET
ECDSA ~ ECDH FEIFFTE » MEXRE T EARERNG - F5 > SM2 #EFT
—% 256 (URYRRZRE Ut AERRLE o

SM2 AT EEREE Fp M F2m LRUHEIRZ > D3N AR T XIS
& B8 DRI ERHEBE SRR  SENSERUERE - AR
A7 WIZIES PHBUER  SEBEANFTE > TSNS » HTRALE
15ER o BT RMEL > RMFT &R ZIE RSN < ¥ 405 PR T A PRIE A

#
&
=
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BB LRI S LR E AR BLIE > MR &S EE R RIERVEE Rt %512
S R AR A R B > FA W T EERIR AN ETRIE - RE4AHE
2k ERAX RV E R AR R EARYIGIE - AP RVEAX A (s sP) » Hf s HAF
BYFAER > sSP ARFBIRTA > BT EBOTERIEEM sP MELFE s - FFE I
i Esa T BN E AT AIIES T o

SM3

SM3 ZigzrE (B ~ B5l) BERGH T RERBEZNITELZMITE
TR FHENTIEERM - WEEERTEREEN AR FELMIIE - H
BINERBRERSIIEUR BRI ER - AR E S MEBNANZEHRK oIt
BAMBMARKENT 289 64 RO WEAFHR » @3 ERTMANESE - EKE
79 256 LEATRYIRR(E » HPER TR R B> B> 5 3 > JFEH >
RIEZE » EAIRE » HBRY RAEZERERFRR

SM4

IWEZR— M PAEE % » BT LELBEN™Mm o ZFENDEAKERN 128
EE4S » BMIAKER 128 Lbh - MBEASERY BREAHRA 32 BIFLMER
251 - RFIESMEBERZNEMER » IRREZANERINFER » BERE
AR MBI ZERANEF

IERARBIFEMIENREN - §RERBE—MERBGH - EFERIE—
PIRLME TR T RE ST > IFEIE TR S FFLAE « EF rki ARE
H GRER T HAMCRER - RERNTES LERIZEL > BMEZAEAN
WIAERY 0 AR PRI TRRE - EBESHAIKF -

GB/T 36441-2018 W4 mSIRERAREDMEIE o

GB/T 36465-2018 MIRZIFIRIERASMAEAERK o

GB/T 25645-2010 EE#AR HX Linux FREZZHEERFAFHAEK o
GB/T 25655-2010 fEE#FA HX Linux SEIRERATAEK o
GB18030-2005 ({5 EFAFXRIBFRIE) ©

GB/T 16260-2006 3 T2 =MmHRE o

GB/T 25645-2010 HXX Linux ARSZSEIZIERASGRARER o

GB/T 32394-2015 HX Linux RIERZITITIFIET REK

GB/T 25000.1-2010 (XTI~ RRAEERSIFMN)
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4.12.4 E@AFZ*

kernel
B 7£415 UOS (hRZA9 10xxa BY) R
1 ZRBRERFANRINARE
2 BE “/boot/config-*" PUNTEHERS Ny - ENyY > Ul smd BEZER
1%, 90 x86_64 A& E /boot/config-*x86_64* :
CONFIG_CRYPTO_SM4 ~ CONFIG_CRYPTO_SM4_AESNI_AVX_X86_64 -
CONFIG_CRYPTO_SM4_AESNI_AVX2_X86_64 °

4.53 sm4 BIERZ
B 45 UOS (hRZs/9 10xxe BY) AR
1 BEBRERFANRIARE
2 $11T modprobe sm4_generic 5% > INEHZER -
3 117 Ismod | grep sm4@% » BE sma_generic IEIREFMEMI

[root@lo _'“FT ~1# modprobe sm4 generic
[rnntﬂ Lhost ~1# lsmod | grep sm4

=0

1&ﬂﬂr1: 16384 @6

[.'rtjll'i:[j st ~]# I

4.54 sm4_generic EHRBEME

openssl
W SM2
1 FUITUI T 6 < » MEHELESE S SM2 ©
# openssl ecparam -list_curves | grep SM2
2 BT T &S o A openssl &£/% SM2 AN $AFIFALH o
# openssl ecparam -genkey -name SM2-out priv.key
# openssl ec -in priv.key-pubout -out pub.key

4.55 £ openss| £/ SM2 AFAEA
3 &E SM2 REAFIFALA o

100 ™1

H#
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4.56 &BEH SM2 #A1R

4.57 BE SM2 AR
B SM3 :SM3 B—MFIA R R BEENEN » REEEMINE > FEEEHERE o
1 BATUITFEp% > #1T hamc 5L ©
#echo -n "abc”| openssl dgst -sm3 -hmac
"01234567890123456789012345678901"

2 AT T Er< > #H1TIE hame KL ©
#echo -n "abc”| openssl dgst -SM3

4.58 FE hamc ®K5&

B SM4
1 L 1070a AMD64 IR ABIHITII T e < » 10E SM4A JFREIE o
# openssl enc -ciphers | grep sm4

4,59 % openss| F SM4 Eik
2 BT SM4 ERBIEHITEUENE ~ 8% > HIIEREAKI °

(1) T T < > RIS -
echo UOS> msg.txt

(2) AT TS > HITIE o
openssl enc -e -sm4-cbc -pbkdf2 -k 123456 -in msg.txt -out
enc_msg.txt

(3) AT T ap < » HITHRE o
openssl enc -d -sm4-cbc -pbkdf2 -k 123456 -in enc_msg.txt -out
dee_msg.txt
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(4) AT Tap< > HITIIE o
diff dee_msg.txt msg.txt
cat dee_msg.txt

Openssh

B 385  LoongArch ZetE R 15 o

B SM2 : UITUI T ar< > WEEE key RRIERE T SM2 8% o
#ssh -Q key

4.60 10EHE key KRR EE T SM2 FE
B SM3 : T TS » KERARRBEZNERERE S SM3 &% o
# ssh -Q kex
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4.61 RERATMEENLEZEREE SM3 BX
B SM4 : RITUITFa% » REFEEMHEERTEES SM4 FE o
#ssh -Q cipher

4.62 MEBBREGNEZERE T SM4 BIE
B EREZEREHIT openssh iE##
& ERSH
(1) EARS P > RITUW T < > B ssh-keygen £ ENEA o
ssh-keygen -t sm2 -m PEM -f /etc/ssh/ssh_host_sm2_key
(2) 7 “/etc/crypto-policies/back-ends/opensshserver.config”
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X > BANESEARIR » RAINE ¢
CRYPTO_POLICY="-oCiphers=aes256-gcm@openssh.com,chach
a20-poly1305@openssh.com,aes256-ctr,aes128-gcm@openssh.
com,aes128-ctr,sm4-ctr
-oMACs=hmac-sha2-256-etm@openssh.com,hmac-shal-etm@
openssh.com,umac-128-etm@openssh.com,hmac-sha2-512-et
m@openssh.com,hmac-sha2-256,hmac-shal,umac-128@open
ssh.com,hmac-sha2-512,hmac-sm3
-0GSSAPIKexAlgorithms=gss-curve25519-sha256-,gss-nistp256-
sha256-,gss-groupl4-sha256-,gss-groupl6-sha512-,gss-gex-sha
1-,gss-groupl4-shal-
-oKexAlgorithms=curve25519-sha256,curve25519-sha256@libss
h.org,ecdh-sha2-nistp256,ecdh-sha2-nistp384,ecdh-sha2-nistp
521,diffie-hellman-group-exchange-sha256,diffie-hellman-grou
pl4-sha256,diffie-hellman-groupl16-sha512 diffie-hellman-grou
pl18-sha512,diffie-hellman-group-exchange-shal,diffie-hellman
-groupl4-shal,sm2-sm3
-oHostKeyAlgorithms=ecdsa-sha2-nistp256,ecdsa-sha2-nistp25
6-cert-vOl@openssh.com,ecdsa-sha2-nistp384,ecdsa-sha2-nist
p384-cert-vOl@openssh.com,ecdsa-sha2-nistp521,ecdsa-sha2-
nistp521-cert-vO1@openssh.com,ssh-ed25519,ssh-ed25519-cer
t-v01l@openssh.com,rsa-sha2-256,rsa-sha2-256-cert-v0l@open
ssh.com,rsa-sha2-512,rsa-sha2-512-cert-v0O1@openssh.com,ssh
-rsa,ssh-rsa-cert-vO1@openssh.com,sm2
-oPubkeyAcceptedKeyTypes=ecdsa-sha2-nistp256,ecdsa-sha2-
nistp256-cert-vO1@openssh.com,ecdsa-sha2-nistp384,ecdsa-s
ha2-nistp384-cert-vOl@openssh.com,ecdsa-sha2-nistp521,ecd
sa-sha2-nistp521-cert-vOl@openssh.com,ssh-ed25519,ssh-ed2
5519-cert-vOl@openssh.com,rsa-sha2-256,rsa-sha2-256-cert-v
0l@openssh.com,rsa-sha2-512,rsa-sha2-512-cert-v0l@openss
h.com,ssh-rsa,ssh-rsa-cert-vOl@openssh.com,sm2
-0CASignatureAlgorithms=ecdsa-sha2-nistp256,ecdsa-sha2-nist
p384,ecdsa-sha2-nistp521,ssh-ed25519,rsa-sha2-256,rsa-sha2-
512,ssh-rsa -oFingerprintHash=sm3'
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(3) 7£ “/etc/ssh/sshd_config” X > MM TAZR °
HostKey /etc/ssh/ssh_host_sm2_key
MACs hmac-sm3
KexAlgorithms sm2-sm3
Ciphers sm4-ctr
HostKeyAlgorithms +sm2
PubkeyAcceptedKeyTypes +sm2
FingerprintHash sm3

(4) HITUITEr% > ER sshd ARSS ©
systemctl restart sshd

& EXFin

(1) ERFIRP > WITU TS > A ssh-keygen £ EMNZEEA o
ssh-keygen -t sm2 -m PEM
BB 2588 - Z2IE ZHIESHE U RN “~/.sshfid_sm2” 7] “~/.sshfid_sm2.pub” -

(2) T TE < » BRAPRIEZIRS U ©
ssh-copy-id root@S${server_ip}
BB 3285 - L89S {server ipHEHIRIRESIHET IP 4L - iEIRIESLITIE AT

(3) ;ITW T ar< > ERERBE AT ssh TERER -
ssh -o PreferredAuthentications=publickey -o
HostKeyAlgorithms=sm2 -o PubkeyAcceptedKeyTypes=sm2 -o
Ciphers=sm4-ctr -o MACs=hmac-sm3 -o
KexAlgorithms=sm2-sm3 -o FingerprintHash=sm3 -i
~/.ssh/id_sm2 root@${server_ip}
) 3755 - se2bB9S{server_ipJASEORIRES AT IP 4L » EIRAESLIFIETIAT o

4.63 BEESEEIEREZNSNEREIRS K
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4.13 xHZBHIBEIRS2§-OpenGauss

4.13.1 &7
openGauss X R EMIERE » XA /RS SERIBHIZLEI2se

1 ZRENA—EZLEHEALAR » SV ; WS BEMET E °
LLIP 7z

B Z&56UL openGauss-1.1.0 ARM64 JRZF9 B » TN -

B EERTHRIG » BEIXTHRAHT openGauss BHE/EH—HATTHIR » IFIGIESH %
BFET o

B WEYI S EERY] LR openGauss HHEERT S EYEE CPU Z15 sse4.2 E15S5 o

W ZAYIZE openGauss HHEERT » EEA xml HEZE host-passthrough #2z6 » 47 FHT ©

<cpu mode="host-passthrough’ />

4.64 A cpu mode ELE

4.13.2 &%
1 BUIITUI T A< » BlIREY B RHELB RAR ©
mkdir -p /opt/software/openGauss
chmod 755-R /opt/software
2 BITW T @< > B LEEHNLRERE -
cd /opt/software/openGauss
tar -xf Jopt/software/openGauss/openGauss-1.1.0-UOS-64bit-all.tar.gz
tar -xf Jopt/software/openGauss/openGauss-1.1.0-UOS-64bit-om.tar.gz
BN 3785 © R EBEHEREY M ESREN SHRH L IEEX IR o
3 BITHATER S > ARINAR o
useradd omm
groupadd dbgrp
echo "123456 123456" | passwd omm
4 HITU TS > SIEZRBERHENERNR -
mkdir -p /Jopt/huawei/install/
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chmod -R 777 Jopt/huawei/
chown omm.dbgrp-R Jopt/huawei/
chown omm.dbgrp-R /opt/software/
chmod 755-R Jopt/software/
mkdir -p /opt/huawej/install/
chmod -R 777 fopt/huawei/
userdel -fr omm
cd /opt/software/openGauss/script
sh -x auto_config.sh
5 HITWI T &< » 1B “/opt/software/openGauss/clusterconfig.xml” &
B 1P ik J9 24 IP ik o
sed -i "s/localhost/xx.xx.xx.xx/g"
/opt/software/openGauss/clusterconfig.xml
6 BT TS » PITFIIZRE -
./gs_preinstall -U omm -G dbgrp -X
/opt/software/openGauss/clusterconfig.xml
chown omm.dbgrp-R /opt/software/
7T AT T an< > FIR%E o
su-omm
cd /opt/software/openGauss/script
.Jgs_install -X /opt/software/openGauss/clusterconfig.xml
) 355 -

B YRX—#
"Jopt/huawei/install/om/script/local/../gspylib/component/Kernel/Kernel.py",
line 87, in start 1R » 15/F5 root IRATTLI i< ©
sed -i "s/#enable_numa.’/enable_numa = false/g"
/opt/huawei/install/data/dbl/mot.conf
if numactl --hardware |grep "size.*0 MB";then
sed -i "s/#enable_numa.*/enable_numa = false/g"
/opt/huawei/install/data/db1l/mot.conf
fi

B 5 EFTEELD A7 SEHIEE 1R » 4 Failed to initialize the memory protect for
£ _instance.attr.attr_storage.cstore_buffers (1024 Mbytes) or shared memory

(1341 Mbytes) is larger. » BEAZFTE + AIXRITH Fm s ©
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sync;echo 1> /proc/sys/vm/drop_caches
RIT LT 2/F » FFEFIFERK cache o LAY » BRATTHI Far< » /&% shared_buffers »
AEEHIEE R T+ postgressql.conf 1531728 » 41
/opt/huawei/install/data/dbl/postgresql.conf
#max_process_memory = 3GB ### 2 HisE 2GB » TiAiBTT
#shared_buffers=256KB  ###{ENEEEE BZEREF
8 T T ar< > BIIRSHEFRS ©
#gs_om -t start
#gs_om -t status --detail

4.13.3 BZFHE

B S5 openGauss LURERFZRF omm EREIBEEFEE T = FH gs_om -t
start 85 < /350 openGauss °
[omm@nodel ~]$ gs_om -t start
Starting cluster.

Successfully started.
B =Lk openGauss LURERZARAF omm EREWEEE T = £ gs_om -t
stop s < fZ1E openGauss ©
[omm@nodel ~]$ gs_om -t stop
Stopping cluster.

Successfully stopped cluster.

End stop cluster.
B %% openGauss LURMERFAAF omm ER¥IBEEE T = £ gs_om -t
status --detail 5% &if) openGauss FEFIIE R o
[omm@nodel ~]$ gs_om -t status --detail
distName:UOS version:20 idNum:
[ Cluster State ]
cluster_state :Normal
redistributing :No
current_az :AZ_ALL
[ Datanode State ]
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node node_ip instance state
1 nodel 192.168.0.128 6001 /opt/huawei/install/data/dbl P
Primary Normal

N EERE T R T R L AIRVARSS 8% IP k)9 192.168.0.128 - #3EEE
TRHIEREIEN “/opt/huawei/install/data/dbl” o
EERENESEEE T S SUERIE TH “postgresql.conf” XHHEFis
AS{ES > ~AmT :

[omm@nodel ~]$ cat fopt/huawej/install/data/dbl/postgresql.conf |
grep port

# (change requires restart)

port =26000

# amount of data between renegotiations, no longer supported
#ssl_renegotiation_limit=0

# Assigned by installation (change requires restart)
#comm_sctp_port=1024

# Assigned by installation (change requires restart)
#comm_control_port=10001

# supported by the operating system:

# The heartbeat thread will not start if not set localheartbeatport and

remoteheartbeatport.
) 328 : 26000 HEHEEL F 2B S o

4.13.4 $EFEEE
gsql & openGauss BN LT MBI THEIBEEIZETH -tk TART
AFIRFHEENEADRE  RRUTETERRE » ETHPER - xTRN
BANfRIfERE gsql IEIEEIERE > XTF gsql FARBZENEZERIFSE gsql °
W {E/ gsql AthiEszE
1 LURERARF omm EREUEEFE TR ©
2 {EF gsql ASHEIZEIERE ©
gsql -d postgres -p 26000
3 EENIGE  RAETRELIN ME BRRTEIEEEREKI ©
[omm@localhost ~]$ gsql -d postgres -p 26000
gsql ((openGauss 1.1.0 build 392c0438) compiled at 2020-12-31
20:08:06 commit 0 last mr )
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Non-SSL connection (SSL connection is recommended when
requiring high-security)
Type "help" for help.

postgres=#
Hrh » postgres /9 openGauss L35k EEAIAE R BIEIEEE > F1E R
EREI BRI TI IR EREIEE - 26000 MEUEEE T RBmAS »
EIRIE openGauss FYSZRIBIMME R o
4 BRERBEEED » [RIGERIBANLE openGauss $#IEFER FopiaA
MZE o FHBIET—NREFPEA omm ~ B3 uoserpasswd FIFF o
ALTER ROLE omm IDENTIFIED BY 'uoserpasswd' REPLACE '123456';
B 8 gsql imfE&iz
& BT gs guc BLBRRE
1 URERARF omm BEREUEEE R ©
2 BERFRIMNEAT > RAFFF IR jack” AP EZEIERN 5 bz
BIEEZILER “omm” AP (BIEUEEIBICER) - il » TESR
FIRRBCE 781F P #i3E79 192.168.0.127 IR P imipinasl » Soa itz
BHIRERE - HEHUEERERN TIBAEL “jack” BF o
postgres=# CREATE USER jack PASSWORD 'Test@123";
3 EcER%E o
[omm@nodel ~]$ gs_guc set -N all -l all -h "host all jack
192.168.0.127/32 sha256"
Begin to perform the total nodes: 1.
Popen count is 1, Popen success count is 1, Popen failure count is
0.
Begin to perform gs_guc for datanodes.
Command count is 1, Command success count is 1, Command
failure countis 0.

Total instances: 1. Failed instances: 0.
ALL: Success to perform gs_guc!
A 355 -
W -V . all 7 openGauss BIFFEZLZH
B -/ all X EVBITELHY -
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B -h . ZrETEEZETE ‘pg_hba.conf” 1EHHTiEE o
B all : R E I E I E R R HIHEE o
B jack & FrEEHIEERE
4 BEBUTHEAFohESRAM “pg_hba.conf” Xff -
host DATABASE USER ADDRESS METHOD

4.65 pg_hba.conf BECERHA
192.168.x.x/32 RNR53F IP #hilb /9 192.168.x.x BIENERE oty
IP 3R EBES openGauss ARY IP il » fE(FEREIEH > BIRIERF
HNMEHTEEENR o 32 R FMEE N 1 AL LK > B
255.255.255.255 © sha256 &R jack AP R BEfERA sha256
BIENE > NRER trust » MSIRATEHIR -
gsql: FATAL: Forbid remote connection with trust method!

FATAL: Forbid remote connection with trust method!
FEY > BT all KRFAERAF > thEFET jack » FTAER jack BR1TE
£ all L@ > BN EER all WEEER -
) 328 : IR AR T P S
€ TE gsql P IRHEBRBUIRRE

1 Uroot BRE i > LEFEFPIRTASHEE gsql HRITIMEEE o

2 FIITH T &< > 832 “/tmp/tools” B o
# mkdir /tmp/tools

3R HmELZESFTH “openGauss-1.1.0-ODBC.tar” L £ &

“/tmp/tools” ERZT o MEEBEM I ENLENFIBILE > FIRIE

LPRERIES - FRINVRERS » TREXGAIFEBER @ BIRIESL
RiEREREN NI TAS -

4 AT T an< > BREXH o
#cd /tmp/tools
# tar -zxvf openGauss-1.1.0-ODBC.tar

5 T T a<  BREEE T RFENRSSS BN HIEEZEBR
T8I bin BEREIEFiH “/tmp/tools” BBIET - MEHEEREFin
PITH R 61 -
# scp -r Jopt/huawei/install/app/bin
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root@192.168.0.127:/tmp/tools
Heh > “/opt/huawei/install/app” /3 “clusterconfig.xml” {4
ECERI{gaussdbAppPath}&Z » 192.168.0.127 AEFiAY IP itk
6 MITU TS > IKRENFIRTE o (ERFIRIR(E)
#vi ~/ bashrc
export PATH=/tmp/tools/bin:SPATH
export LD_LIBRARY_PATH=/tmp/tools/lib:SLD_LIBRARY_PATH
7 T T @< FIMEEEREEN o (EEFimiR1E)
# source ~/.bashrc
8 MITUI T e < » EBEURRE - (TE& P ini(E)
# gsql -d postgres-h 192.168.0.128-U jack -p 26000-WN Test@123

466 RERISERFER openGauss $IEE

LR

B postgres EEFZHIEAEESL T 2 192.168.0.128 F#HEETE TP tEHIIRE
25 IP #af - jack J7EIEHAEFERIE 2 26000 79 EHEEE TR0 O5
Test@123 A1 EEE /B jack FIEET o

B Z# openGauss HI¥IE85 openGauss T1EE—MIERAT -h ?5EHY IP Haffi7 7
Manager SRET_EFFIRHT coo.coolistenlp2 ([z/Ei5/8] IP) BIERIE o

B ZILEF omm [ AT FEE I

W HEFEZRTRE » MINEME N postgres BIHIEE + F— KERHIEET
B LI EHEVE

4.13.5 SIEMEER
REBIUAHIEETH » EARNEHEEF A UEFERHERRE - EERIUE
S ERRIER— M EEERZER AR
B GIER I ITUW TS <eIER -
postgres=# CREATE TABLE customer_t1(

c_customer_sk integer,
c_customer_id char(5),
c_first_name char(6),

c_last_name char(8));

Hr ¢_customer_sk ~ c_customer_id ~ c_first_name #1 c_last_name &

SERHEABRAR © RINFFE % 112 !



FWQ20240201T_RLO1-ZEARSWIRIER L (HBHR) V20 (1070) BEFMH

RIFER$ integer ~char(5) ~char(6)# char(8) 93| @ X LEF LA RIETY o
B ERPIEHEALIE ([@%F customer_tl FIEA—1T BB ERKBXLEFEE

KPHIMBIRFETIHY - HFERES SR - BEHIEEEXSE (BE) » B4

AVFERIRERIET o

postgres=# INSERT INTO customer_t1(c_customer_sk, c_customer_id,

c_first_name) VALUES (3769, 'hello’, 'Grace');

& 4.67 openGauss HEALIERIRTHA
¢ NRAFPEEMBERPFEMNINF » el BEFIHRPEIFE - FIn » UL
Ta<5 LEGRSHEER o

postgres=# INSERT INTO customer_t1 VALUES (3769, 'hello’,
'Grace');

& MRABPANEEFEHE TN ZRERN—L o SHEHRENTFE
RHIETE N FEERIEREE o 4 -
postgres=# INSERT INTO customer_t1 (c_customer_sk,
c_first_name) VALUES (3769, 'Grace');

postgres=# INSERT INTO customer_t1 VALUES (3769, 'hello");

€ AP MEI LI A FEE S E BN TERIAER A (E o FIU0
postgres=# INSERT INTO customer_tl (c_customer_sk,
c_customer_id, c_first_name) VALUES (3769, 'hello', DEFAULT);
postgres=# INSERT INTO customer_t1 DEFAULT VALUES;

€ NRBETRPEAZIT  IBFERAUTHT -
postgres=# INSERT INTO customer_t1 (c_customer_sk,

c_customer_id, c_first_name) VALUES
(6885, 'maps', 'Joes'),

(4321, 'tpcds', 'Lily'),

(9527, 'world', 'James");

& 4.68 openGauss A ZEEIETH

MRFZERPIEASFEIE > FRibas <9 - RIS RIAITHRA—1TE
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BT » (BRFERLLE < A LURFHRE o

® MEMNEERBAFIBIHAGIR > AINEHRIEERRIET 1K
customer_tl BIZ{PER customer_t2 > MIEFEERE customer_tl HIY
FHIRIEAZIR customer_t2 1> MATLBAITII TSRS ©
postgres=# CREATE TABLE customer_t2
(

c_customer_sk integer,
c_customer_id char(5),
c_first_name char(6),
c_last_name char(8)

~
- .

postgres=# INSERT INTO customer_t2 SELECT * FROM customer_t1;

4.69 openGauss gIERRHA
€ NEERIBALIER SFIRE SIEERS HRIRNUNFEREELRE Y
B ARV - NIX A SRR IAERE) o
B BFRR  ITU T es < MIBRER -

postgres=# DROP TABLE customer_t2 CASCADE;

4,70 openGauss HI&ERTRA
TEMPRRAVEHER » EHRIFMRNRS EMREKRBIXR > BAMBPRXEXRY
& AEBHERIRR -
B ERPHIE | ENELEFHERUEETEIBNITHMMER - BREIUE
MEBIR—1T ~ FAB1TEEIEERE 01T ; BALURTI EHMENFEL » HEM
FERMNAZEM o £/ UPDATE sa ¢ B#MIETT > BERUAUAT=MESR :
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€ RNBMAEEHNFERS °

& FEHFE °

& EFEHMLLTT o

SQL BEASAEIRITIRMEM —15IR » AT EZERERREENRM—1T
BEAILGBIERA—MIEHMNITHIURENRY - AEEREGFETEEN
BHE » A AT LUBT ERIEE— MRILAYT ©

B RMEATIRENS BIESZ CIERMMRPEALIE -

LEIER customer_tl H c_customer_sk J3 9527 RIS 3 E X 9 9876 :
postgres=# UPDATE customer_t1 SET c_customer_sk = 9876 WHERE
c_customer_sk =9527,;

4.71 openGauss B REIBHEA
X ERRBIFN A UERERNRER SN MEAENRZ R XK o
SET EHZRFERMMNFRE » HMNFRENAIUZEE » thalUZE
EREN © FU0 > 3BFFE c_customer_sk BYEIEHN 100 :
postgres=# UPDATE customer_t1 SET c_customer_sk = c_customer_sk
+100;

4,72 openGauss HLEFFHICH
EXEBERT WHERE 78 » RAKRFPHFMBITHERE - MRHBIMT
WHERE ¥4 » BBARBTEHZHRITTA SHKEM o
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£ SET FAFHNESE—MEE > M7 WHERE FERHFHNFESZELHR -
WHERE ZH#A—EHEFNI > TS HBURERF R LUERA o
FFAIMUFE— UPDATE ss S R EMEZSHIFE: » A2 SET FaH75
HEZMWE > HIa

postgres=# UPDATE customer_tl SET  c_customer_id = 'Admin’,
c_first_name ="'Local' WHERE c_customer_sk =4421;

4.73 openGauss BEHHTEFKHHIER
HEFHMFSIER - SEEIEXGREXRENNFTIC 0 EEEREF
FRICHIBRRYEIRE th BB ERHERY - ML R EFTFH/MPRG > triclIPRaVEE
EFdAKTEXZMEIGNYEEE FNEHEEF /MR S2RENTHTR
T > EHIHIT VACUUM FULL LURISFEIHMEE ©
B EERTHEE

@ HITUITEH< > FHERAR pg_tables THEIBEEMBRIEER ©

postgres=# SELECT * FROM pg_tables;
€ HITNT&H< > FA gsql W\d+f<TRRNBM ©

postgres=# \d+ customer_t1,;

4.74 openGauss TEEXREM
@ RITI TS > TiBE customer_tl BIEIEE o
postgres=# SELECT count(*) FROM customer_t1,
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4.75 openGasuu THRIZHE
& HITN TS > TiX customer_tl FFRFEEUEE o
postgres=# SELECT * FROM customer_t1;

4.76 openGauss EHXRFFIEIER
€ HITA TS » REEFE c_customer_sk BYEHE o
postgres=# SELECT c_customer_sk FROM customer_t1;

4,77 openGauss BHXRTFER
@ BT TEH< > TIEFER c_customer_sk BIEE#IE o
postgres=# SELECT DISTINCT( c_customer_sk ) FROM customer_t1;

4.78 openGauss BRIRFPFEFHHTIEESIER
& HITNTE% > TIWFER c_customer_sk J7 3869 MIFFE%KIE -
postgres=# SELECT * FROM customer_t1 WHERE c_customer_sk =
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3869;

4.79 openGauss UFHEIGRPIZR
€ HITITHS » BIBFER c_customer_sk #1THER ©
postgres=# SELECT * FROM customer_t1 ORDER BY c_customer_sk;

4.80 openGauss BHXRPICRHEZEIEEFTEHF
B BIRERPEIE | TEAXRNIRET > FTESREMPRETEARYEIE > MIFREL
BMERPEITHMER - SQL FREERSAIRIRIZLAYT » ReEEd AR
PRATCECRY R 1T « WRRPE—N TR > AP LUEEAERBIT - AR
B AR TR R Y — 2B 1T E —RIIBR R PRIFRETT o
& & 3 DELETE & < W Bx 17 > I 40 I bR R customer_tl FFR B
c_customer_sk /3 3869 BYIER :
postgres=# DELETE FROM customer_tl WHERE c_customer_sk =
3869;

4.81 openGauss IRIBEZFHFMRTHIFRIZR
€ HITNTEH<z—  SMBRRFPPIET ©
postgres=# DELETE FROM customer_t1;
57
postgres=# TRUNCATE TABLE customer_t1,;

SERHEABRAR © RINFFE % 118 |



FWQ20240201T_RLO1-ZEARSWIRIER L (HBHR) V20 (1070) BEFMH

4.82 openGauss HipRFzRFFFEIZR
& HiRREROHET BIER truncate ;BEREUE » AEINER delete ©
postgres=# TRUNCATE TABLE customer_t1,;

4.83 openGauss JEEXRFICR
€ HITUTa< > WBREIERIR o
postgres=# DROP TABLE customer_t1,;

4.84 openGauss W=

4.13.6 Efthig(E
B TERAR | RTOENRIIN  WEELEIRZBASEK - XERFARE
= openGauss ZEE B LUK openGauss HiEiTHZFHEIHFHZHEE o
AMBEERRARRBEETXBIEENER - “EERARNAZUE"
FPMRNEAIEL T REMFIERF R WEZE R HEICRAF R o #5754
B AR BMERKAREE W R A HE{C AP Bl ILAYER copenGauss 1= T
LB ARRRMAE -
€ HEE PG NAARNIME » XEARFRMMELE PG 7% ©
@ openGauss| FIEHRARNINE » XERFRMMERE GS HILR
& EEHIRETEIHIR o HIMW > £ PG_TABLES 24i%xHEF public
schema PEZHFIE °
SELECT distinct(tablename) FROM pg_tables WHERE SCHEMANAME
='public’;
SERAELINTXAE
tablename

SERHEABRAR © RINFFE % 119 ;



FWQ20240201T_RLO1-ZEARSWIRIER L (HBHR) V20 (1070) BEFMH

err_hr_staffs
test
err_hr_staffs_ft3
web_returns_pl
mig_seq_table
films4
(6 rows)
B EFMEERF | &8 PG_USER afAEFIEEFFIEAFRTIR » 1£0]
WUEERF ID (USESYSID) FMFFMR °
SELECT * FROM pg_user;

4.85 BRFIBERAFYIE
B EFENELIEFEETHEIRES BT NE PG_STAT_ACTIVITY eIIXEAIE
BT EIEEG - HERIRESH track_activities g on °
SET track_activities = on;
€ 3 track_activities J3 on BY » #iBERG A SWE LFIERIEIANIET
B8 BEEERSITHNEREM - UBEEETSTHNERIEAIFMERZRE
EES - FUTEENAR ~ ERRSKREIRRNEY PID A
SELECT datname, usename, state,pid FROM pg_stat_activity;
datname |usename |state | pid
---------- S S S ——
postgres | Ruby | active | 140298793514752
postgres | Ruby | active | 140298718004992
postgres |[Ruby  |idle |140298650908416
postgres | Ruby  |idle |140298625742592
postgres | omm | active | 140298575406848
(5 rows)
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4.86 openGauss BIFHIEFESITIRE
R state FEEERA idle "NIRBALLEZLTERN FEFRAFBAGT ©
€ NRNEBEETEHFRTNNETGED > WEBUWTHSES !
SELECT datname, usename, state FROM pg_stat_activity WHERE
state I="idle";
& EFERUHIBTEIEKMNES > B1d PG_TERMINATE_BACKEND B
2 IRIELAZ ID ERAIE ©
SELECT PG_TERMINATE_BACKEND(139834759993104);
ETRELUWTER » RERSIEKTD ©

4.87 openGauss BGHEBI&IE
ERELMTER » REAFPHRITTERIRISIERVIRE
FATAL: terminating connection due to administrator command

FATAL: terminating connection due to administrator command
gsql Z P ik{E R PG_TERMINATE_BACKEND E#&ER YFiSiEE AL
28 » BRI AR HTEENER - BESIR[E] “The connection to
the server was lost. Attempting reset: Succeeded.” °
FATAL: terminating connection due to administrator command
FATAL: terminating connection due to administrator command
The connection to the server was lost. Attempting reset: Succeeded.
B ¢ENEENE SR NEEETH—IKEE S KRNEEFERNAETR
HKil > MXAEESREARET R > AFRMEIMEX—MRE > UEFR
XA o MESEARRARE > FEYEIELLRFEN > B— N ER  #E
FERXF AL ERENX » MAEFBRARERX NMAYEEE » XEHENEFRERE
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REARSP - EEARPIHIELAET > NMIEREIHHIHSIELRE 2L
T o NEPMEXLH » MEME—MEO » BIErIUERISEEFHAR K
MBI EIERZ L - fIESX# 5| BHNHERSIEIT—IK
¢ CIEME  HITU T2 > SIEFME MyView o
postgres=# CREATE OR REPLACE VIEW MyView AS SELECT * FROM
customer_t1 WHERE c_customer_id >1000;
CREATE VIEW

4.88 openGauss BIZELE
CREATE VIEW #78J OR REPLACE AJBHE » H777E OR REPLACE BY »
RNAEUANFE XA HEITER
¢ THNE . HITWTH< > i MyView f1E o
postgres=# SELECT * FROM MyView;
¢ EEENMENAEKER | UITN T &< » i dba_users BFIIFHER ©
postgres=# \d+ dba_users
View "PG_CATALOG.DBA_USERS"

Column | Type | Modifiers | Storage |

Description
---------- e

USERNAME | CHARACTER VARYING(64) | | extended |
View definition:

SELECT PG_AUTHID.ROLNAME::CHARACTER VARYING(64) AS
USERNAME

FROM PG_AUTHID;

4,89 openGauss ZiFNE
& MIERALE : AT TEE< > MR MyView fRE o
postgres=# DROP VIEW MyView;
DROP VIEW

4.13.7 ;FEEM
HFRAZER  RERAFEE > EEFREI AR openGauss 318
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FEZBEHITRE - LEMIBMFEHIESD ©

4.13.8 &%

HAE{E > 0832 schema ~ BIERXE ~ Ii2F5|%F » 1583 opengaus
s EMBYIES | https://opengauss.org/zh/docs/1.1.0/docs/Technicalwhitep
aper/Technicalwhitepaper.html

4.14 53\ ENERE-MongoDB

4.14.1 &Y

MongoDB EH C++IEEHREN » B— N E T HH A X G FENFIREGERE
R4 o ERHENERLT » ANEZHTH R » AJURIEARS2314E8E - MongoDB
ST WEB M AR BN S M EESIEF#ERRS 2 - MongoDB ¥ #iEF
ERN— X FUREWBEE (key=>value) FH£HRE - MongoDB SXA4ZELIF
JSON MR o FEREFIUGZHEHMIY « BUEHRSUEERA -

4.14.2 &
# sudo yum install mongodb mongodb-server-y

4.90 %% mongodb

4.14.3 {zh
# systemctl start mongod.service
# systemctl status mongod.service
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4.91 BEpHEE mongodb BREIRES
ZUANERT » B5h MongoDB BRI IEULTRANER ¢
B HUEEMEBR | /var/lib/mongodb °
B AEXHBER : /var/log/mongodb °

4.92 F|H mongodb HIBESXHHI B ESXH

4.14.4 FRELH

BLEXHNMT “/etc/mongod.conf” » fEFH<option> = <value>fI& = »
FIAECE BN RIEA KBRS THEE ©
vi /fetc/mongod.conf

=)
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4.93 mongodb EBIABCE R

4.14.5 EELH

#8id mongo &% HKiEHE mongoDB K& % -

mongo [options] [db address] [file names]

ZHIBhEBIZBEARM 27017 in0 » EREXNREHE » FIAFREERA
P % MZEBE e B -

mongo 127.0.0.1:27017

& B1d--host H--port IETHEE MM imO o —TNIRFIRYIE > BUHAT
mongoDB shell  shell ZIRHE—EENRES » FIFAED > XHRERM
2 [EWRE » EARIMENBRMNARIANLG > XEEEREMEX

4.94 ¥%4$% mongodb $3ERE

=)
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4.14.6 SEEETRE
EHITIEECAIMIRIEZR] > St TER T E R/ shell 21 :
B db : ERERIFATEEERERE > FRAIA test o
B show dbs : 5] BEIRERE ©
B show tables/show collections : 7| HEIEESATRES °
B use <database> : FFFIEIERE -
mongoDB Fi&E MM ERIEEE > BD admin # local ° admin BRERRS
#3E > local AREHOZEMEIE - EEIAREFR » — P EFIRY local BIBEX T
HEXLFIZARAIHE o
R use AR EIIREIERE !
> use admin> use local> use newDatabase
B] LA use SR SR E — M R EFENESIERE SHEFAFEEEN mongoDB
SOIEX MR -
> use newDatabase
> db.newCollection.insert({x:1})
WriteResult({ "nInserted" : 1})

4.95 fERMEBIEEHEALIE
M Edp 2 mEIBEARRA— X 2 3R[E] 1 RRIEARD > mongoDB Bxj

8% newCollection E£&F1¥3EE newDatabase o FTEIFBIZE— drivers &
5 HTIEECRE -
B 6)Z (Create) : MongoDB #&fft insert 75 7A BRI o

@ db.collection.inserOne()iEA BN

@ WriteResult({ "nInserted" : 1})

@ db.collection.inserMany()3&A 21X

@ db.collection.insert()}fA BB FEL 25 XY

XEBL insert HERH

>db.drivers.insert({name:"Chenlfa",age:18})

>db.drivers.insert({name:"Xiaose",age:35})

>db.drivers.insert({_id:91,name:"Sunlfeng",age:34})
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EFE »age:18 fll age:"18"BA—1#1Y » gIBIBANEHE » BEIBANE
FRIE FRAFNEIRAKISE_id >'mongoDB =B il ABAZARI_id
FEZ o 5 db.drivers.find() @< EIE] B ZININIEA RIS -

> db.drivers.find()

{"_id" : Objectld("598964bd56b8c69aele5f36a"), "name" : "Chenlfa",
"age":18}

{ "_id" : Objectld("598964d456b8c69aele5f36b"), "name" : "Xiaose",
"age":35}

{"_id":91,"name" : "Sunlfeng", "age" : 34}

4.96 mongodb A ZIER A
B ZEik (Read) :MongoDB &ff find 7 ZEIHRNH » F—MSEAERFRMG ©
> /| BIFIE X

> db.drivers.find()

{"_id" : Objectld("598964bd56b8c69aele5f36a"), "name" : "Chenlfa",
"age":18}

{ "_id" : Objectld("598964d456b8c69aele5f36b"), "name" : "Xiaose",
"age":35}

{"_id":91,"name" : "Sunlfeng", "age" : 34 }

>// Btk name 7 Xiaose HIHY

> db.drivers.find({name: "Xiaose"})

{ "_id" : Objectld("598964d456b8c69aele5f36b"), "name" : "Xiaose",
"age":35}

>/ B age KF 20 BN

> db.drivers.find({age:{$gt:20}})

{ "_id" : Objectld("598964d456b8c69aele5f36b"), "name" : "Xiaose",
"age":35}

{"_id":91,"name" : "Sunlfeng", "age" : 34}
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& 4.97 mongodb &R
LB ARNSgt WNFARAFS>NENX c EZNSHOAIUFAKE
(projection » #&AXH » HBICRBEI IR ~ BRER ~ BEFEXNNLF
TitfE » KEFIRSEL > ERHTEBER) SAERGTEEE !
> db.drivers.find({age:{$gt:20}},{name:1})
{"_id" : Objectld("598964d456b8c69aele5f36b"), "name" : "Xiaose" }
{"_id":91, "name" : "Sunlfeng"}

4.98 mongodb EFiTHI 2
Liien 2R &I age KT 20 XA » 3R[E] name FE » BIBFEEFE o &
EXEFPFEN 1 FEEERTES » 0 BRERTHRR > AILUSEZSIFE
7180 BREEREER © BRltbz5b » B8] L3EE count ~ skip ~ limit &
f5¢t (Cursor) 7% > REXHEEWHHITAN -
> db.drivers.find().count() #1148 3
>db.drivers.find().skip(1).limit(10).sort({age:1})
{"_id":91,"name" : "Sunlfeng", "age" : 34}
{ "_id" : Objectld("598964d456b8c69aele5f36b"), "name" : "Xiaose",
"age":35}

4.99 mongodb iR 3
FiEHam LB 1 > [RHIHLE 10 1 > U name FRIEFHIF (K
FORER /M OfixkF) WHER o AILUER Cursor FEFH pretty
75 RAEWXENZ MY 5 EEEEREN A EDE XA RVEHE !
>db.drivers.find().pretty()
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4.100 mongodb &EifxfAl 4
B HEF (Sort) : 7 MongoDB A {E R sort() AiEX EEHITHER © sort() A%

LGB SMIEEHIFNTF R > HER 1 -1 KisEHiF AN  HER 1 A

HEHES » -1 SRR TERHEY

€ &% sort()HEEARIBRW TR ©
>db.COLLECTION_NAME.find().sort({KEY:1})

@ LB LUFEFLERT drivers E&HHIEIEIRFER age BIRRFHES o
>db.drivers.find({},{"name":1,"age":1,_id:0}).sort({"age":-1})
{"name" : "Xiaose", "age" : 35}

{"name" : "Sunlfeng", "age" :34}
{"name" : "Chenlfa", "age" : 18 }

& 4.101 mongodb Eif;RHl 5
B 5 (Update) : MongoDB 2t updata A2 EH XY o
@ db.collection.updateOne() : EFRZ— MRS RHEIHY o
@ db.collection.updateMany() : BFFAE TS FHRISY o
@ db.collection.replaceOne() : EREZ— NS FHERIHY o
@ db.collection.update() : BIAEF—1XH > AIBCE multi SHEEH
ZXHY o
K update()BiERF » ERWT -
>db.collection.update(
<query>,
<update>,
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{
upsert: <boolean>,
multi: <boolean>
}
)
BEHENX !

& query AE\HRM o

& update HEEREISHY o

@ upsert AR > TIHZEEHHAY o

€ multi IE > BEFRFIERTEFHRIAE o

THEMSLE name FEA Chenlfa B9 » T3 age FE& 30 » FHARmM
BT

> db.drivers.update({name:"Chenlfa"},{name:"Chenlfa", age:30,
height:173})

> db.drivers.update({name:"Sunlfeng"},{name:"Sunlfeng", age:34,
height:171})

> db.drivers.update({name:"Xiaose"},{name:"Xiaose", age:35,
height:176})

4.102 mongodb BHIERRA 1
EAENRE NRFHXEREA age FE& BBAXE W EF N{age: 30}
mAE{name:"Chenlfa", age:30} - B X HBEE » FEFRE set 15 »
set (N R ARNNIEE FE -

> db.drivers.update({name:"Chen1fa"},{Sset:{age:30}})

4.103 mongodb EFZRTMA) 2
MREBET N XEAFEENHRIAA N » BL upsert BEIKERTE -
>db.drivers.update({name:"Alen"},{age:24},{upsert: true})
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4.104 mongodb EFiZR=MA 3
update FERIABRREH— XS - MNREFHTSHFHNFREXE &
B multi iIgNEE > HERSset 159 ¢

>db.drivers.update({age:{Sgt:25}},{Sset:{license:'A'}},{multi: true})
> db.drivers.update({age:{Slt:25}},{Sset:{license:'C'}},{multi: true})

4.105 mongodb E¥iZRA 4

REALER .
> db.drivers.find()

{"_id" : Objectld("598964bd56b8c69aele5f36a"), "name" : "Chenlfa",
"age" : 30, "height" : 173, "license" : "A" }

{ "_id" : Objectld("598964d456b8c69aele5f36b"), "name" : "Xiaose",
"age": 35, "height" : 176, "license" : "A" }

{"_id":91, "name" : "Sunlfeng", "age" : 34, "license" : "A" }

{"_id" : Objectld("598968bh3edleccefl7e79abe"), "age" : 24, "license" :
e )

>

4.106 mongodb IEEEHIZR

B %=5| (Index) : R BEEBMANRESEBHHNNE » MREERS|
MongoDB 7R IRENEIER M PR S PSS M XHHERBLER S EIFFK
HRIER - IMHPAEZESHNTIREXREIEEEN » FRITELREXRSNEIE
B> BEaIUETRELTHEE/LSH » XNMIEHMEERIFERGBH o B
S| BYFARRVEIREE N - RS FEEE— 2 TEHEINNEIREESH > RalE
IR RPN 25N EHI TR F B —FhZEy o
@ createlndex()757% : MongoDB £ createlndex()/57ARBIERS] o
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A\ EE: 7300 HeFEBIBIRES 2K db.collection.ensurelndex() + 2 /5 BIME 7 12 F
db.collection.createlndex() 7% sensurelndex()iFEEH + F2Z createlndex()H9515 o

1&7%  createlndex() FERAIEERAU TR ©

>db.collection.createlndex(keys, options)

EET Key BRNEERIENERSIFE 1 MEEEAFCIERS| NRE

PR K eIE RS $5E /9-1 BIA] ©

S

>db.drivers.createlndex({"age":1})

4.107 mongodb BIEZE3|;R=A 1
createlndex() A EHREHM A LUSEFERZ N FREIERS| (RRBHIE
ERTRMEESRSI) o
>db.drivers.createlndex({"age":1,"height":-1})

4.108 mongodb BIEEZ5 =M 2
ZERatIERs| :
db.drivers.createlndex({"age":1,"height":-1}, {background: true})
BT 7EIEZRSIBIIN background:true BUEIR > it BIB TIEER B HRIT ©
& HiRE
EEESHEL| -

db.drivers.getindexes()
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4.109 mongodb EIHZE3|

ERESRSIKD

db.drivers.totallndexSize()

4.110 mongodb BEEABR5|A/N
fpRESIEERSI -
db.drivers.dropindex("Z5|&¥R")

4.111 mongodb MFRIEEZSI
RSESFREZRS -

db.drivers.dropindexes|()
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4.112 mongodb MIFRFREZSI
W % (Delete) : MongoDB 121 T delete 757AMIBRSAY o
@ db.collection.deleteOne() : HIBFRZ— 1 FTERHHIXH °
@ db.collection.deleteMany() : BIBRFRIERT & RIS, o
@ db.collection.remove() BIFF—PERZ DAY o
L remove 3% R4
>db.drivers.remove({name:"Xiaose"}) ##IFRFFE name 7 Xiaose B 1Y
> db.drivers.remove({age:{Sgt:30}},{justOne:true}) #MIBxFFE age XF 30
FEE
> db.drivers.find()
{"_id" : Objectld("598964bd56b8c69aele5f36a"), "name" : "Chenlfa",
"age": 30, "license" : "A" }
{"_id" : Objectld("598968b3edleccefl7e79abe"), "age" : 24, "license" :
ey

4.113 mongodb HIFFIZRE
MongoDB 1227 drop 7A/AMBRES » R[E true REMPRES ALY -
>db.drivers.drop()

4.114 mongodb MIFRES
B XFAFH) - XF mongoDB ARSS ©
>use admin
> db.shutdownServer()
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4.115 % mongodb RS
B {EA exit I Ctrl + C B &R o
> exit
B HMIR(E . HthINsEERIESE mongodb EMIES ©
@ https://docs.mongoing.com/

@ https://www.mongodb.org.cn/tutorial/
4.15 Haproxy fi#;19

4.15.1 @&@N
HAProxy 2H C i ESHREETHEHRERN—NSMIBTE « IhEERAN
ARSI S H M RE TR ER L A BIOE Y > RS ERFAIARZSH HAProxy
BENNHEXARAEMEIWRR » #HXARFTEREE > BIhREFZEHEIMIEE
W =
@ ZHEHERIEMN > B frontend F5L LI o
& HEINA Nginx BY—LEER = EEYD Session BY{RIF « Cookie MBI SZET(E -
¢ THEHRRSHRERENT - BohTIKERTR o
€ TELVS —#f > KB REB—ROBI9EIMY » BAMKE LR
HAProxy Extt Nginx BEHEMAEIERE » THALIE LN
F Nginx o
¢ FNZIFUENCEREER -
@ EEXHAKRAY url M header RYE SMITED » EHNEN LB R B9 o
& EFGEEE web TH ©
€ SEMFHEFENAEEDN http KBS ©
& FEEZFSTMOEIIEHEE o
W R
¢ EHEENERTEERHIE - BANE soft restart » {B3&H Nginx B9
reaload EAFBEMEYF ©
@ RZFEFHTTP cache IHEE ©

4.15.2 #%&
# yum install Aaproxy-y

# systemctl stop firewalld
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# systemctl disable firewalld
# setenforce 0

4.15.3 fic&
BCE S © /etc/haproxy/haproxy.cfg o
MR 3785  haproxy BEEX AT # A2 BIEE (globalsettings) FIHEEIZE (proxies) » MifCEER
EE S defaults ~ frontend ~ backend - listen °
B global settings : 2/FEHICE » FHFENX haproxy HFEEELZRIEEEHFXEH o
B defaults <name> : BINBLEZS L - TEHIRBFIZAE - LHETL > BUNLES
#aTH F—1""defaults "EFTIZE °
B frontend <name> : FIlHACE » X —RILITHIERET » XELEIEFAIEZE I
IERHS BT EE » AN TN ©
B backend <name> ! JSIHILE » EXIGEIRS#F + FlnCIEIRS s815 S0 F IhHTIE
KIBEZXLEARE#5 » 2B nginx #HY upstream o
B /isten <name> : FEX —ZAFTin I/ HIT B CEE » BJEEAEX frontend+backend » &
EHF TCP fTECHE
B name BHETHAAGHINGFE « HF ~ ="~ L'~ VYt -
LTFR—MECEEA

# Example configuration for a possible web application. See the
# full configuration options online.
#  https://www.haproxy.org/download/1.8/doc/configuration.txt

log 127.0.0.1 local2
chroot /var/lib/haproxy
pidfile /var/run/haproxy.pid
stats socket  /var/run/haproxy.stat mode 600 level admin

user haproxy
group haproxy
daemon
maxconn 4000
defaults
mode http
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log global
option httplog
option dontlognull
retries 3

timeout http-request 5s
timeout queue 1m
timeout connect 5s
timeout client 1m
timeout server 1m

timeout http-keep-alive 5s

timeout check 5s
maxconn 3000
stats uri /stats

frontend main
bind *:80
default_backend http_back

backend http_back
balance roundrobin
server nodel 127.0.0.1:5001 check
server node2 127.0.0.1:5002 check
server node3 127.0.0.1:5003 check
server node4 127.0.0.1:5004 check

4.15.4 ThEEEMA

http fa#i9BisEes
1 IFRECE ©
* 4.10 AEIGEIFMRECE
TREE IP 3thiik TR
DETR 192.168.0.10 haproxy
RSB R 192.168.0.20 httpd
RS = 192.168.0.30 httpd

2 HAProxy F2E : £ “/etc/haproxy/haproxy.cfg” # > AWM THE ©
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global
(Es)
defaults
(B8)
frontend http
bind 0.0.0.0:80
default_backend http_back
backend http_back
server s1192.168.0.20:80 weight 3 check
server s2192.168.0.30:80 weight 3 check
3 PITAI T 8% » S HAProxy RS ©
# systemctl restart haproxy.service
4 RBTHREE DANERTRST SHRITUN T < 4% httpd FF/E5M httpd o
# sudo yum install httpd php -y
# sudo systemctl stop firewalld
# sudo systemctl disable firewalld
# setenforce 0
#sudo echo “S{ip}” > Wwvar/www/html/index.html
# sudo systemctl start httpd
5 1Al HAProxy : 341a] http://192.168.0.10 BY » HAProxy S¥iE RIS L4
http://192.168.0.20 #1 http://192.168.0.30 °

< C A Tz RN
= OEA B Lnux BB FAESES B LnodEFlRSM B8 ARG M Hom

s1192.168.0.20

4.116 fia) HAProxy 74l 1

< C A 7%z | EEEEES
: B Mm Linux BB FFRESEE B LnuETiRERN W

s2192.168.0.30

4,117 ifia] HAProxy -l 2
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6 A8 http://192.168.0.10/stats » EEIRSZ IR o

€ 5 C A FRe | gE—ars
#ogm B lnuc B8 FFREEN B LnoofSiRes B ASG B dome B AT B RSE B ce B OBS B centos BN openfulerit® M deepin By Goo

HAProxy version 2.0.14, released 2020/04/02
Statistics Report for pid 46413

> General process information

[active up backup UP Display option:
pid = 48413 (process #1, nbproc = 1, nbihread = 2) active UP, going down  [f| backup UP, going down « Scope
0d Oh i 7 acti WN, going up Lbackup DOWN, going up + Hide DOWN servers
ctive or backup DOWN | |not checked « Refresh now
i DOWN for m: CSV export
active

P
/e or backup SOFT STOPPED for
Note: "NOLE""DRAIN" = UP with |oad-bal

x L Denied Emors | Wamings | Server
u'wi out \Mlm\m{u«sﬁli‘q‘-}mﬁi—}m LastChk | wght | Act <f

| 4415\ 11988 o o] 1] |
ytes Denied Errors Warnings Server
LbTot Last In  Out Req Resp Req Conn Resp Retr Redis Status Lastchk  Wght Act Bk {
5| 10s| 2454 es525 0 of o o o] 23sUP | L4oKinoms | 3 | Y | -
4| 10s| 1%64] 5228 o of o o 0] 23sUP | L4OKinOms | 3 | v | -
| 10s| 4418 t1749] o o of o o o] 23suP 6 2|0

4.118 HAProxy BRS3 41

mysql WESATH
1 FIRECE o
® 4.11 mysql WESTHIMER S
TRk IP thiit LRI
DERTR 192.168.0.10 haproxy
RS R 192.168.0.20 mariadb
RS = 192.168.0.30 mariadb
2 HAProxy FcE : £ “/etc/haproxy/haproxy.cfg” # > EAMTHE °
global
()
defaults
(B8)
listen mysql
bind 0.0.0.0:7306
mode tcp
balance roundrobin
server mysqll 192.168.0.20:3306
server mysql2 192.168.0.30:3306

listen stats
bind 0.0.0.0:80
3 HITHWI T A< » EE HAProxy ARSS ©
# systemctl restart haproxy.service

139 @
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# netstat -plantu | grep 7306
4 REJTRECE : ARER RS TRAITUN TGRS
# yum install mariadb mariadb-server-y
# systemctl stop firewalld
# systemctl disable firewalld
# setenforce 0
# systemctl start mariadb
# mysql -uroot -p
MariaDB [mysql]> GRANT ALL ON *.* TO 'haproxy'@'%' IDENTIFIED BY
'123456';
MariaDB [mysql]> FLUSH PRIVILEGES;
5 BT T E% » 7 haproxy it & FE| mysql BRS5ES o
yum install -y mysq/ (&&E mysql EFif > MRERE)
mysql -uhaproxy -p123456 -h 192.168.0.20
mysql -uhaproxy -p123456 -h 192.168.0.30

4.119 £ HAProxy RS ZIEER mysql IRS 28
6 TEHEMARSS 2@ haproxy Ex mysql : EHEMAYARSS 23 LA haproxy Y
ARS3 28tk 192.168.0.10 » HEEEEIEIZEIIERE - 7306 BEALEX Mg
BRiRO > @T haproxy 89 7306 i%iA1R mysql B9 3306 i%0 ©

4.120 3&d HAProxy i8] mysql $B R
7 ¥%588i718) http://192.168.0.10/stats » HIL FEIFARIES o
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&« C A =2 | S tats

B OmEF M Linux B FRESE(SSE BB LnuxRfTiRER B ARGS B RopmES B AT M EESHE M coe B O0BS M centos M openEl
HAProxy version 2.0.14, released 2020/04/02

Statistics Report for pid 46626

> General process information

five UP backup UP Disp
pid = 46626 (process #1, nbproc = 1, nbthread = 2) active UP. going down backup UP, going down .
uptime = 0d 0h00m16s ) i active DOWN, going up | |backup DOWN, going up
sys s: m unlimited; ulimitn = 8030 -
i it fpfins ikl active or backup DOWN | |not checked
current conns = 2; current pipes = 0/0; conn rate = 1/sec; bit rate = 0.000 kbps active or backup DOWN for maintenance (MAINT)
i

live or backup SOFT STOPPED for maintenance
Note: "NOLB"/"DRAIN" = UP with load-balancing disabled.

Running tasks: 1/18; idle = 100 %

Cur Max Limit Cur Max Limit Cur Max Limit Total | LbTot Last In Out Reqa Resp Rea Conn Resp Retr Redis Status  LastChi
Frontend o o -[ o] of 3o o of of o of o OPEN
mysall o o - o o o o 2o 0 o o 0 of o 0| no check
mysql2 o] o o] o o o s 0 o] o 0 0 of o 0| no check
Backend | 0| 0 of o of of 30 o of 2[of of o [ [ of o 0| 1esupP

T
Queue Session rate ‘Sessio Bytes. Denied. Errors. Warnings

Cur Max | Limit Cur Max Limit Cur Max Limit Total LbTot Last In | Out Req Resp Req Conn Resp Relr Redis Status LastChl
Frontend e -| 2] =2[ scee] 7 1652| 1185] o0 o] 1 OPEN
Backend | 0| o of 2 of 1| 300 4 o| os| 1652 1185 0 4 of o 0| 16sUP

4.121 HAProxy 12 mysql B BIRSRESTHA

HAProxy ZhEg9n &

FENBERIE | BREHRSIENRS SN IIEARS S 2 £
HAProxy IRIEFF I URL HHFMNERRX D ERSIIELERHESME »
HAProxy T{E7£ OSITEF

HER D EEE Zéﬁ‘EﬁEF‘Af‘Efiﬁiﬁﬁﬁi » BIIRIREIEA TIEAYIESR
FAESBRESMBRRIEERZSZREER /XA WEB RiEiEK » @Jlllkimg
sre=xxx/xxx.jpg>% html & ﬁﬁ‘T\_\L LEES > HAProxy WX EIiESK 79 xxx/xxx.jpg
IERESFIBTA.IPGC EENEREFHSIE 'SAEHIVFSITEAEEK
BRERGEAF ; MRIERNZE.php EENNSAERDSNEMN T RPE > 4
MR T chEd D ERR ©
1 IMRRCE

R 4.12 HAProxy B BIFRACE
"1"'1' ISR IP ik LRI

DETR 192.168.0.10 haproxy
GEZOREDE 192.168.0.20 httpd
AT R 192.168.0.30 php * httpd
2 haproxy THFECE : 7 “etc/haproxy/haproxy.cfg” # > GAMTRHEA °

global

(B%)

defaults

(B%)

frontend public
bind 192.168.0.10:80 name clear

|
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use_backend dynamic if { path_end .php }
default_backend static

backend static
balance roundrobin
server webl 192.168.0.20:80 check inter 1000

backend dynamic
balance roundrobin
server web2 192.168.0.30:80 check inter 1000
3 EEERS TR ©
B HSTR
[root@localhost html]# yum install Attpd -y
[root@localhost html]# pwd
/var/www/html
[root@localhost html]# cat /ndex. Atm!
<p align="center">
<img src="/icons/123.jpg" />
</p>
[root@localhost html]# cp 123,jpg /usr/share/httpd/icons/
[root@localhost html]# systemctl restart Attpd
B ST
[root@localhost html]# yum install pAp httpd -y
[root@localhost html]# pwd
/var/www/html
[root@localhost html]# cat /index.php
<?php phpinfo();?>
[root@localhost html]# systemctl restart httpd.service
4 HITUN < » EF HAProxy ARSS
[root@localhost html]# systemctl restart haproxy.service
5 fiA] HAProxy : XFIBAXEE » %5 283A1R] 192.168.0.10 » BRIAFTHE#STI =
RIS o
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€ > C A FE: | S

] 4.122 HAProxy 54515 S E

i A W Linux DR FRRE(SEE B Lnocok(TiRER B RKEGC B HomE B 25 M HRSE M cve B OBS M centos MM openEulerit®

6 %A 192.168.0.10/index.php > MIFTHAME AT =B php F@H ©

¢ 5 C A rzs NERPWNST

Php,

A B Lnux BB OFRRSSH B LnoodTREN B REC B Home B AT B ESE M e B OBS M centos M openfuleritX M deepin By Google #iF G Googl

g

System Linux in 4.19.90-2101.100055.up1 #1 SMP Fri Jan 15 01:30:02 UTC
2021 aarchéd

Build Date Jan 15 2021 07:33:17

Server API FPM/FastCGl

Virtual Directory Support disabled

Configuration File (php.ini) Path Jete

Loaded Configuration File Jetc/phpini

‘Scan this dir for additional .ini files /Jetc/php.d

Additional .ini files parsed Jetc/php.d/10- d

in, -pgsqlini,
ode.ni, Jetc/php.d/20-shmop.ni,

Jetc/php.d/20- ini, /€5c/php :uzv “snmp.in,
Jetc/php.d/20-saiite3.ini, / /Php.d/20-sysvsemiri, /etc/php.c/20-
mini. idyin, fetc/php.d/20-tokenizerini
i Lini, /etc/php.d/30-mysaliini, mysalin
peo_odbe.ni, pdo_pasellini, pdo_sqlitein, /eiz/php.dﬂﬂ i
Jetc/php.d/30 ini, /etc/php.d/30-smirpcini ete/php.diguestis php.ni

PHP APL 20170718

B 4.123 HAProxy BT S 01E
7 EERS T IRE X% 2351R] http://192.168.0.10/stats »
BER o

SR TERMR

€ > C A FR:| SN stats

HOmm M lnoc B FRREEGE BB LinuofFRER B (ABE B deons B 4T B ESE Boe WO W
HAProxy version 2.0.14, released 2020/04/02

Statistics Report for pid 46667

centos [ of

> Gi | process i 1

active UP backup UP

pid = 46667 (process #1, nbproc = 1, nbthread = 2) active UP, going down backup UP, gaing down
uptime = 0d 0h02m23s s i active DOWN, going up | |backup DOWN, going up
system limits: memmax = unlimited; ulimit-n = 8031 :
maxsock = 8031; maxconn = 4000; maxpipes = 0 active or. backup DOWN  [finot checked
current conns
Running tasks: 1/19; idle = 100 %

. current pipes = 0/0; conn rate = 2/sec; bit rate = 0.000 kbps active or backup DOWN for maintenance (MAINT)
active or backup SOFT STOPPED for maintenance
Note: "NOLB""DRAIN" = UP with load-balancing disabled

E
H

| o[ 1] s0o] 2| 1mzes| 815] 197140[ o o

B 4.124 &FE HAProxy BRSIRE
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4.16 K#x#E-Flink

4.16.1 {&7Y

Apache Flink 2—MEZM DA EE 1% > BFHELRNEREERL
HITERSITE o Flink i HEFTE B R EBIFERIET » UREPIE
EFE IS HITITE o LIRSS 1.12.0 BRAH4H) o

4.16.2 ZpE

1 BT T ER< » & flink & ©
# yum install f/ink-y
# yum install java-1.8.0*-y

2 T e < > Bc& JAVA_HOME
#tail -n 4 /etc/profile
export
JAVA_HOME=/usr/lib/jvm/java-1.8.0-openjdk-1.8.0.272.b10-7.uel20.aarc
h64
export JRE_HOME=${JAVA_HOME}/jre
export
CLASSPATH=.:$JAVA_HOME/lib/dt.jar:5JAVA_HOME/lib/tools.jar:$JRE_
HOME/lib
export PATH=S${JAVA_HOME}/bin:${JAVA_HOME}/jre/bin:SPATH

3 AT T ar< > IBThEEEs o
# cd Jopt/apache-flink-1.12.0
# ./bin/start-cluster.sh

4.16.3 ifin) web BIE

FTFFRIL88 > 18] http://${localhost):8081 1025338 web Bl - F
R—YIEE MMBEI—1NRE—1 JobManager #] TaskManager B9z Flink
B o
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5. Apache Flink Dashboard

© Overview
Available Task Slots Running Jobs

Job Name Start Time Duration End Time Tasks Status

Completed Job List

Job Name Start Time Duration End Time Tasks Status

4.125 Flink S8R5

4.16.4 EFHE

EEATUMITN TR » BIKRE logs BERPHVEAEXGRBIIRAART
IETETT -
# tail log/flink-*-standalonesession-*.log
4.16.5 BITEMH

1 Flink B9 binary release #ixB&—1 examples (=fl) BR > TH
AR LG EIX AN DIE L8N REIB jar B34 o
[root@localhost examples]# ls ./*
./batch:
ConnectedComponents.jar DistCp.jar EnumTriangles.jar KMeans.jar
PageRank.jar TransitiveClosure.jar WebLogAnalysis.jar
WordCount.jar

Jgelly:
flink-gelly-examples_2.11-1.12.0.jar

./python:
table

./streaming:
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IncrementallLearning.jar SessionWindowing.jar
StateMachineExample.jar Twitter.jar WordCount.jar
Iteration.jar SocketWindowWordCount.jar
TopSpeedWindowing.jar ~ WindowJoin.jar

.Jtable:

ChangelogSocketExample.jar StreamSQLExample.jar
StreamWindowSQLExample.jar WordCountSQL.jar
GettingStartedExample.jar  StreamTableExample.jar
TPCHQuery3Table.jar WordCountTable.jar

5261 1 WordCount
WordCount 2AHIER S “Hello World” » A LT E— I XAES
FAAREISEIARNHIAR o AILGEIHITIUA T 88 < Kiz1T WordCount /=4 :
./bin/flink run ./examples/batch/WordCount.jar
RN 3785 : Bt At T RIS RTT o A BIRETPIETEBHTTERBIE R FEF A EENESIE -
MREFZF A WordCount ZFitEELHIE » EEE LB FHEIUEN X4
BRTZ o B3N -
M EE L AR GEE— I TEIE A hdfs:y) o
# ./bin/flink run ./examples/batch/WordCount.jar --input ~/data --output
~/result
Job has been submitted with JobID e8630f0b63120d501b92d85e733e51d6
Program execution finished
Job with JoblID e8630f0b63120d501b92d85e733e51d6 has finished.
Job Runtime: 462 ms
1T LR (ERE » BRI LR E Web RELIEEI @ BIETNHAIETT -
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Apache Flink Dashboard = Version: 1120 = Commit: DeadDOd0 @ 1870-01-01T01.00:00+01:00  Message: ()

@ Overview

Available Task Slots Running Jobs
= Jobs

otal T 1 k Manac 1 3 i 0 i §

Running Job List

Job Name Start Time Duration End Time Tasks Status

Completed Job List

Job Name Start Time Duration End Time Tasks Status

mopeso B N

4.126 M Web IR EEIIRZS
BERRIUBITU TS » BEEGITER o

B A

# cat ~/data

hello

how are you

fine

thank you

and you

lam

fine too
B mHER

# cat ~/result

am1l

and 1

arel

fine 2

hello 1

how 1

il

thank 1

too 1l

you 3
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3245 2 SocketWindowWordCount
7T » HNTEBEITL Flink RZATRER « ERMNERFIREDE » & 5 84T
EN—/R1EEI 5 MRS R2IREIRE  BRERFEFTEHSP - LI E)HL
SEIRE o
1 T T8 < > BohAtARSS2s ©
S nc-1 9000
2 BITH— 1&g > 18X Flink R -
$ ./bin/flink run examples/streaming/SocketWindowWordCount, jar
--port 9000
Job has been submitted with JobID
2b2b0bf4ea55e45c17d0de52fb3a202b
3 [EIFINIZ R netcat FRE > FWIA—LFRF > 140 :
lorem ipsum
ipsum ipsum ipsum
bye
4 1% “Ctrli+c” REBERERTBA > aIUABIE MR ENERFRITHRI ©
[root@localhost apache-flink-1.12.0]# ./bin/flink run
examples/streaming/SocketWindowWordCount.jar--port 9000
Job has been submitted with JobID
2b2b0bf4ea55e45c17d0de52fb3a202b
Program execution finished
Job with JoblID 2b2b0bf4ea55e45c17d0de52fb3a202b has finished.
Job Runtime: 123983 ms
5 10& Web RE » UIIEE @S FETNHAIET ©

Apache Flink Dashboard = Version: 1120 Commit: DeadDOAO @ L970-0L-01TOLOD00+0L:00  Message: @)

Running Jobs

nnnnnnnnnnnnnn

‘‘‘‘‘‘‘‘

4.127 Web Ut ERIIRTS
6 T Fes< » BERRITER o
# tail log/flink-*-taskexecutor-*.out
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lorem:1
ipsum: 1
ipsum: 3
bye:1

4.16.6 {S1E&E

# ./bin/stop-cluster.sh

Stopping taskexecutor daemon (pid: 18466) on host
localhost.localdomain.

Stopping standalonesession daemon (pid: 18209) on host
localhost.localdomain.

4.17 itET B AWX

4.17.1 it

AWX B— MR XINE - iIRIEAFEIE Ansible TIE MG - AWX 1B
£ GitHub £ » FEHET Web BB F @ ~ REST API #I3E B F Ansible B91E
£5|% o

Ansible B—RFALEZETR » I BIRITIE - BEBEE \NARFHE -
NERARS Ak BRI S EHAM 1T AE - BRI AWX #EHIER I ERES %
HEFERE Ansible Playbook » FREEFRMWAEIZR « HiHFRSRE

4.17.2 &% AWX
1 PUTUITER<S » &3 awx °
yum install awx-y
2 MITUI @< > BCE psotgresql #RE o
postgresql-setup /nitdb
cp -f fvar/lib/awx/setup/pg_hba.conf /var/lib/pgsql/data/
chmod a+r Wvar/lib/pgsql/data/pg_hba.conf
systemctl start postgresqgl
cd Wvar/lib/pgsql/data
su postgres
3 MITHI T < » BIEE—DHIIREIERE » $BURERRY awx ©
createdb awx
4 PITU TS > QIEBEAR awx o BIENEER B MAZR o
createuser -s -P awx
exit
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5 AT T < > BLE redis °
cp -f fvar/lib/awx/setup/redis.conf /etc/redis.conf
chmod a+r /etc/redis.conf
6 HITIN &< » 18X “credentials.py” FEEX M o
Vi /etc/tower/conft.d/credentials.py
DATABASES ={
'default': {
'ATOMIC_REQUESTS": True,
'‘ENGINE": 'django.db.backends.postgresql’,
'NAME': "awx",
'USER": "awx",
'PASSWORD': "awx",
'HOST": "127.0.0.1",
'PORT": "5432",

}
BROADCAST_WEBSOCKET_SECRET =

"VXZiRkIYMFdzdTFFAE5VSDglUjJFUTBrZ3NGZEMwZklOQm1JUGxmanQ
5TE96QW5FSzM1MIkObVhodndUQW9KeXdOOXFaNUIMMVRVZXRXMzZ6
UVJKcHdqdOE5bWdIbHJKdOFXUWAdZYTJDcjFWbjRNnQW9vTzRMbjFEN2d
yZnNOeGo="
LR

B NAME | B2 HE 2 FRIERIHEES

B USER @ 792658 2 e BRI EH %5 -

B PASSWORD : 77265 2 B EHIHHE /G 7 243 o

B BROADCAST_WEBSOCKET_SECRET : 1T tr -dc A-Za-z0-9 </dev/urandom | head -c

128 | base64 -w 0 65 €L BEHIZZ1E ©
7 BT TFEr< > 041k awx °

awx-config

Operations to perform:

Running migrations:

4.128 %A1t awx Mt
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4.129 #1481t awx BXIh
8 WMITAI T an< > ;BT awx ARSS ©
ansible-awx-service start
LLP7Z

B ansible-awx-service stop - 1Z1F awx fFE o

B ansible-awx-service status . & awx fF5 o
9 HITAITER< » KHAIBHNIE o
systemctl stop firewalld

10 ¥TFFX%I2ES > 3410 http://destip:8052 - AP &MZEHE N “admin”
oo T - F X

0 4 7F%e  ee— i

TR E] Ansible AWX! 15 % b

4.130 awx EFEmmEmnbl

4.17.3 fEA AWX

fic S HRFE5E%0
1 ipiRED > EEREF > @EF “ER > BN 50 88 FWN° e

o
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R EENER

TfeRie

,8 ﬁ hd —
=
s
4R
Aw

FEI BHER

4.131 awx Fn@EIRE

2 7 “EBY RSP kF “BFHY - BEMEXERE BE “REFE °

Sl

1 7] e
Q

=3

aFaH

LMW

meE L] k3]

e -

BRANE @ HERTEE =0 -

T e =

e BTRE -

o 8 ssL

(=]

4.132 awx BIE@EANER

3 BEHMIRREEE > ASERFER B AR BRI ©
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BHIRR o
10xxe-test-email © #B: Email EI é
1-10f1H8 ~ 1

4.133 awx Mk & EBAEIHRFE
B 1ESZBIT
1 ARER > FEHER > TR “BE > BR 5 B

/B

“;’ﬁnu » °

® - &ad 3
et o
EF - E 23 1-10f1
& 1 & s am @ E 5 it
FNEEEL
Demo Inventory © Disabled L Default o o o & L]
4.134 awx ANAEFER
2 BEHEXERE > BEETA “&RF °
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FH 9

g - a e ¢ | (e [EeEs 1101 v

localhost A% Demo Inventory ( i P
F
116158 ~ 1 of 13

4,135 awx fRFEFBER
3EEFNEE (“GFR  BET N IPtut) 5 iEFRECIENBEE » HE
& R

IRREREN o

& t A0
= Q

4136 EEEXHUER

W v Q =3 Fin 7123 1-20f2 *

Ansible Galaxy Ansible Galaxy/Automation Hub API Token 1]

Demo Credential Machine VI
1-20f218 ~ 1 of 1.

4.137 ARMAFRZTIE

5 7NN “FENESEEY” WM& BREIE - B RE o

154 1
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@ - 2ad hd
B - #ik i
t-passl Q
FEER -
e -
RAGEHE
RPE BB BEHEIETR
it > ®) |- »
ssH#AH
Draga f Brow:
»
4
FEM SSHIEH
Drag a file here or browse to upload Brow: ear
P
2
HhmEs BHEET  WERAREE @ WRABRPE
= » i

& 4.138 REXEFEEIE
6 AEEDR > EERER > EF FE > WB” 50 824 “FM° > BFARM
— Y playbook I H o

® - aad -
bil=] °
BH - CONE-L NN 7 1-10f1 v
Deme Project Git EIAS z P ™
1-16H17E v 1 f 1 R

4.139 FMEETE
7 7% “QUEEFRMIR” RE o RERIEIEER” 8RN “Git” - HEEMR
I E 2 EE gitee LAY test-ansible-project - ERELESG @ BFF “RIF ©
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(=)
SRS >

" 8k 0w -

test-playbook Q et

BEWRERT -

Git -

REW
BEMURL * @ BEHNR/HE/RZ @ B ¥refspec. @

https:/qitee.com, /test-ansib

FBEMEE
Q

Pl
B2 O B @ EREERE]T @ RESEEE O

(=]

4.140 SIEFIE
8 IHIAIEDT » EEREH > HEF “FiR > BIR” /5> BE AWM > FmEdk
BiR” -

iR el

& - a mm - & Bk 10t -

FMEdkiEiR
Demo Job Template Job Template -
A TIERER

1-16f168 ~ 1 of I

B 4.141 FIMAFILIR
9 EMFWERS - K “FER” WA~ “KiE” M “playbook” ECEMEELIE
WHEXESRE > B “RE -
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@ ~ & admn ~
%
BURFIELIEIR
& ] frlm - @ BRI
test-project b= -
ELR) EHAET WA @ Playbook * @
Q  ouinventory Q testplaybook weidongyam -
REO BRER
Qs testpamsl X
=
=B O R
#% 0 e BB UMEEQ BEBtER

4.142 REFHEFIER
10 HREDR » AERPH - EF G > BIR 5 REERMITERE -

1R )

B - Q E=1 S W i3 1-20f2 =

Demo Job Template Job Template « ra L]

test-project Job Template L] E & -

1-20f2 8 ~ 1 of I;

4.143 HITIRIR

11 pRED > EEREH  ®F “NE > Fl” 5 TEREESELERT -

@ - & admin ~
ek g
B - [I Q  =EEE - Ry Cancel jobs 1-20f2 =
2 — test-project Playbook BT L
1- test-playbook Pt 20277 EF74z 'l
1-20f2 8 ~ 1 of |;

4.144 BEEESRKE

SERHEABRAR © RINFFE 157 |

H#



FWQ20240201T_RLO1-ZEARSWIRIER L (HBHR) V20 (1070) BEFMH

4.18 RYIEEEMEREIRAA TR A-Tune

4.18.1 ¥t

A-Tune E—HETF Al FRMAZMEEMRL1E -EFAATEERA > 3¢
VSRR ENRRER A IEIRE W SHHE  #HTE S EERE » T
FHEERENAZSHEBEAES » BUSRFRESITRS

4.18.2 zHplkssiEE

& 4.13 A-tune XHrRVIVSSHEER

g5 A Al g5 2Ry e 5B
57 PTE ~ R4
default SRAKE | 10 BARAIRER N/A
EHRE

Nginx » Apache
webserver web WA | E#RF \WLEHEZN &l X. P
Traffic Server

HHRE ~ WFEAR | Mongodb ~ Mysql

datab 4

arabase B M~ 10 H#EEm Postgresql “Mariadb
Hadoop-hdfs ~

big-data KEIE | EHET AT P

Hadoop-spark
middleware | FEIMHAESE | BRI WLEHRIN Dubbo
in-memory-data

base NEHIERE | REFHRI - 10 I Redis

SPECCPU2006
basic-test-suite | EHMMIKXE | EH#R0 -NEHRIN

SPECjbb2015
HHR ~ NTFHR
hpc AEERAAH Gatk4
P = i ~ 10 HEZR
storage V] PILEHREN ~ 10 #REN Ceph
H R ~ N7EH#RE | Consumer-cloud ~
irtualizati Fiea)
virtualization 1L % 10 M5 Mariadb
RSN ;
docker NET BT > i Mariadb

M ~ 10 #h3;

4.18.3 {EMAMRH

B A-Tune REEM tuned TE—ERER » MEFEH D IBMIARECE AR °

B 25 root BPAILUEER A-Tune 15 5#SIRRIThEERC B X4
“letc/atune/tune_rule.conf” o
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4.18.4 &% A-Tune

LZRERXNE
A-Tune ZHBENIRTFM D HIUERN LR :
B EHER : client 7 server Z&EIF—&H2 L o
B S%HER : client F server DHNLEEFERIHNES L o

LRIRE
1 BUTUITERS » L3 A-Tune AR5 ©
# yum install atune atune-engine -y
W) 3785 : A BRI E LRSI B P IR o
2 EANHAEE > BRITN TS » L A-Tune B i o GHENEE - 15
7 SUREZiZL
# yum install atune-client-y
3 MITUI T @< > WIERELREMY c GREIEESW TR » RINLEKI
#rpm -qa | grep atune
atune-client-xxx
atune-db-xxx
atune-xxx
atune-engine-xxx

4.18.5 fg& A-Tune

BCENTEE
A-Tune BEBE X4 “/etc/atuned/atuned.cnf’ HIBEC BN BEUN TR -
B A-Tune RSEMACE » FIIRIBREHITIEL ©
@ protocol : &4t grpc BRSBEABITMNY 2 unix 3% tcp o unix J9Z4s#t socket
BEAT > tep /9 socket IEIFERAF T o BRIAA unix ©
@ address | &4t grpc RS BIMIIFMILE > BRIAA unix socket e HADHET
ERE > TIELMOFAY IP Hfhk o
@ port I 24 grpc RSBMIRERDO > SEEJ 0~65535 KEAIHO ° MR
protocol B2& = unix » MIAREEERE -
@ connect : HRNEEZPEN > atune FIET REY IP 55K > IP #ALLUES
PRFF ©
@ rest_host | &4t rest service BymAfithit » 2109 localhost ©
@ rest_port | R4 rest service BIilfiR O » SEEIJ 0~65535 KA B
O > 2AIA79 8383 ©
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@ engine_host : 5%&%; atune engine service FEIZAYMIAL o
@ engine_port : S&4 atune engine service &R ©
@ sample_num : REHIT analysis TR REREERBIERE > FAIAN 20 ©
@ interval | RFAIT analysis AZATREF ARV B FRATIE] > EFRIAST 5s ©
@& grpc_tls @ R4 grpc BY SSL/TLS IEBREF X » RINAFHRB - F B
grpc_tls /5 » atune-adm Sp S EEAFIRZIRENU TIFREE R A S5R
SimE 7@
export ATUNE_TLS=yes
export ATUNED_CACERT=<Z& /i CA JE 812>
export ATUNED_CLIENTCERT=<& P IR PERZ>
export ATUNED_CLIENTKEY=<% F2 i fiisA8 12>
export ATUNED_SERVERCN=server
& tlsservercafile : gPRC BRS3 % CA IEPERTR o
@ tlsservercertfile : gPRC ARSBIHIEPERIR o
@ tlsserverkeyfile : gPRC FRSZIRMIEARRIR o
@ rest_tls : &% rest service B9 SSL/TLS IEBRIEFF X » ZRIAFFRE ©
@ tlsrestcacertfile : &4 rest service BIARS I CA IEPERR o
@ tlsrestservercertfile : &4 rest service RS IHIE PR
@ tlsrestserverkeyfile : &4 rest service RIARSZIHMIEARRTR ©
@ engine_tls : &4 atune engine service B9 SSL/TLS IEPRIF X » Bk
INFFRS °
@ tlsenginecacertfile :Z%; atune engine service FI&E i CA IEPERTFE ©
@ tlsengineclientcertfile : &4t atune engine service I P IRIEHBERTF o
@ tlsengineclientkeyfile : &%t atune engine service & P IRMEHERR o
B system {2 : system ARGZHITHEXNLCRERIINSHER » BIUR
ERAALIRBRHITIEN ©
@ disk : #1177 analysis R EREN N EZE S HMITHEEEX
AL R EIEE A -
@ network : $#11T analysis BY R EREN XM MR RHIE R HAITRRE
KL BEEZIEERNIMNEK ©
@ user : BT ulimit BXMRILEERINEAF % - BaiRZ#F root AR ©
B BHEER  RIBERERBENER? - BRIAA info K7 » BEE SR
“/var/log/messages” H o
B monitor 58 | ARRBIRIARENRAEHFESR o
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B tuning 58 : tuning hRAFHITELBNHNEZRINSHER -
@ noise ! SHEMIRERIITEE o
@ sel_feature ! ZFIBLBPNSHEEMHRBWHAFX > BIAXHA o

fcEHl 1

HAHHHHHAHAH IR Server #H#HHHHHHHHRHH
# atuned config

[server]

# the protocol grpc server running on

# ranges: unix or tcp

protocol = unix

# the address that the grpc server to bind to

# default is unix socket /var/run/atuned/atuned.sock
# ranges: /var/run/atuned/atuned.sock or ip address
address = /var/run/atuned/atuned.sock

# the atune nodes in cluster mode, separated by commas
#itis valid when protocol is tcp
# connect =ip01,ip02,ip03

# the atuned grpc listening port
# the port can be set between 0 to 65535 which not be used
# port =60001

# the rest service listening port, default is 8383

# the port can be set between 0 to 65535 which not be used
rest_host = localhost

rest_port = 8383

# the tuning optimizer host and port, start by engine.service

#if engine_host is same as rest_host, two ports cannot be same
# the port can be set between 0 to 65535 which not be used
engine_host = localhost

engine_port = 3838
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# when run analysis command, the numbers of collected data.
# default is 20
sample_num =20

# interval for collecting data, default is 5s
interval =5

# enable gRPC authentication SSL/TLS

# default is false

# grpc_tls =false

# tlsservercafile = /etc/atuned/grpc_certs/ca.crt

# tlsservercertfile = /etc/atuned/grpc_certs/server.crt
# tlsserverkeyfile = /etc/atuned/grpc_certs/server.key

# enable rest server authentication SSL/TLS

# default is true

rest_tls = true

tlsrestcacertfile = /etc/atuned/rest_certs/ca.crt
tlsrestservercertfile = /etc/atuned/rest_certs/server.crt
tlsrestserverkeyfile = /etc/atuned/rest_certs/server.key

# enable engine server authentication SSL/TLS

# default is true

engine_tls = true

tlsenginecacertfile = /etc/atuned/engine_certs/ca.crt
tlsengineclientcertfile = /etc/atuned/engine_certs/client.crt
tlsengineclientkeyfile = /etc/atuned/engine_certs/client.key

HHHH A og #H#HHHHHHTHAHH

[log]

# either "debug", "info", "warn", "error", "critical", default is "info"

level =info
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HHHH I monitor #### T

[monitor]

# with the module and format of the MPI, the format is
{module}_{purpose}

# the module is Either "mem", "net", "cpu", "storage"

# the purpose is "topo"

module = mem_topo, cpu_topo

HAHHHHHHHHHHHH SyStem HHH#HFHHHHHHHH

# you can add arbitrary key-value here, just like key = value
# you can use the key in the profile

[system]

# the disk to be analysis

disk = sda

# the network to be analysis
network = enp189s0f0

user =root

HEHHHHH R tuning HARFHHEHHFHHRH
# tuning configs
[tuning]
noise =0.000000001
sel_feature =false
A RIBEEEELX A-Tune engine BEcE X “/etc/atuned/engine.cnf” >
B] R E i BAYN R !
B engine_host : &% atune engine service BYIIRMAE > ZRIAH localhost ©
B engine_port : &% atune engine service BFIKHA » SEEA 0~65535
fERARIRO > BRIA7 3838 ©
B engine_tls : &4 atune engine service B9 SSL/TLS IEBRIFFX » BIAFF
B o

B tlsenginecacertfile . &4t atune engine service BIARSS ik CA IEPERR o
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B tlsengineservercertfile : &4 atune engine service BIARSIFIEBEREF

M tlsengineserverkeyfile : &4 atune engine service FIRRSSIRFAEARER o

B BEER  RIBBERERBERNZRF > BIAN info &3l » BEERITENE
/var/log/messages 1 o

ACERH 2

HitHHHHHHHEHE engine #H#HHHIHHHH#HH

[server]

# the tuning optimizer host and port, start by engine.service

#if engine_host is same as rest_host, two ports cannot be same
# the port can be set between 0 to 65535 which not be used
engine_host = localhost

engine_port = 3838

# enable engine server authentication SSL/TLS

# default is true

engine_tls = true

tlsenginecacertfile = /etc/atuned/engine_certs/ca.crt
tlsengineservercertfile = /etc/atuned/engine_certs/server.crt
tlsengineserverkeyfile = /etc/atuned/engine_certs/server.key

HH R og #H#HHHHHHHHAHH

[log]

# either "debug", "info", "warn", "error", "critical", default is "info"

level =info

A-Tune B8 RIRFMMNEE : EEEXHXU"[]"AET > MEEIT—XH
T ZETNEENIENT o ENFIREFEZE » NiaH X N7 R0 ; IRT
BEEIZ MR WUE— M= E s IR EEEREIEEFMAN > Wit EiAT
= “default-default” -

ACERHI 3
[oracle]
process=.*oracle.”

[mssql]
process=.*sqlservr.*
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[atomic-host]
virt=
system=.*atomic.*

[atomic-guest]
virt=.+
system=.*atomic.*

[throughput-performance]
virt=
system=.*(computenode|server).*

[virtual-guest]
virt=.+

[balanced]

4.18.6 Bzl A-Tune
A-Tune ZEFTRG » EERB5H A-Tune IRSABERER
1 WITU T 8< » [B5h atuned ARSS ©
# systemctl start atuned
2 AT T AL > &Eif atuned BRSBTS ©
# systemctl status atuned
3 BEIZEENTEFTR » RNARS BRI

@ atuned.service - A-Tune Daemon
ed (/us
ve (r ng) since Sat 2019-12-21 19:28:47 CST; 7s ago

7908 ul )
s: 19 (limit: 104856)
Memory: 132.2M
CGroup: /system.slice/atuned.service
94790 /usr/bin/atuned
94797 python3 /usr/libexec/atuned/analysis/app.py /etc/atuned/atuned.cnf
94801 /fusr/bin/python3 -c from multiprocessing.semaphore tracker import main;main(3)

4.145 7 atuned lREBIRE

4.18.7 [BEh A-Tune engine
HREER Al HEXBThEE » FERBTH A-Tune engine ARSABEER o
1 HITAN T 5% > BED atune-engine BRS o
# systemctl start atune-engine
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2 ITHI T a4 » &if atune-engine BRSZIRTES o
# systemctl status atune-engine
3 BEEERNTERT » RRRS BN

[root@ T misc]# systemctl status atume-engine
atune-engine.service - A Tune AI service

Main PID
Tasks: 3
Memory: 182.5
CGroup:
6292 /usr/bm pvthor‘|3 r'u :llltexr—\ /atuned/analysis/app_engine.py /etc/atuned/atuned.cnf
476312 /usr/bin/python3 -c from multiprocessing.semaphore tracker import main;main(3)

4,146 1 atune-engine IRSNRE

4.18.8 fEAHE
BRPELGEESm<ITE P iE atune-adm A A-Tune 1I2HAIHEE - &XZ N
A A-Tune EPIHE SHITHEEFER 5 E ©

SMFi58H

B £8 A-Tune EEFA root AR °

B atune-adm ZHiaF < AIZ@II 1T atune-adm help/-help/-h G L& o
B ERAZEFFREGRTHERFGHRETENBIBIERLT » WREETDHE
ZERT - FEIEERSS P MitMimOS > Fi0 -

# atune-adm -a 192.168.3.196 -p 60001 list

define ~update ~undefine ~ collection ~train ~upgrade RAEZHHLIZHIT ©
LRI ) [ [ RSN - SRTSHNE - EEASEHBLREREE ©

R
meEF | list
g TIHARS HEISIFM profile MK LET T active RSB profile o
LB © atune-adm list
R

# atune-adm list

Illllnﬂ N

Support profiles:

A S . +

| ProfileName | Active

ProfileAttr

+ +

==+ +
arm-native-android-container-robox | false
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model_analysis |

o oo o 4
| atomic-guest-tuned | false
static_analysis |

o oo o 4
| atomic-host-tuned | false
static_analysis |

o oo o 4
| balanced-tuned | false
manual_active |

o oo o 4
| basic-test-suite-baseline-fio | false

manual_active |

o oo o 4
| basic-test-suite-baseline-Imbench | false
manual_active |

o oo o 4
| basic-test-suite-baseline-netperf | false

manual_active |

o oo o 4
| basic-test-suite-baseline-stream | false

manual_active |

o oo o 4
| basic-test-suite-baseline-unixbench | false

manual_active |

o oo o 4
| basic-test-suite-baseline-fio | false

manual_active |

o oo o 4
| basic-test-suite-baseline-Imbench | false
manual_active |

o oo o 4
| basic-test-suite-baseline-netperf | false

manual_active |
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e o o +
| basic-test-suite-baseline-stream | false
manual_active |
e o o +
| basic-test-suite-baseline-unixbench | false
manual_active |
e o o +
| basic-test-suite-speccpu-speccpu2006 | false
model_analysis |
e o o +
| basic-test-suite-specjbb-specjbb2015 | false
model_analysis |
e o o +
| big-data-hadoop-hdfs-dfsio-hdd | false
model_analysis |
e o o +
| big-data-hadoop-hdfs-dfsio-ssd | false
model_analysis |
e o o +
| big-data-hadoop-spark-bayesian | false
manual_active |
e o o +
| big-data-hadoop-spark-kmeans | false
manual_active |
e o o +
| big-data-hadoop-spark-sqll | false
manual_active |
e o o +
| big-data-hadoop-spark-sql10 | false
manual_active |
e o o +
| big-data-hadoop-spark-sql2 | false
manual_active |
e o o +
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| big-data-hadoop-spark-sql3 | false |
manual_active |

o oo o 4
| big-data-hadoop-spark-sql4 | false
manual_active |

o oo o 4
| big-data-hadoop-spark-sql5 | false
manual_active |

o oo o 4
| big-data-hadoop-spark-sql6 | false
manual_active |

o oo o 4
| big-data-hadoop-spark-sql7 | false
manual_active |

o oo o 4
| big-data-hadoop-spark-sql8 | false
manual_active |

o oo o 4
| big-data-hadoop-spark-sql9 | false
manual_active |

o oo o 4
| big-data-hadoop-spark-tersort | false
manual_active |

o oo o 4
| big-data-hadoop-spark-wordcount | false
manual_active |

o oo o 4
| cloud-compute-kvm-host | false
model_analysis |

o oo o 4
| database-mariadb-2p-tpcc-c3 | false
model_analysis |

o oo o 4
| database-mariadb-4p-tpcc-c3 | false

FERURARBRRE © RINFE % 169 T



FWQ20240201T_RLO1-4{SARSSEIRIERSE (BEHR) V20 (1070) HIEFMH

manual_active |
o oo o 4
| database-mongodb-2p-sysbench | false
model_analysis |
o oo o 4
| database-mysql-2p-sysbench-hdd | false
model_analysis |
o oo o 4
| database-mysql-2p-sysbench-ssd | false
manual_active |
o oo o 4
| database-postgresql-2p-sysbench-hdd | false
model_analysis |
o oo o 4
| database-postgresql-2p-sysbench-ssd | false
manual_active |
o oo o 4
| default-default | false
model_analysis |
o oo o 4
| docker-mariadb-2p-tpcc-c3 | false
model_analysis |
o oo o 4
| docker-mariadb-4p-tpcc-c3 | false
manual_active |
o oo o 4
| fileserver-vsftpd-download | false
manual_active |
o oo o 4
| hpc-gatk4-human-genome | false
model_analysis |
o oo o 4
| in-memory-database-redis-redis-benchmark | false
model_analysis |
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e o o +
| latency-performance-tuned | false
manual_active |

e o o +
| middleware-dubbo-dubbo-benchmark | false
model_analysis |

e o o +
| mssql-tuned | false
static_analysis |

e o o +
| network-latency-tuned | false
manual_active |

e o o +
| network-throughput-tuned | false
manual_active |

e o o +
| oracle-tuned | false
static_analysis |

e o o +
| sap-hana-tuned | false
manual_active |

e o o +
| sap-hana-vmware-tuned | false
manual_active |

e o o +
| sap-netweaver-tuned | false
manual_active |

e o o +
| storage-ceph-vdbench-hdd | false
model_analysis |

e o o +
| storage-ceph-vdbench-ssd | false
manual_active |

e o o +
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| test_service-test_app-test_scenario | false |
model_analysis |

o oo o 4
| throughput-performance-tuned | false
static_analysis |

o oo o 4
| virtual-guest-tuned | true
static_analysis |

o oo o 4
| virtual-host-tuned | false
manual_active |

o oo o 4
| virtualization-consumer-cloud-olc | false
model_analysis |

o oo o 4
| virtualization-mariadb-2p-tpcc-c3 | false
model_analysis |

o oo o 4
| virtualization-mariadb-4p-tpcc-c3 | false
manual_active |

o oo o 4
| web-apache-traffic-server-spirent-pingpo | false
model_analysis |

o oo o 4
| web-nginx-http-long-connection | false
model_analysis |

o oo o 4
| web-nginx-https-short-connection | false
model_analysis |

o oo o 4

B8 3785 : Active 7 true Zi 24 B B E 8 profile » BT + £ 7~ B B9 25 BT 855 89 profile /2
virtual-guest-tuned ProfileAttr 7 manual_active 2 EF518E /9 model_analysis »

o al Al 1R7 ; 9 static_analysis » Zr Al analysis-static H&1iRF) o
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shSS R HFEBH BN

B ©<F [ analysis
B DEEit | REAKLNAITHIEHFITAEERIRG - FHITEIRL ©
B <L ¢ atune-adm analysis [EI]

B SE05EA -
+ 4.14 analysis B%i%EA

88 sl
--model/-m BRPEilg&r=ErFhE o

--characterization/-c | {EFRFIARREAIT IR » RFITEIMRAL ©
B AR

€ BTN TS > FEARIANERHITIZ ARG
# atune-adm analysis --characterization

€ WITNT < > FEARIANERHIT ARG - H#HTEMRL
# atune-adm analysis

@ WITA T < » A EIIGIREERHITR IR
# atune-adm analysis --model

/susr/libexec/atuned/analysis/models/new-model.m

SRR HEMRE

F : analysis-static

IhEEfa | S OMARLALE > HH#HITEMIL ©
LI atune-adm analysis-static [3EI]

So

% 4.15 analysis-static 2%ki%EA

--characterization/-c Q@SN REFARE > FHITEM o
B AR
€ BTN T &< » FAFBSITIRIRIIRIRFRAHAITR °
# atune-adm analysis-static --characterization
€ WITNT < FABSIZIRIRIRIRGAZ SR H#HITEIM L
# atune-adm analysis-static
HE X155
A-Tune XFFRAFPEXHFEIFER » EXGMERNRIEREZNT !
1 A define Ss L EX— TR AT profile °

173 |

H#
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2 A collection 8a <L WEN AN AR TEIE

3 A train aa <R ENRE o

B<LF | define

B DN | ANMAF EEXMINATR » XY profile fL{bIN o

L& © atune-adm define

fERTRA

1 BT TS » FE— profile o Hib > service_type BIZHRA
test_service » application_name B9%#5 /9 test_app » scenario_name
HI% R test_scenario > LILTRYECE X 49 example.conf °

# atune-adm define test_service test_app

test_scenario ./example.conf

2 BENMTHBRRE A TEMETEERIE > ESZE) “example.conf” »
HE]H1T atune-adm info B3 < FEEEBH profile EMAIHRER o
[main]
# list its parent profile
[kernel_config]
# to change the kernel config
[bios]
# to change the bios config
[bootloader.grub2]
# to change the grub2 config
[sysfs]
# to change the /sys/* config
[systemctl]
# to change the system service status
[sysctl]
# to change the /proc/sys/* config
[script]
# the script extention of cpi
[ulimit]
# to change the resources limit of user
[schedule_policy]
# to change the schedule policy
[check]
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# check the environment
[tip]
# the recommended optimization, which should be performed
manunaly
#$F  collection
Ihaetiit | REWSEITRAZNER/FFRERBRUKIRERZENETUR
BERE  HRBENEREFEFD csv MIURVHELE XHF - EAERI)IZREV5H
AEHESE o
L7 7

W X7 SHHRIETLA perf ~ mpstat ~ vmstat ~ jostat ~ sar °

B CPU S HETIEIFEM 920 » 5/#7T dmidecode -t processor i & CPU S o

B 554 : atune-adm collection
B =#uRAE

£+ 4.16 collection &#ki%EH

S s

~filename/-f | £REBIBTFINLZRRY csv X% BN AFR-BTEB.csv o
-output_path/-o B csv XHFRERERTR » SRR ITERIZ o
~disk/-b WV BT EPRE R RVILER > ¥0/dev/sda ©
-network/-n W BiEITEERBIMESIZO » ¥ eth0 ©
—app_type/-t Fricdl SRIN SR 5 1E97)IISRES(E R RVARES o
~duration/-d | A/ Z3ETTRY RELIRAVET(E) » AR » BRIAES 1200 7 ©
—interval/-i REHUIRMETE)IEIRE » A > BRIAMERN S o
W ARG

# atune-adm collection --filename name --interval 5 --duration 1200
--output_path /home/data --disk sda --network eth0 --app_type
test_type

fBTF | train

B IheEHEM | (ERARENSIEFHITREMIILE o AN EDRERMR LR
BYEHE » BN ISRSHES ©

B 5<% atune-adm train

B S

& 4.17 train 20588

~data_path/-d EREEIIZRFTERRY csv XHRB R o
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~output_file/-o ISR R RIFTIREY o

W EARAE TN TH< » FH data BR T csv XHERIIZRA » B
HBIFIEE! new-model.m ZHRTE model BRTF o
# atune-adm train --data_path /Aome/data--output_file
/usr/libexec/atuned/analysis/models/new-model.m

B2 F | undefine

B Ihactait | MR BEXHRY profile °

B %= : atune-adm undefine

B ERTRE T TS » MBREE XHY profile
# atune-adm undefine test_service-test_app-test_scenario

#Eif profile

B 5<F ;. info

B IhEEHI | EFIMNMY profile A

B <1 : atune-adm info

B FRRA T TF&mS &EE web-nginx-http-long-connection B9 profile
AR o

# atune-adm info web-nginx-http-long-connection
*** web-nginx-http-long-connection:

#

# nginx http long connection A-Tune configuration
#

[main]

include = default-default

[kernel_config]
#TODO CONFIG

[bios]
#TODO CONFIG

[bootloader.grub2]
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iommu.passthrough =1

[sysfs]
#TODO CONFIG

[systemctl]
sysmonitor = stop
irgbalance = stop

[sysctl]

fs.file-max = 6553600

fs.suid_dumpable=1

fs.aio-max-nr =1048576

kernel.shmmax = 68719476736

kernel.shmall = 4294967296

kernel.shmmni = 4096

kernel.sem =250 32000 100 128
net.ipv4.tcp_tw_reuse =1
net.ipv4.tcp_syncookies =1
net.ipv4.ip_local_port_range=1024 65500
net.ipv4.tcp_max_tw_buckets = 5000
net.core.somaxconn = 65535
net.core.netdev_max_backlog = 262144
net.ipv4.tcp_max_orphans = 262144
net.ipv4.tcp_max_syn_backlog =262144
net.ipv4.tcp_timestamps =0
net.ipv4.tcp_synack_retries=1
net.ipv4.tcp_syn_retries=1
net.ipv4.tcp_fin_timeout=1
net.ipv4.tcp_keepalive_time =60
net.ipv4.tcp_mem = 362619 483495 725238
net.ipv4.tcp_rmem = 4096 87380 6291456
net.ipv4.tcp_wmem = 4096 16384 4194304
net.core.wmem_default = 8388608
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net.core.rmem_default = 8388608
net.core.rmem_max=16777216
net.coreewmem_max =16777216

[script]
prefetch = off
ethtool = -X {network} hfunc toeplitz

[ulimit]
{user}.hard.nofile = 102400
{user}.soft.nofile = 102400

[schedule_policy]
#TODO CONFIG

[check]
#TODO CONFIG

[tip]

SELinux provides extra control and security features to linux kernel.
Disabling SELinux will improve the performance but may cause
security risks. = kernel

disable the nginx log = application

5 profile
FFaRIEEEZEEMEER profile °
#%F : update
IheEA - B EH profile FERBIMLILINEF A new.conf FRIAZ °
LM ¢ atune-adm update
ARG - AT T aR< » EFE A test_service-test_app-test_scenario
B9 profile fLLI/9 new.conf °
# atune-adm update test_service-test_app-test_scenario ./new.conf
;& profile
B &<F : profile
B DhEEHa ¢ FoECE profile » FEEATF active IR o
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B &< ¢ atune-adm profile

B S5 | profile 5% list (s SEBWER ©

B FHERA  BITW TS o BUE web-nginx-http-long-connection 3 RZ#Y
profile fiC& °
# atune-adm profile web-nginx-http-long-connection

[Bl;R profile

% F 1 rollback

IhaeHmit | EER HRINECE R R RVIGECE ©

%I ¢ atune-adm rollback

fERRA

# atune-adm rollback

SERTEERE

A< F : upgrade

Iheetait | B ASKBEUEE -

LM © atune-adm upgrade

SR | DB_FILE RHTRVEIERE X (iR o

ERATA : AT T e < > BHRESEF A new_sqlite.db °
# atune-adm upgrade ./new_sqlite.db

AZERES
B &<F : check
B e | ERFEFIN cpu ~ bios » os ~ HFREEE ©
B 51 : atune-adm check
B AT :
# atune-adm check

cpu information:

cpu:0 version: pc-i440fx-4.0 speed: 2000000000 HZ cores: 1

cpu:1 version: pc-i440fx-4.0 speed: 2000000000 HZ cores: 1

system information:

DMIBIOSVersion: rel-1.12.1-0-ga5cab58e9a3f-prebuilt.gemu.org
OSRelease: 4.19.90-2106.3.0.0095.up2.uel20.x86_64

network information:

name: ethO product: Virtio network device

name: ethl product: RTL-8100/8101L/8139 PCI Fast Ethernet Adapter
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name: docker0 product:

SHRIRMN
A-Tune IR T RIEEERBmHEERES » REAIREMSHIHE - 46
ENBEAREE » MARIBARMEERIEINE -
B &<F [ tuning
B IhaEdEH | (ERIEERDI B XHXNSHHITohAERVEER > #HE Ha1IME
BCE FTHRMER o
B <8 ¢ atune-adm tuning [i%E10]
BN 3485  rrisTTen SR BEREM TR
W REinHT yaml BEEX  ELE BT IKE T atuned fRE THY
“Jetc/atuned/tuning/” R o
B EF iR yaml BEEX 1 ELERETHHKEF atuned EF HEZERT ©
B S0

# 4.18 tuning 25t

S st

--restore/-r & tuning LALBIRVFIMARCE ©
--project/-p IEEEEMER yam| XEFHIIE KFF o
--restart/-c EF A RAMERHFITAN
--detail/-d FTEN tuning SREHVFHER ©

LU T g b EHEEFERBMEIITE L HE G TIEEZITE yaml X o
PROJECT_YAML ZFEE& i yaml BEEX 1
B A=A

£ 4.19 ARS5R yaml X5

AeE %R AcEi5EA B¥UER NEEE

project T E $A#R o FRIE -
startworkload | FFRAARSHY S HRIAR o FRIE -
stopworkload | FFAMARSRIE LEHIZ © FRE -

BRRIAMERXE BFRFIEF
IRAEEAREL o —RESRIE  BEE
maxiterations | fUREGHEZ > UL RELYF -BFF | 2BE >10
THEK P RIIRIEIR MR
B RHITERE o

RERETHSHIAER cobject

object - -
J RERES TR o
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% 4.20 object MECE A

AcE ¥R fic & it BR o BESEE
name FRS IR FRIE -
desc FFIASHER FRIER -

get EIHS BRI o - -
set RESHERMZA o - -
needrestart | SHENEEREERIS ° Bz | "true" »"false"
SERYZER > BRISZHT discrete o .
type continuous MMZER! » WWERL | B | | dlsc.rete ’,,
N continuous
ZEENIE type 79 discrete 28! it » float »
dtype BECE » BaEiZ#HF int » float e string
string FE8Y o
SEILEERE 5 (NTE type /9 _— FAFBEX B
scope discrete B dtype /7 int ~ float » =5 BEEIZSHN
5% type /9 continuous BY4ERK © ai5EE
SEED K dtype Hint 5 float | EEI/F .
step o 5 o 5 FARPEEX
S¥ETE scope EXEEIZIMY _— FAFBEX B
items MZ{E > dtype A9 int % float AY =5 BEEIZSHN
B o aiEEE
- . FAFBEX B

options fffifi:e e P T,

aiEEE

£ 421 B yaml XHEERA

fic & it BA SHAER
B %M > FBRS5RS IR
project X R ECE SR EY FRIER -
project UTAL o
"random" »
"forest" »
engine WREE - FRIE "gbrt" s
"bayes" »
"extraTrees"
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Ao E R Ao =i EH 8L IEEHE
iterations TUERER - R >=10
random_starts BEATLAE AR ER - R <jterations
SHEREL 5=
feature_filter_engine SIRERR BT EE FRIER "lhs"

SRR > ZBHANE o
SPRERE BTER
feature_filter_cycle SIER ,’ 12252*&@?% it -
feature_filter_engine
R -
FHRSHIERIEANRX
o BTEESERE
feature_filter_iters | ZB#HEE it -
feature_filter_engine
R -
HERSHEETEEF
SRS ENER 0 BT

. BESHERE - Z5HE
split_count e R -

PN
A

feature_filter_engine
fEFE o
benchmark MEBEM A o - -
M REMIX AL IEAT
evaluations evaluations BeETIES - -
FER o

% 4.22 evaluations TEZ & i A7

A E AR AcEiiPA
name | iFIEARRNE o FITER -

get FREVRE T hE R AVRIAR o ; ]
L RBIE SR > positive (&

type | BUMEMEEE snegative REBALL | HE ::;:’:/vee
S R B o
weight | ZASITEOIMEES L - Zm | 0100
threshold | IZIEFRIRIEMBEEK © R BRiEE

W iSRG
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€ RBiE yaml XHBECERA
project: "compress"
maxiterations: 500
startworkload: ""
stopworkload: ""
object:
name : "compressLevel"
info :
desc : "The compresslevel parameter is an integer from 1 to 9
controlling the level of compression"
get : "cat /root/A-Tune/examples/tuning/compress/compress.py |
grep 'compressLevel="| awk -F '=" '{print $2}'"
set : "sed -i 's/compressLevel=\\s*[0-9]*/compressLevel=S$value/g'
/root/A-Tune/examples/tuning/compress/compress.py"
needrestart : "false"
type: "continuous"
scope:

2int"

name : "compressMethod"

info :

desc : "The compressMethod parameter is a string controlling the
compression method"

get : "cat /root/A-Tune/examples/tuning/compress/compress.py |
grep 'compressMethod="| awk -F '=' {print $2}' | sed 's/\"//g""

set: "sed-i
's/compressMethod=\\s*[0-9,a-z,\"]*/compressMethod=\"Svalue\"/
g' /root/A-Tune/examples/tuning/compress/compress.py"
needrestart : "false"

type : "discrete"

options:
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- "bz2"
- "zlib"
- "gzip"
dtype : "string"

€ EPim yaml XHBECERA -
project: "compress"
engine: "gbrt"
iterations: 20
random_starts : 10

benchmark : "python3
/root/A-Tune/examples/tuning/compress/compress.py"
evaluations:
name: "time"
info:
get: "echo 'Sout' | grep 'time' | awk '{print $3}'"
type: "positive"
weight: 20
name: "compress_ratio"
info:
get: "echo 'Sout' | grep 'compress_ratio' | awk '{print $3}'"
type: "negative"
weight: 80
B FERATA
€ HMITUTERS > #1T tuning M o
# atune-adm tuning --project compress --detail
compress_client.yaml
€ BT T < RE tuning IBMBIRIYIAECE “EHA scompress /9 yaml
XA B %R o

# atune-adm tuning --restore --project compress

4.18.9 E WA
EEN “A-Tune BRI =4 o
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5 RSH(EEZER

5.1 PAM

PAM BN aJ#E#IAIERESR (Pluggable Authentication Module--PAM) © &
RRAEFRI g AIRMEThEE £ F eI LR 2 T N AR iR A FTRIIAIE AR R
B RRSRVA Y - ARAREXN N AR MERER - MIEIRGRIES] - 4
FMARENENL - FAIAEREREI S N RER Z [BIAEXIRIL » BRI A2
Fra] LB PAM API » R75{E#I(ER PAM 1ZEMISFEFITHEE » MABE T
AZHEERHAT o

5.1.1 BeEXH
PAM ECEXHIRE] “/etc/pam.d/” BRT - W FEFR » B—FAKRE
R  BHNREBIARE « B=FIRRERIE - BOFIRRERSEH -

[root@localhost mysqll# cat /fetc/pam.d/system-auth

# User changes will be destroyed the next time authconfig is run.
required pam_env.so
required
sufficient
sufficient
sufficient
[default=diel] L
sufficient pam faill
requisite pam_succeed_1f.
required pam_deny.so

account required pam_unix
account required fail
account sufficient

account sufficient

-account [default=bad s
account required

pam_pwgu .s0 try first_pass local_users_only
pam_uni shadow nullok try first_pass use_authtok

required

optional

pam_unilx.s
pam_sss.so

5.1 PAM X#ERBE RS

5.1.2 {ERIeER
Linux-PAM B PUffiE KR » KR KROAMRENES » Ef 12 1 INEE
12 (auth) ~ IKSEIE (account) » KIEFEIE (session) FZEHE (password)
BIE o — 1 EAAGER 21T > Ef RIRFARE PAM ERIER > BEEAUWT -
M auth : FARMAFNEMHTIRG o W | RTBAFPRAZRR > FFIMEF 2
& root 5 o
B account ! WKSHEHMEMHITIRE - 1l : EEAFER » BHRERK
FAF# > 32 root AR BB AFEXNMRIHERS °
B session : AREXAFERAN > NAFREGHAERITIRE W ER
ERER - BR#IENITHS XA « BEXHRAES -
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B password : EFRRAFERERER o W . EKAFE o

5.1.3 #ERltRid
PAM {ERZEHIARIC SR IEAN F B = MERAVR EIE ©

B required | RIREMERMESRI P RIIIERW » hBERRERIRREBHNIT
SeEEfE 'PAM ZHR[EIFEIRE R XEFEMIEN T RILA P RIEW - MERIEL -
MR AP IRIERRT) > FRBEREREIREIKINER ©

B requisite . 5 required L > BERUWMRXMESRIR[BIKK > N ZZIA R
ERFREIRY » RRULLERIKNY » MABHITEEL GEAVIRE

W sufficient | RIFWMR— AP BT X MERVIIE » PAM £5#5037 Z13R (0]
IERIHE S (BMERiEEER fail 7 » W= fail AR Z2ELIH) 5 3EIEFIY
REIRN AR EENESERENMEFER requisite & required 1ZEFIFRE »
HAREBHRIT o MNRILIELY > sufficient BIYEAFI optional #8[E] ©

B optional : RIREMEARTTIEERERIGIERN > AR FAF1ZZ N AEFRE
HAYARSS » —A%R[E] PAM_IGNORE(ZZES) o

5.1.4 1R

RRERZENEFARERNMAE © 45 UOS (R1F1E “/etc/security” » ATLL
HIMEARRBIEEF - EERBRIEEPFARITRYIER(EEAERE - X2BRTET
RRET WA RERIRIRIER > il 7 FRIBIHITEREL ©

5.1.5 FRERNA

pam_limits.so
W - 415 UOS 18T pam_limits.so AP ZIERHIER o ZIEHRNEE
EEREFIA P RELREPHEZMAARIFENERBR - RAZREALALE
limits.conf SSERX AP ~ BFARERNRRRRHITOECMRS > M
FEAFMEFEFHEEMZENZIR - RAFTHNZRDEIZRAEIER
HITHEC ©
B REEXH : 45 U0OS AR RERFINEEXHE
“/etc/security/limits.conf” o
B IhsE N
1 AT eR< > BIENEAR -
[root@localhost pam.d]# useradd test!
[root@localhost pam.d]# useradd test?
[root@localhost pam.d]# passwd testI
Changing password for user test1.
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New password:

BAD PASSWORD: The password is shorter than 8 characters
Retype new password:

passwd: all authentication tokens updated successfully.
[root@localhost pam.d]# passwd test2

Changing password for user test2.

New password:

BAD PASSWORD: The password is shorter than 8 characters
Retype new password:

passwd: all authentication tokens updated successfully.

2 AT T &S > EEEEXH “/etc/security/limits.conf” FFRANITFR
THAR > REIAF testl ERE SSH ARSIV R KIEIZEL o
[root@localhost pam.d]# vim /etc/security/limits.conf
testl hard maxlogins2

3 ERIM—aMIRAL » A SSH EREANARSS 2 - N TEFIT > ATUIES
FRER M RImEETIRS S - AERE=1H &7 “Too many logins
for ‘testl’” {58 > TEER ssh lRS588 ©

5.2 ssh ZEENR

pam_cracklib.so

W 0 455 UOS 124t T pam_cracklib.so 3 A B R ALK BTG HIT
TEZEME © ZERFENIERZX AP B EREMEHITIN > BeER]
[REIBFP BEXZBHNKE - ERENMAESE - BRF—XRERRAAEHE
RBHNEREREE > HEX AP ZEHITRERR > BIRARICERSIE
HESXARBRAKINHITESR o @I pam EHEXECESHRIEN >
AU —ENRAF ZBERE ©

B = %D

5.1 St
retry=N | EXER/MERZERMBY » Al AT L HREK o
difok=N | EXFHEBEERBAEDENANFRES IHEBARR  BRMEH
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riid] iR
ZHE 12 U ENFRSIRBRARN » ZHEERRIER -

minlen=N | EX AP ZEBNR/NME °

deredit=N | EX AP EBARAEIOSZDOIEE o

ucredit=N | EXBPBBERAEIBEEDIATEE o

lcredit=N | EXEPERERAED LS DN NETE o

ocredit=N | EXBPEBRXAEL OSSO MR (RRT T o

S
U

A0 3285 - B8 credit=-1 » ZFEDE— T
W Iheeli
1 AT T < » EBcEXHRIEREIEN pam_cracklib.so BYFCE ©
[root@localhost pam.d]# cat passwd
#%PAM-1.0
# This tool only uses the password stack.

A /O

password  substack system-auth
-password  optional pam_gnome_keyring.so use_authtok
password  substack postlogin

password  requisite pam_cracklib.so retry=3 minlen=8 difok=3
[root@localhost pam.d]#
2 {BEMAA RS » /8 12345678 5 123456 #1TZREMIA ©

[root@localhost Desktop]# passwd

EBXBPF root BER .

ey B85

EMBEATOEN:

EEE&‘%‘L, ELARNEENEFE. AEFE. HF. FS+HH3#, BEEBTHRSBFE—H
ol

NWEE: dIFELEK/REE
ETHHNEE: ZFEHR
)\i .

£
i 1 1F 5%

[ 322
&

5.3 &R EIRA

Pam_access.so

W 58 4E UOS iR T pam_access.so HERSEIMAFE R IP R o %18
HEEWNINEERMERRIRIBENS (SIFEEEVIRIE FQDN) ~ IP it
MAFRXMEEAIARNES] o IERNAGRTETHRBZERNENEE
XFORTE o

B REEXH 415 UOS HRE P ERIEIRFINECEX 4

“letc/security/access.conf’ c ZFEEXHEIT =1MFE » BIR ~ B

FRipe&ER » B “7 R o
@ F—1FE& R (permission) o “+” RRWFAUR » -7 RRZELIEN
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IR o
€ E-ANFE AP (user) e EXTHAF ~4A > URER ‘@ FRTRHE
AEEN LREREIRAFRHE—FEN LENRRERBRF ©
® E=NFE ipRARET (origins) o EX T RiEBIARIAIENRFR « 5%
PR~ ZRURAFR o
B IHEE N
1 AT ER< > BN P testuserl o
[root@localhost pam.d]# useradd testuserl
2 17 sudo vi /fetc/pam.d/sshd &< » TEECEXHFHR RN TIT ©
account required pam_access.so
3 1T Vi fetc/security/access.conf @< » TEXHHARMARBNT -
#AFF P testuserl M IP #i3E/y 192.168.100.6 B9 FENIZIZE FAH
+:testuserl:192.168.100.6
#HBELEFH P testuserl M IP #i31E9 192.168.100.20 Y ENIZIZE R 24<H],
-:testuserl:192.168.100.20
4 7% 192.168.100.6 By s > EAAAF testuserl ~ X SSH AR ERIZiZE
M > BRERNARF testuserl iITfE BRI ©
5 1£ 192.168.100.20 BY& % » AP testuserl ~LA SSH AR ERIZIZEE
M > BTRERNERKY -

pam_time.so
W R 435 UOS HRMET pam_time.so EIRSLI A P & RAYEIFIBRE > %
ERFERNINEEMEREaEEF AR T ENNEERERRS ©
B BEEXH  ER%KE UOSHIAREB =M » G tty AR ~ ssh BRAXFE
FERA o RIBEERAANARE » MEBEEXHNT o
@ /etc/pam.d/login : tty ERAXBIBECEX N ©
@ /etc/pam.d/sshd : ssh BEFRAXBECE X ©
@ /etc/pam.d/lightdm : B2 E RS AECE XK o
Hrb > [RHEIBAFPERITEINEEXH | /etc/security/time.conf o
B IEEMR
1 AT ER< > BN P testuserl o
useradd -m -s /bin/bash testuserl
2 ERIHFRE » YISl /etc/pam.d BRT o
3 TEBRCE XM login #1 sshd £ E “account requisite pam_time.so” >
WEZITANEEIERS ‘4 - IR EELITHS » MIEMZASR °
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4 17 sudo vi fetc/security/time.confas < » EXHERRMMTAS ©
#PRH testuserl 1£ 18 m~22 R REEM login FRERARY ©
login;*;testuserl;!Al1800-2200
#BRH! testuserl £ 18 m~22 R ARBELA SSH AR ER RS ©
sshd;*;testuserl;!Al1800-2200
AR 3485 #4177 date 752 B ZAATEZE 18:00-22:00 AHGER o £ F7EIZAT/EIER » GIUXH7T date

BT 2 T IZET AL o

5 TR —H1&E E > 7 18:00-22:00 BFEIERA » @D ssh iEiE o IRFITIE

ARSSEEXH] o

pam_pwquality.so
B R GZAERA libpwquality 1= A TFRNZBEE T &1 ERZ DR o
B ECEXH MEBEERIEFENFERIZIES 557E “/etc/pam.d/system-auth”
0 “letc/pam.d/password-auth” FIECEXHH » BEEWNTFARAZA °
password requisite pam_pwquality.so try_first_pass local_users_only
retry=1 enforce_for_root
) 3288 :retry FTIREEIBAT + ENELHABITIRIL + A ELSABIKH cenforce_for_root
Zi root FHFIR BTG ETT 5 E I HRIEHIICE °
ZERERNZRIERENEEXH N “/etc/security/pwquality.conf” »
ZIERNE R EWR 5.2 Fimk ©
& 5.2 SHHIM
>3 5 Fdat
minlen=8 FBRKER/NF 8L o
EVEENTF - KEFH ~ NEFFHNHMFRXUEFTR
Y= o
dictcheck=1 | FBRFHKE o
usercheck=1 | KB IZBHEZHAF%H > WREERE o
FHIGEPERFTHNACE » BIAMER
“Jusr/share/cracklib/pw_dict” -
enforcing=1 | ZREAIUEE PRGN GEI BT ©
MR 3585 © BB EBRHHESIEI B » 182 pam_pwquality.so 2R1TERET HEIXHIE o 5T
H 7T man pam_pwaquality i< » B E B BRI ESH °
B IHEEN
1 UITUI A< > BIEMIXAF test
sudo useradd test

minclass =3

dictpath =
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2 ERIERE > UIREIBE R /etc/pam.d T o
3 7£ 8 & X system-auth # password-auth R 7£ 3k | “password
requisite pam_pwquality.so” > FEINZITRIEEER/RS ‘4 - WFR%
BIITRAE » WMAZAR ©
¢ THITHIRSUWT -
sudo vi /etc/pam.d/system-auth
sudo vi /etc/pam.d/password-auth
TIRNNSERRIRNBT -
password requisite pam_pwquality.so try_first_pass
local_users_only retry=1 enforce_for_root
4 117 sudo vi fetc/security/pwquality.confan< » TN TARZA :
HERZRE R/ NMEN 9
minlen=9
5 117 sudo passwd test < > FIE passwd SLLER ©
EMARF test G o
FTHY 2L
TREERS . HBEDF 9 M EFER
passwd: £TE L IRIEHEIR
BN 35285 © “union12#” F4FE minlen=9 BB FBHEREEIER » TAEATHIBEZHT o
ENARF test BWERE o
FEY ZES
EIRARRY 25
passwd : FREN R HIIELEELMINER o
BRI 3285 © “union12#s” 738 minlen=9 HIBHBERSEIER » AIXAETHIGE BT o

pam_deepin_pw_check.so

W M ZAERE deepin-pw-check 12 » B FHNZBE B RIS ENERS
ZREK o

B REEXH MBEEIERBEERIZER 27E “/etc/pam.d/system-auth”
F “/etc/pam.d/password-auth” BECEN 4 > EEEWNTHE ©
password requisite pam_deepin_pw_check.so try_first_pass
local_users_only retry=1 enforce_for_root
B8 385 : retry TR EEIBAT » B REEIHNA EHIHE AN EE 2IAH % © enforce_for_root

i root FFFIR EZ G ETT S EIGEEHIICE °

ZERFMERNZEERENEEX S “/etc/deepin/dde.conf” > ZEE
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A ERFAECENR 5.3 FiR ©
7= 5.3 S
58 i
STRONG_PASSWORD = true FRERSH

=
PASSWORD_MIN_LENGTH =38 BREKEARNF 81 °
PASSWORD_MAX_LENGTH =511 | ZRiEKEFRKTF 511 i ©

VALIDATE_POLICY =
1234567890;abcdefghijklmnopqr
stuvwxyz;ABCDEFGHIJKLMNOPQ
RSTUVWXYZ;!"#S%&' () *+,-./:;<=>7?
@M\ _ {1~

BU%T Rp3EE IRABF -~ NEF
“AREFHE -~ SRR o

VALIDATE_REQUIRED =3 B3 VALIDATE_POLICY ARHy 3 #hzEEY o

BEBHREEAATET 4 fIHEX -

PALINDROME_NUM =4
B MBS abcddcba » MIARBEIZERLIY ©

WORD_CHECK=1 BERFHET » BIEASESIFHIFL -
MONOTONE_CHARACTER_NUM
i - - T BT IR o
CONSECUTIVE_SAME_CHARACT "

—>AE- EN S|t RN
ER_NUM=0

THGEFEETRNES » BIAER

DICT_PATH =

“lusr/share/cracklib/pw_dict” o

FIRST_LETTER_UPPERCASE =

AMENEFHKE o
false

B IHEEN
1 AT T ER< > BN test o
sudo useradd test
2 ERIRRE > Y)IREIER/etc/pam.d F o
3 £ B2 B X system-auth A password-auth F1 £ %l “password
requisite pam_deepin_pw_check.so” HINZITEHEEFTRBRS 4 o
MREELITAR > WIMAZREA o
¢ FTERITHHSUWT -
sudo vi /etc/pam.d/system-auth
sudo vi /etc/pam.d/password-auth

FERMBERNIABTWT :
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password requisite pam_deepin_pw_check.so try_first_pass
local_users_only retry=1 enforce_for_root
4 $117 sudo vi Jetc/deepin/dde.confii < FEXHFHIENEARMMTAR :
HEFER/NMERN 9
PASSWORD_MIN_LENGTH =9
5 117 sudo passwd test &< » IWIE passwd FLLER ©
ERAF test WER o
FEY ZES -
SHMAFR G
THED @ BEKEREDT IINFR
passwd: £TELIZIEHEIR
BRI 3285 : “union12#” F4FE& PASSWORD_MIN_LENGTH = 9 #EFFBEREEIER » TAEATIRE
&4 o
EXNARF test G o
FEY ZES
BIRMAFN B
passwd : FRENRHIIESHEELMINER o
BB 3788 © “unionl2#S” 7F2 PASSWORD_MIN_LENGTH =9 FEiBEEBSEIER » BT BETEE

243 o
5.2 iptables

5.2.1 ¥t

iptables 2 Linux B2 R ARIZE IPv4/IPv6 $IEELT S NAT B96s
LITIE > 2 Linux BINIERFEHEBHM RS o iptables TRBITERPS »
FERIZESMIN o

5.2.2 IhEEM
1 MREMA TR MER o
modprobe ip_tables
modprobe iptable_filter
2 ATA T an< > ZIEMMIEA (192.168.100.20) ping ARSS 2% ©
iptables -A INPUT -p icmp --icmp-type 8-s 192.168.100.20/24-j DROP
3 FITII T ar< » BIESMNRXE MmO (22) BYiAIE] ©
iptables -A INPUT -i eth0-p tcp--dport 22-j DROP
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5.2.3 ZZN
4t15 UOS BRINEERK T MESBA NS %R 4 iptables ©
1 Uroot AR BHERRY o
2 ERIHFE > 1T iptables-save 75 < » BRI T RZRIAD iptables M o
[root@localhost pam.d]# iptables-save
# Generated by xtables-save v1.8.1 on Sat May 23 03:16:15 2020
*filter
:INPUT ACCEPT [23498:16150128]
:FORWARD ACCEPT [0:0]
:OUTPUT ACCEPT [15403:3768018]
COMMIT
# Completed on Sat May 23 03:16:15 2020
# Generated by xtables-save v1.8.2 on Sat May 23 03:16:15 2020
*security
:INPUT ACCEPT [23498:16150128]
:FORWARD ACCEPT [0:0]
:OUTPUT ACCEPT [15403:3768018]
COMMIT
# Completed on Sat May 23 03:16:15 2020
# Generated by xtables-save v1.8.2 on Sat May 23 03:16:15 2020
*raw
:PREROUTING ACCEPT [23498:16150128]
:OUTPUT ACCEPT [15403:3768018]
COMMIT
# Completed on Sat May 23 03:16:15 2020
# Generated by xtables-save v1.8.2 on Sat May 23 03:16:15 2020
*mangle
:PREROUTING ACCEPT [23498:16150128]
:INPUT ACCEPT [23498:16150128]
:FORWARD ACCEPT [0:0]
:OUTPUT ACCEPT [15403:3768018]
:POSTROUTING ACCEPT [15403:3768018]
COMMIT
# Completed on Sat May 23 03:16:15 2020
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# Generated by xtables-save v1.8.2 on Sat May 23 03:16:15 2020
*nat

:PREROUTING ACCEPT [0:0]
:INPUT ACCEPT [0:0]
:POSTROUTING ACCEPT [0:0]
:OUTPUT ACCEPT [0:0]
COMMIT

# Completed on Sat May 23 03:16:15 2020

5.2.4 HX&G<T

B U root BREMERAS > TX A ME » 1T iptables-restore a5 < > M
— PN EFERNXHFIRE iptables o

B 77 iptables-apply &% » E#f iptables o

B 11T iptables-save % » ERASM iptables MINHBEERBET o

5.3 Nmap

5.3.1 ik
NMap (Network Mapper) =& Linux FHIMSEIFEFMRIETRE - E8I&
T ERSREMPEARMNE - LFHHNARERRE IP IRSCRAIMNE LH
R » UMBLENBEHARS (BIENARERRMREESR) « ABLR
SETEMFARERS (BERSER) ~ el MERTALRMIRIGT ISR/ BN
& o B AIUENEIERAMIBERAETENIE > il > EFEEIMNENEE B
BARS AL - USSR ENMBARSSAYIETT o NMap #ZOTheEd T
B FHULIN (Host Discovery) BFAMBFENEBE L FENIRE (Active) °
B O (Port Scanning) : BFHE#EEN ENIRORT » TERSEHK
(Open) ~ % (Closed) ~ i@jE (Filtered) ~ RiZiE (Unfiltered) - FFH|
I8 (Open|Filtered) ~ XiF|idi& (Closed|Filtered) °
B RrZfiil (Version Detection) : AFiRFiHO _EiEiTHIN AERFAIRRES
B RERSFUN (OS detection) : BFIRGIBIFHIARERALE hRAHES
Rig &L o
B [5X3%/IDS #3& (Firewall/IDS evasion) : nmap 3R FH ISR AR ELR, X
15 ~ IDS W RIRANE » ETFREMIRE BTN - Es N EiEs
F (Fragment) ~ IP &3 (IP decoys) ~ IP {835 (IP spoofing) ~ MAC it
% (MAC spoofing) % o
B NSE filZ5|%2 (Nmap Scripting Engine) : BFIEREN LI - IO
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7/

RRAATUI RIERSOUNZTNEE - PTLARRY BEKAVTHEE -4 web 134
RAAI T RF

5.3.2 &

M root AF#IT dnf install nmap 6% > &% nmap °

5.3.3 ThEEMt

1 Uroot AR BMERZS » BR AR > RITUN TS > FWEVFERE
B9 TCP ix [ o
nmap -v localhost.localdomain

2 ATWI T A< » HITME SYN 3% > ANSHAESS TEEVIRIERSA
HKH o
nmap -sS -0 scanme.nmap.org/24

3 ITAI T e < > BENLIER 100 & ENPHESZTIT Web ARS2: (im0 : 80) »
FEEIEM B A X RN SOCRIAE ENE S TE ©
nmap -v -iR 100-P0 -p 80

4 PATU T < »134 4096 1 IP sthutHEH Web ARS528 13RI Grep
1 XML 4 R7F ©
nmap -PO0 -p80 -oX /tmp/pb-port80scan.xml-0G
/tmp/pb-port80scan.gnmap 192.168.100.20/20

5.4 Auditd
5.4.1

Auditd 2—F Linux fRSZEB TEE2HITRA LR -HITRARHE UOS &
2RRANEBEARIS » Z2HFITEBXIXYE ~ BR  RARR - RAFERHT
EFIER - RAATIER BT BTSN ISIEME TN - EE RN T
HITHIER » UWEHRHITRREBEMENIL °
5.4.2 B&h

Audit iRSSEEIAR © 117 systemctl start auditd.service 5% °

5.4.3 BEEXF
HITFIP#HEE | 24815 UOS P » FiPHEARICHITMEREAEEHITH
& o ZTIFHEEERNMIEXY » 2RINFEEREMMNEE -
B SRR EXH | SIS U0S # » IMREECE XM RIEREN
“letc/audit/auditd.conf” o
B SHiAUEEXH | ESE U0S # » MINECE XX HRIEREE N
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“/etc/audit/audit.rules” > B AJ1RHE B S B H KERE XA HIENEN
F o ELE{E UOS A » BRITHINIGETER auditctl TERFIEHIHEITR S
A AIFEITHER ofIg0 (BERIX/etc/crontab FHTIEE »HEHIKE key
79 CFG_crontab » AEXMBEHITINER » AAEGSW TR ©
@ &< | auditctl -w fetc/crontab-p wa -k CFG_crontab o
& #Bem%  auditctl -W /fetc/crontab-p wa -k CFG_crontab °

5.5 sysctl

5.5.1 ¥k
“Iproc/sys” BRTEFHREAZSHNIZSE » HEUIUERFIGITHR#HIT
B BEREBVISSTEKRR o “letc/sysctl.conf’ B— P AFRZEIEFEIRTT
A Linux 249320 » ©85—L TCP/IP XM ELINEFER AN S RIEN -
EBEIRNZSHKALER - Wi EiR > “/proc/sys” TARXHSEEXH
“sysctl.conf” FELTEFEEEMMKXR ©

5.5.2 IhEEN
1 Uroot AR BMERARS » TR IRFE ° 117 sysctl-a 85 < » B RPRE I
BUHIRNIZSEHE -
2 1T “sysctl-w =" @< ERAZSHE  AFNSHEREERUT -
B kernel.randomize_va_space : BRI ERFHILFENLEIIT S ©
B net.ipv4.tcp_syncookies : FAFALE SyncFlood BiE ©
B net.ipv4.tcp_fin_timeout : RIRHARS 2FEBNXFAEZET > socket fREF
£ FIN-WAIT-2 RSB R ABT{E] ©
M net.ipv4.tcp_max_syn_backlog : &R TCP = /RIBFEIMELIES SYN
BEKRFINERARKE ©
B net.core.somaxconn : EXRFEPEF— N inORANERATIHNKE °
B kernel.kptr_restrict : FEHIM/proc/kallsym FMEMIZEOE TR (TEN)
RIZRF S RV
B vm.mmap_min_addr F5ERF#HEEE mmap BIERNR/NEMRE
itk > DU G LT (Rt b 22 ) = BRY SR L 2Rl o
BB 3788 - 3t FIEIRGBE1E » #1717 cat /proc/kallsyms 552 » EIRIRIETFEMUHIG B AT L ©
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6 IRSI|[/EHTH
6.1 sysstat

6.1.1 Bt

sysstat @—MEMRFAMBERMEN T A » Ebil CPU R IFRMML
BHHIE - WENI DXL RAMEELRE G THIRAAR ST ERIET ' B
BARRBITHER - LERIE1TIRS MG SIBITF osysstat MEBEMWITARANT -
iostat TH : {2t CPU FRXNERBEHUHATEIE -
mpstat TR : {2088 EUE -
sar TH : A5l  IREHGFERAEFHRER
sal TH : ARKREHERERAADSEEI—ITZTHINXEF - ER
BIITRIES LA cron RisfT ©
sa2 TH : ARIESXRMNARTHREETAREENIRES « ER N sar i
RITRYEIL » E38d cron KiEMA o
B sadc TH ARBRERADSEE RBRENHIES A— P ZT#HHIB X4

EW A sar TEMGHE o

B sadf TR | B/t sar BT M8 OURERIEUE ©

6.1.2 & sysstat TH
yum install sysstat-y

6.1.3 BCENXH

B ERHEEXHA “/etc/sysconfig/sysstat” o

B sa A sar WEREIRRIAMREZRZN “/var/log/sa” » BIECKET » RIS
“letc/sysconfig/sysstat” ECEXHY SA_DIR BcEIN o

6.1.4 G<ITER

sadc TR

sadc TREKE “Jusr/lib64/sa)” BRH - ZzT BIBHIRES E— i
Bt NEEEEFHWIBAS > N sadf TARER o ERIHERE ° 1T
man 8 sadc % > AIEFEHMEZSHNREZ X °
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Linux User's Manual

comment 1 [ -D 1 [ -F1[-f10-t1°0-v1T[-5{keyword [,...1 | ALL | XALL } 1 [ interval

command
It writ
3 ~t3ndard ate le { bel ase 3 le : ady ex , sadc will over-
t 1f it from a prev1uua month By de adc co 3 t of the data available from the kernel. But there
Al )optlon l metrics, fer which the relevant opt10n~ must be explicitly p d to sadc to be collected (see option
-5 below) .

The standard tem activity daily d%t% file 1s named D unless option -D is used, in which case its name
where YYYY WM for the current month and DD for the current day. By default lo-

ar/log Yet it is possible to specify an alternate location for it: If putfile is a dlrectorv
ead of a p131n f11el then it wlll be considered the directery where the standard tem activity daily data file
L be saved.

when the count parameter is not specified, sadc writes its data endlessly. when both interval and count are not speci-
fied, and option -C 1s not d, a dummy record, which 1s used : rtup to mark the tlme when the counter
restarts from 8, will be written. For example, one of the
data file by the command entry:
Jusr/libi adc -
The sadc command 1s intended to be used as a backend to the sar command.
The sadc command only reports on lecal activities
C comment . . . ) . )
when neither the interval nor the count parameters are specified, this option tell adc to write a dummy record
containing the specified comment string. This cemment can then be displayed with option -C of sar.
Use saYYYYMMDD instead of saDD as the standard system activity daily data file name.
The creation of putfile will be forced. If the file already ex1 and ha format unknown to sadc then 1t will

be truncated. This may be useful for daily data fil created by an older version of sadc and whose fermat 1s no
longer compatible with current one.

6.1 man 8 sadc BRRA

sar TH
sar Iﬂiguﬁl%% CPU ~ EEETHEEIE » Bl UREDSER - (TRiIH
HE > iiTmanl saripS > I EEEMBEZSHNES X ©

Linux User's Manual
r - Collect, report,

Al [L-B1I - F [ MOUNT ] 1L-H1I [-pl[-qll
cu fae 110 -vI1T[-v - 1 [ --dec={ @ | 1]2%}1 [ --dev=d
--help 1 [ --human 1 1 adc 1 [ -I{ int L | suMm | ALL }
keyword [,...]1 | ALL Y} ] [ -n {L Lo | ALL }] [ -i4{10] LAEEL

[ filename 1 | -[0-91+ ] [ -i interval ] [

DESCRIPTION
The sar command writes to sta
The accounting tem, base ali E informat the apeclfled number
of times spaced at the 1 ] secand: rval parameter 1s set to zero, the sar command d
plays the average statistics for the time since the system was started. If the interval parameter 1is HpElelEd without
the count p then repor re generated continuously. The collected d 1
lag, in addition to being displayed onto the screen. If fi
daily data file (see below). By default all the data a

and writes to standard output records previous saved 1n a file. 1s f1 : either the
¥ lag or, by default, the standard s E y daily data fil al ble to enter
2 etc. as an argument to sar to display data of that d ago. For example, -1 will point at the
tivity file of yesterday.

Standard system activity daily data files are named saDD o

the current E D . They are the default files y

plicitly specified. W se 1te data to files (with 1ts option -o), L YYYYMMDD 1f option -D has
been specified, else 1 11 . When used to display the records previousl ] file, sar will Tlook
the m recent of saDD and and it.

Standard system activity daily da files are located in the /log/sa directory by default. Yet it is po

i
ecify an lternate WQCatlon fcr them: I1f directory (1 d of a p]aln file) is used with options -f or -o then it

Without the -P flag, the ¢ al ] atistics, which are calculated

averages for values expr d d . : a given, the sar command reperts
activity which relat ] ] ] If -P ALL is given, the sar command repor tatistics
hi ach indi al Ell 0ffli S50r5 3 + displayed.

6.2 man 1 sar £RR0

iostat TH
iostat TEBETFTERRS CPU FHARES - ERIGENELR « FRIERE °
1T man jostat s » A EBHEMEZSHNES N °
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Linux User's Manual TOSTAT(1)

1ostat - Report Central Processing Unit (CPU) statistics and input/output statistics for devices and partitions.

SYNOPSIS
iostat: [ el -d1[-h1'l-k]-m][-NIT-s11-t1T-VIT-x11-%x1T:-=21T--dec= { ]
ID0 | LABEL | PATH J UID | ... } 1 [ -0 JsoN 1 [ [ -H ] -g group_ name ] [ --human 1 [ -p [ device [,...]
vice [...1 | ALL 1 [ inte [ count 1 1]

DESCRIPTION
The iestat command 1 d for monitoring tem input/output device loading by observing the time the devic re active
in relation to their average transfer rat The 1ostat command gener tes reports that can be used to change tem con-
figuration to better balance the input/output load between physical dis

The first report gene ¥ > 1 command provide tistics concerning the time since the tem was booted, un-
less the -y option 1s 2, this first report 1s omitted). Each subsequent report cover

the previous report. All statis re reported each time the ieostat command is run. The report cons

row followed by a row of CPU stati s. On multiproce tems, CPU statistics are calculated

among all processors. A device header row is displayed followed by a line of tistics for each device that

ured

The inter parameter specifies the amount of time in seconds between each report. The count parameter can be
junction with the interval parameter. If the count parameter is specified, the value of count determines the number
generated at interv seconds rt. If the interval parameter is specified without the count parameter, the
] continuol

REPORTS
The ilestat command generates two types of repor the cPu Utilizatien report and the Device Utilizatien report.

U utilization Report .
The first report generated by the 1ostat command 1s the CPU Utilization Report. For multiproce
CPU values are global averages among all processors. The report has the following fermat:

Suser
Show the percentage of CPU utilization that occurred while executing at the user 1 L (application).

snice
Show the percentage of CPU utilization that occurred while executing at the user level with nice prierity.

Show the percentage of CPU utilization that occurred while executing at the system le (kernel).

6.3 man iostat Bl

mpstat TH

mpstat TREFERRATZRER AL CPU BIFBEMNSIT - mpstat
RTINS ER - F-P RISEW CPU » BAMEZEHY ID M 0 FFHARY - PROC X
HRARTEER > FIANBRT  RABEETET proc XH RS - ELIGHAE »
17 man 1 mpstatas< > AIEFHMESSHREZ N °

(1) Linux User's Manual

mpstat - Report proce

SYNOPSIS
mpstat [ -A 1 [ --de [ -ul [ -v1I[-1{keyword [,...1 | ALL } 1 [ -N { node list | AL } 1 [
i [ count 11

DESCRIPTION
The mpstat command 1 to standard output activities for each available processor, processor @ being the first one.
Global average act i mong all processors are reported. The mpstat command can be used both on SMP and UP ma-
chines, but in the latter, only global average activities will be printed. If no activity has been selected, then the de-
fault report 1s the CPU utilization report.

The 1interval parameter ecifies the amount of time in seconds between each report. A value of 0 (or no parameters at
all) indicates that processors statistics are to be reported for the time since system startup (boot). The count parame-
ter can be specified in conjunction with the inter parameter 1if this one not set to zero. The value of count deter-
mines the number of reports generated at inter art. If the interval parameter 1s specified without the count
parameter, the mpstat command generate 1

s option equivalent to specifying -n -u -I ALL -N ALL -P ALL

--dec={e | 1]2} ) .
Specify the number of decimal places to use (8 to 2, default value is 2).

-T { keyword [,...]1 | AL }
Report interrupts statistics.

2 keywor are CPU, SCPU, and SUM.

U keyword, the number of each individual interrupt received per second by the C C s displayed.
are those listed in /proc/interrupts file.

wWith the SCPU keyword, the number of each individual software interrupt received per second by the CPU or Cl is
displayed. This option works only with kernels 2.6.31 and later. Software interrupts are those listed in
oftirgs file

With the SUM keyword, the mpstat command reports the total number of interrupts per processor. The following vz
ues are displayed:

CPU
Processor number. The keyword all indicates that statistics are calculated > s among all proces
sors.

6.4 man 1 mpstat £
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sadf TH
sdaf TEFEZEMNZ
1TER - EXIRSE ° 1T man 1 sadfin<

SADF(1)

RS (FARREY sar FRURERRYERYE > F ISl
» AJERHMEZSURNEZ X -

Linux User's Manual SADF(1)
NAME ) .
- Display data collected by sar in multiple formats.

[ -c 1 c| -d| -gl
cpu_list | ALL } ] [ -s [ hh:mm
1face list 1 [ -- sar options | [ interval

I

--iface=

|-l -pl-rl-x10[-H1IT-AR1[-T]-t]-ull
111 -el bh:mm 11 [ --dew 1 : U
[ count 71 I tafile | - EIE]

/11 -0o0pts I[,...
fs list 1 [

DESCRIPTION
The sadf command
can write 1ts
pattern proce
activities collected by
-g).

is used for displaying the contents of data files created by the sar(1) command. But unlike sar, sadf
2 in many different formats V, XML, etc.) The default format 1s one that can easily be handled by
like awk (see option -p). The sadf command can alse be used to draw graphs for the variocus

and display them as 5VG (Scalable Vector Graphi aphics in your web browser (see optien

The sadf command extracts and writes to standard output records saved in the datafile file. This lee must Iave been cre-
ated by a version of sar which 1s compatible with that of sadf. If dataf
activity daily data file. Tt is

ago. For example, -1 will point

ible to enter -1,
tandard

alse p
the

The standard
the current month and DD fo

y data file 1

where YYYY
recent cf

YYYMMDD , and use it.

1
he current da
located in the /var/log/

10cat10n for

default 1t 1s
il

The inter
parameter 1s not set,

All

directory (1
data file 1s located.

are used to tell
ed in the data

and count parameter =
then all the recor ile
the activity flags ef sar may be entered on the command line
(--) on the command line 1in

adf to select

will be

to indicate which activitie
order not to confuse the f

apart. If the count

re to be reported. Before
with these of sadf. Not

specifying them, put a pair of d

specifying any flags selects only CPU activity.

Tell sadf to display comments present in file.

old
ntax:

Convert an stem Use the

following sy

activity binary datafile (version 9.1.6 and later) to current up-to-date format.

sadf -c old_datafile = new datafile

6.5 man 1 sadf 27l

6.1.5 IjJHI.‘.I “ﬁt
1 £/ sadc WERACHSEIE > ILEESHURE—R » HIKE 5 R
HEE—M5 EEI’JYFF o i@ sar IE%ﬁégfﬁE’Jhu

-f rE(urd 1
36.uel20.aarché4 (1 20204E06 5248

jJILA :JILJ\ ’

t.localdomain) _aarch64_ (4 cpu)

%lowalt %steal
0.0
0.e0

snice
<]

9.00 100

6.6 sadc ILEZRY

ERIE > FHE

Sal’ gg %»)L’l}(/u\

2 CPU FIAZE

IS EH 0 BFIRE—REIE »

HIREL 5 R °

g 15

)36.uel208.aarch64 (localhost.localdomain) (a cPu)

6.7 sar $XEX CPU F|B=
BEWEIER > LIRS 1 HER—K >

3 BEENS IR e

/\Sqtﬂy 5
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1# sar -n DEV 1 5
0-2003.4.0.0036.uel20.aarch64 (local

.localdomain)

rxpeck/ xk txkB/:
0 0

6.uel20.aarch64 (local

avg-cpu: %user %nice %system %iowait %steal %idle
0.14 0.0 08  0.26 3] 51

ost.lecaldomain)

_aarchs4_ (4 cpu)
sifutil
.0
sifutil
0.88
0.0

sifutil

sifutil
0.00
0.00

s1futil

rxmest/
0.00 0

sar I MZIGZELIE R

20204£06 524 _aarch64_ (a cpu)

.localdomain)

%irg
0.00

snice
00

snice  %sys %iowait
0.0 8 .80

%usr %nice

%lowalt
08.68

o

6.9 iostat B/~ CPU FJBZX

5 it MBS AL CPUO F AR

(4 cPu)

sgnice
0.00

%gue %gnice
.00 0.0

sgue: sgnice
0.00 1

sguest Sgnice  %idle
8.00 8.ee 1ee

sguest S%gnice
0.0 0.9

%guest S%gnice  %idle
.08 .60 100.

6.10 mpstat 4t CPUO BIFI =R

6 MERIRYA B HIEX IR cpul BIZTTHEREE

~]# sadf
UTC
uTC

C cpul
pul
UTC cpul

6.2 top
6.2.1 #t

%iowait
%steal
%idle
Suser
%nice

%system O
%

wait
bs teal
%idle
%user

iowait
%steal
%idle

%iowait
steal
%idle

6.11 sadf $#2EX cpul MISEIHENIE

top Z Linux RPN — N EoIRIHZEES B— TIXAENNNARER °
ERNLAR#HITRRETVEE » IR SRR S HIZS &R > Al@d 75 m e
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HItLEFZE) o

6.2.2 FTITEA
FELIRR®E » B root AP 1T dnf install procps-ng procps-ng-help
(/Ie#/i’?ﬁf?ift‘procps-ng-help) ﬁ%*** procps-ng # procps-ng-help %X
% o BlfE » iTman 1 top % » AIEEHMEZSHNES N °

User Commands

ay Linux proc

top -hv|-bcEH10Ss1 -d s -n max -u|U user -p pid -o fld -w [cols]

The traditional switches *-* and whitespace are optional.

DESCRIPTION
The top program provides a dynamic real-time view of a running system. It can dis
a list of proc or threads currently being managed by the Linux kernel. 0 0
hown and the types, order and f information displayed for proc are all user configurable and that configura-
tion can be made persist

The program provides a limited interactive interface for proc manipulation as well as a much more extensive interface
for personal configuration -- encompassing every aspect of its operation. And while top is referred to throughout th
document, you are free to name the program anything you wish. That new name, possibly an alias, will then be reflected
on top's display and used when reading and writing a configuration file.

OVERVIEW i
Documentation
The remaining Table of Contents

OVERVIEW
Operation
Linux Memory Type
. COMMAND-LINE Options

UMMARY Display

a. UPTIME and LOAD Averages

b. TASK and CPU States

c. MEMORY ge
/ Columns Display
CRIPTIONS of Fields

. SUMMARY ARI

. TASK AREA
1. Appearance
2. Content
3. S1ze
4. Sorting

d. COLOR Mapping
5. ALTERNATE-DISPLAY Provisions

6.12 man 1 top ExRxAl

REXmLUWT

4. INTERACTIVE Commands . . —— . . .
Listed below brief index of commands within categories. Some commands appear more than once -- their meaning or
scope may vary depending en the context in which they are

q, 5, T, W, 2z,0-7

w

Up, Dn, Left, Right, PgUp, PgDn, Home, End

& 6.13 top XEX &L IHAA

6.2.3 IheEMX
M root HFP BHESAL » TABRE » 11T top % » B2 e
R o
WETz8 BHEtE; BRIgTF 28 BEEE-
W TN M PID B9A/ IR HES &R st A28 & o
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W ET P LU CPU AKX/
W T miE > DRESARR/NI
W T 3R EERARTRAYS o
W REWT

& ERRFER

=

FFHFF#HIZTR -
FRHEF#HIZT &

=H

1:28, 4 users,
1 running, 15
8.1 ni, 9

4905.1 free,
3071.9 free,

COMMAND
Tightdm B 120332 66838 0 2.9 Tightdm-deepin-
Tightdm o 893184 88 5580 0 anboar
root ] 472 o 5 ] 0. X
root 0 : 3 0 0. ystemd-journal
root B 0 : 0. firewalld
root 8 547984 354 : : Tvmdbus
root 0 7 0 3 5 0 0 tuned
root 0 0 0 .13 NetworkManager
root
root
root
polkitd
root
root
lightdm
root
root
root
root
root
root
root
root
root
lightdm
testuse+
testl
root
root
testl 6 183104
testuse+ 0 183104
lightdm 0 117568
root 0 182
systemd+ 0 0 23104 12800

6.15 top Bt

@ % cpu FEEANER o
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07 up 1:31, 4
1, 1 running

, 8 8.9 ni, hi, ©.0 si, 0.8 st
6814.1 total, 4904.7 free, E sed, 74.1 buff/cache
3071.9 total, 3071.9 free, .8 avail Mem

lightdm 2 8 8 ) “17 Lightdm-deepin-
root 28 6 177728 md
2 root ] ] 0 kthreadd
root 0 -20 ] 0 0 .0 reu_gp
4 root 0 -2 0 0 0 .0 0 rcu_par_gp
6 root ] 0 0 0 .0 o kworker/e:eH-kbl
root 0 -20 0 0 0 0 .0 0 mm_percpu_wq
9 root 2 0 k /
0 root
root |
2 root 0 8 € e e © ® migration/
3 root 2 8 8 o B o o ® cpuhp/@
root 2 e e e e e 8
5 root
6 root
3 root
9 root
6 root
root
root
24 root
5 root
6 root
root
29 root
0 root 0 -20 0 0 0 0 .0 © netns
root 20 © 8 0 0 0 .0 0 kauditd
3 root 20 0 e 0 0 0 .0 0 khungtaskd
4 root 2 0 8 0 0
root
6 root
root 5 5
root 39 19 8 9 9 e 0.0 e khugepaged
9 root 6 -20 8 B B 6 0.0 8 crypto
8 root 8 -20 8 9 9 0 kintegrityd

6.16 top 2% CPU ERAHEE

6.3 iotop
£ (5 UOS > EREM top BY i/o WEfT2S o

6.3.1 #fat

iotop ML EB— N HAFREMERE 1/0 FHAKRE top 2T A o iotop ABS
top MLIMEAF REED > EHREIEPID ~ AP ~ 1/0 ~ #HI2HHXER - Linux
THY 10 it THYUN iostat snmon EAZHEZRERIT IS MLFNRE /R
MREBHESMHESWNMEER 10 B9 > ATLUHIT iotop SiLHITEE o
6.3.2 MTNE

ELIHRE » B root AP AT dnfinstall jotop iotop-help (1K e HgH
7Z7E iotop-help) % %% iotop # iotop-help B4 - 5EAfE » $11T man 8
iotop#% » AIBEEHMESSHKRESZX °
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System Manager's Manual T0TOP(8)

i1otop - simple top-like I/0 meniter

SYNOPSIS
lotep [OPTIONS

DESCRIPTION

_TASK_| [IELAT A s L ONFIU _TASK UNTING, CON-
{ In your Linux kernel build configuratien.

L hread during the sampling peried. It
the percent e of time the thread,proce.. _pent while s applnu in and while waiting on If0. For each proc
priority (class/level) is shown.

In addition, > total I/0 bandwidth read and written during the sampling period is displayed at the top of the inter-
face. Total D READ and Total DISK WRITE values represent total read and write bandwidth between proc and kernel
threads on the one side and kernel block device subsystem on the other. While Actual DISK READ and Actual DISK WRITE val-
ues represent corresponding bandwidths for actual d I/0 between kernel block device subsystem and underlying hardware
(HDD, &SD, etc.). Thus Total and Actual values may not be equal at any given moment of time due to data caching and I/0
operations reordering that take place inside Linux kernel.

Use the left and right arrows to change the sorting, r to reverse the sorting order, o to toggle the --only option, p to
toggle the --proc option, a to toggle the --accumulated option, g to quit or i to change the priority of a thread or
a process' thread(s). Any other key will force a refresh.

OPTIONS
--version . i
Show the version number and exit

-h, --help ) )
Shew usage informatien and exit

-0, --only
Only show process actually doing T instead of showing all processes or threads. This can be dynam-
1cally toggled by p

-b, batch
Turn on non-interactive mode. Useful for legging I/0 usage over time.

-n NUM, --iter=NUM

Set the number of iterations before quitting (never quit by default). This is mest useful in non-interactive

6.17 man 8 iotop £~

6.3.3 Ihgellizt
1 Uroot HRBMERZRY > TR0 1 RE » 1T iotop 8% » BRARSHE
{EMEER |/0 RO RRRISREPRTS ©

Total DISK WRITE :
1 DISK WRITE:

a
1tched-root --system --deserialize 18

[ralgﬂ
[rcu_par_gpl
[ks kblockd

4 root

& 6.18 iotop B/RHEER /0 ERPIRTS

2 PIRE R 2 RE > AT T < > RMEEHITEIR(E > Kim 1 B iotop K
SENEREIERENERE °
cd /home
dd if=/dev/zero of=bigfile bs= 1M count=5000

3 YREIRGG 2 RE > AT Ta< » MHEEFHITIRIR(E » Kig 1 B iotop K
DX BRI RAIRRE o
cd /home
dd if=bigfile of=/dev/null bs=1IM

6.4 lsof

6.4.1 Wt
Isof (list open files) B—MFIHHBFRASITAXMHHNIEA - BIXHR
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XA LR IR E AL EEE - i rT LA IR] PSR ANRE (¢ » aNiEiazEml il (TCP) #
AP #ERDIX (UDP) BEFF - AR aHNRNARF DR 7T — X4
BT > XA AN BREFSEMIGEFRAZ BN ERMH TEAEO -

Isof yTARIXAIT : HEXH ~ BR - WEXHRFHIXHE « FRIHIRE
X~ (RE)HZEE - BE/amEE - §5#E - NEXHSF -

6.4.2 BTN4E

17 lsof | less @< > BIEEHEXIT ©
COMMAND : H#FZRIZFR o
PID : H#ZHRIRTT o
USER : #1EFEE -
FD : XHINTFT » N AR EE AR BZ S o
TYPE © S48 o
DEVICE : 15 EHERRIFT
SIZE : XHBEIK/N ©
NODE : 5|1 = (X4 ERIFRIR) ©
NAME : $THXHRIBALI R ©

6.4.3 THEEMiz
B #1717 lsof -u username @< » IHETRAFPITANXHER ©
R 3585 : -u TG u BSERE user BT o
B 117 lsof -c apache < » FIHENEFHEZEFITHNXXHER ©
B 17 lsof -c mysql-c apache @< » SIHZPMHBITANZIXHEEER o
B 1T lsof -u test-c mysqgl &< > SIHENBAPURENHIZFTITHRIX 4
B8 °
B 17 lsof -u Yroot dr< > FIHFRT ENFAFIMIRIT AR ER ©
BR) 385 - XL 2B+ R B TR TH AR o
B 17 lsof -p I 8n < » FIHENHESFRITANXHEHER o
B 17 lsof -p 1,2 385< » FIHBZMHEES WM HER ©
B 17 lsof -p "1 85< » FIHR T ENHES » HMFERSFITANXHER -
B 17 lsof -i &% > FIHFIBERIMEKERE ©
B 117 lsof -i tcp A% > FULFRE tcp MEEZER ©

6.5 psmisc

6.5.1 #fat
psmisc B—MERA proc XHRFZNRGE > MAR— MR BRERS ©
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LRI HEE @ BENEFRNTRATR
% 6.1 psmisc 1ZHIZFIBE
2 WiBA
pstree Er— IR o
pstree.x11 Ea_?—/l\iﬁﬁm » ERIEIEE pstree I—NRFS o
fuser FRAXHNEEFFRIRAIHE -
prtstat TEN— P HENZRITER o
killall BT HERXE Kill H#E2 > B[R ETHHER —MES ©
pslog I EHEN SR A EREZ

6.5.2 ﬁ:’%"‘é”

FEARRAE > 117 man pstree/prtstat/. &< > I BEEHMEZSHNE
BN o
6.5.3 IhEEMik

?ﬁlﬁ pstree -n p e WEIHTE pid K NHEFE » B3 ER o

—{auditd}(1291)
dbus - daemon (1318) —{dbus - daemon} {1488)
NetworkManager(1311)——{NetworkManager}(1395)
{NetworkManager}(1426)
dhclient(1553)

ogd}(1394)

ogd}(1397)

tkit-daemon}(1428)
{rtkit-daemon}(1429)

sksd}(1364)
udisksd}(1431)
d}(1549)
d}{1561)
systemd-logind (1336
chronyd(1338)
ance(1339)—{1rgbalance}(1340)
storecond(1343)
Lvmdbusd(1457) ——{Lvmdbus d} (1564)
{lvmdbusd}(1568)
{1lvmdbusd} (1569)
tuned(1483) ——{tuned} (1899
{tuned} (1
{tuned}(1

gssproxy{1491) —1{
_Eft
{polkitd}(

polkitd(1495)

6.19 pstree B/RHFZH

6.6 procps

6.6.1 Bk
procps-ng B@—MEM proc XERZEHNNMHE > MAZR— T REHINAE
FF o ZRIRHEE » RUNERFUTRAT ©
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3+ 6.2 procps-ng I BB HI IR
slabtop | SLFYERA#Z slab cache 58
skill RIE—MESLAHIE o
vmstat | IREXFHE -RF T 3 io ~FEk R cpu BUEBHER
watch | EHAMBRITENER » #2RERHIBIT

free ETRRAZPTARAFNEFERRNE °
pwdx | IRE—THENHFLIEER °
snice | RIE—NMESHIREHERES o
sysctl | BITEHMERAIZSEL o
pgrep | IRBRULECRYIAIUR AT I FH S L HFiisiTHIHIZ o
top AL NETRRATRHEIRS °
ER—IER » SERAFHFINE « RABLEIT T SKNE
HARAERTZVIERE o
w ETEERTRY > UNRIEEMMHA -
tload | EIEEXRIHEFALETRRFNTIINE o
pmap | IRE—MHERIRNFIRES o
ps R Y HIERIIHIZAYIRE o
pkill R ULEC A ETAR E B H 5 H Haia i TH#HAE o
6.6.2 BTNA
FARIRRE 1T dnfinstall procps-ng-help &85 &% procps-ng-help
(1% e g HA7Z7E procps-ng-help) € < 11T man slabtop/pgrep/... 88 < » AIE
EHMESSHNEZ X ©
6.6.3 THEEMA
17 pgrep 1 6% » B 1 SEMNHEMNNFMET -

uptime

6.20 pgrep EERHIERBG
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6.7 e2fsprogs

6.7.1 Bt
e2fsprogs @—MEM proc X RARRGE > MAR— T R2MHNATE
FF o ZRIRHEF » RUNERFUTRAT ©
3+ 6.3 e2fsprogs BB IR IR 15 BB
e2undo B EM ext2/3/4 X F#48Y undo log °
dumpe2fs | 8 super block EAIEE dump %l stdin ©
resize2fs | JAEE ext2/3/4 X RGZERT ©
e2fsck ext2/ext3/extd X RFINEIRER ©
mke2fs BIEE ext2/ext3/extd XHZF o
eddefrag | extd XHRGEHHEIEERF o
filefrag RERISEXHERIER o
lsattr 3 ext2/3/4 X RS ENEBIEHITER o
fsck.extd | extd XHRFENBE—MRIERGRS o
fsck.ext3 | 127 Linux BY ext3 XS o
fsck.ext2 | ext2 XHFRFOE—MRMENGFES o
e2image | ¥ ext2/3/4 ZRANXHEIREI DX o
badblocks | JEE MG FIQEIFIZATIR o
debugfs | ext2 XHRARXEAFFETIE °
tune2fs BRI EE ext2/ext3 XU RANXGERASEHER °
logsave | REFE— M SHRILEI—MEEXHE o
e2freefrag | 7 ext2/ext3/ext4d X4 RFIREHH IR ZE(BNED
chattr 3t ext2/3/4 XHERFHFENBMHRHITES °
mkfs.ext4 | BIE—1 extd XGRS ©
e2label IRE LABEL
mkfs.ext3 | BIE—1 ext3 X RS ©
mkfs.ext2 | BlIE— ext2 XGRS

6.7.2 BTN

FRERE » 11T dnf install e2fsprogs e2fsprogs-help (1% e RH7Z7E
e2fsprogs-help) @< » L%k e2fsprogs # e2fsprogs-help & ° $11T man
e2undo/e2image/...tp < » AIBEHMESSHNEZX ©
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6.7.3 IjJ Bell IJﬁt
17 tune2fs -c 30 /dev/sdal tp < » IEBERAFNEXHRFEEI BT
FEERER o
[root@localhost yum.repos.d]# tune2fs -c 30 /dev/sdal
tune2fs 1.44.6 (5-Mar-2019)
Setting maximal mount count to 30
[root@localhost yum.repos.d]#

6.8 strace

6.8.1 HEut

strace @ — M &12#r ~ A ~ fEi‘I'?—{ZISE’\JIQ o {E iz T HE ] AR ER i
EHRITHRNAZRRMFIZEWNES - SHEREHEFSEN BB ARF
SEATMERZSIER > BERY ﬁﬁﬁiﬁl‘ﬂﬁ@#ﬁﬁ% o

strace WERBEIEMNAZMBRIT—MEENH S » EIEENGRTHITES
[GEIRH o 7SS HITHHIIED > strace RICRMBET S HIZNFRBE RS
R > URiz# 2R EIRFrEESE o

6.8.2 MTITA
Eé%ﬁ#ﬁ?%ﬁ » 11T man 1 strace ®% > AIEEEMBESSHRREE X

STRACE(1) General Commands Manual STRACE(1)

- trace system calls and signals

SYNOPSIS

strace [-AcdffhikgrtttTvvxxy] [-I n] [-b ] [-e expr]l... [-a column] [-o file] [-s strsize] [-X format] [-P path]...
[-E ¥ 1=

[
[-p padl... { -p pad | [-D] [-E var o [-u u~ername] command [args] }

1 [-e exprl]... [-0 overhead] [-S sortbyl [-P pathl... [-p padl... { -p pad | [-D]
ername] command [args]

DESCRIPTION
In the simplest case strace runs the specified command until 1t exits. It intercepts and records the system calls which
are called by a process and the algn37~ which are received by a process. The name of each system call, 1ts arguments and
its return value are printed on standard error or to the file specified with the -o option.

strace 1s a useful diagnostic, uctional, and debugging tool. System administrators, diagnesticians and trouble
shooters will find it invaluable fo lving problems with programs for which the source is not readily available since
thev do not need ace them Students, hackers and the overly-curicus will find that a
1 E 5 alls by tracing even ordinary prog programmers will
wappen at the userskernel interface, a el examination of this

nd attempting te capture race conditi

Each line 1in the trace contains the all 2, followed by 1ts arguments in parentheses and 1ts return value. An
example from stracing the command "cat /dev/: 3

open("/dev/null®, O_RDONLY) =
s (typically a return value of -1) have the errno symbol and error string appended.
open(®/foo/bar®, O_RDONLY) = -1 ENOENT (Ne such file or directory)

Signals are printed as signal symbol and decoded siginfe structure. An excerpt from stracing and interrupting the com-
| frdw B

no= sIuINT s1_code=SI_USER, si_pid=...} ---
NT +++

being executed and meanwhile another one is being called from a different thread/pro then strace
y top ve the order of these events and mark the ongoing call as being unfinished. when th
will be marked sumed.

6.21 man 1 strace R4
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6.8.3 IHREMI
BRER Is HEMARFABARBR o

anl# stra
[*/bin/

Xa
t(AT FD 1-lI:I "/et .E.o.pre].oad“, R_OK)
0 RDONLTlO C

C, MAP PRIuATE|MAP DENYWRITE, 3, 8) = exfffde el
_.EADIPROT WRITE, MAP PPI"ATEIMAP_FIxEDIMAP_DEN\ RI 3, 0x20000) = oxfffded3soo00

2%, 0 RDONLVlO CLOEX

_IFREG|0755, ze=67880, ...})
PROT READ|PROT EXEC, MAP PRIVATE |MAP DENVWRITE, 3, 8) = Ox ele
. 131072, PROT_READIPROT WRITE, MAP_PRIVATE |MAP_FIXED|MAP_| DENYH.ITE 3, 8) = oxfffdesa3zecoo

0
TE | MAP_DENYWRITE, 3, 8) = exfffdedl
', PROT READl ROT_| HFITE MAP_PRIVATE |MAP_FIXED |MAP_DENYWRITE, 3, ©x160000) = exfffded43ee000
8

o\e"..., 832) =

.1
, PROT, READIPP T_EX MAP PRIVATEIMAP DENYWRITE, 3, 0) = oxfffdedofooce
{oxfffded170000, 131072, PROT_REA PPUT WRITE, MAPipPIJATE|MAD7FIIED|MADiﬁENYHRITE, 3, 0x70868) = Bxfffdedl7e000

832
8 ...H
R0T_READ | PROT_EXI AP PRI”ATEIMAP DENYWRITE, 3, 0) = oxfffdedocoeee
, 131872, PROT_READ|PROT WRITE, MAPipPI”ATE|MAP7FIHED|MAPinEHYWRITE, 3, 8) = oxfffdesn

PROT_READ | PROT_| MAP PRIVATEIMAP DENYWRITE, 3, @) = oxfffdedpsooce
, 131872, PROT_READ|PROT_WRITE, MAP_PRIV ATE!MAP_FIEEDIMAP_DENYW‘ E, 3, 8x10000) = exfffde4saneen

& 6.22 strace IRER |s s

6.9 ltrace

6.9.1
ltrace B— Aﬂﬁﬁzf‘ A EEREZATHITIEE S < K= IERDSE
HERMESZEBERE - EXEEHITERAARREREZH#HEIXM LR -

6.9.2 TR

ltrace B— MYUBITIEE < BHEIIBRENERF -"EERHICRERITHI
BRIEANSNSERAURZIRERIES BRI UIESHITEERRITHNR
SR > ©H strace BIER+24EML

EFRiEFR@E > 1T dnf install /trace ltrace-help (1K e i # 77 7F
[trace-help) % » & Itrace # ltrace-help & © #1717 man /trace &< » ]
EEHMEZSSHREZ X °
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LTRACE(1) User Commands LTRACE(1)

NAME
ltrace - A library call tracer

SYNOPSIS
ltrace [-e filter|-L] [-1]--library=library pattern] [-x filter] [-S] [-b|--no-signals] [-i] [-w|--where=nr] [-r|-t|-tt|-ttt] [-T] [-F pathlist] [-A max-
elts] [ 1 [-C|--demangle] [-a|--align column] [-n|--indent nr] [-o|--output filename] [-D|--debug mask] [-u username] [-f] [-p pid] [[--]
mand

ltrace -c [-e filter|-L] [-1]|--library=library pattern] [-x filter] [-S] [-o|--output filename] [-f] [-p pid] [[--] command [arg ...1]

ltrace -V|--version

trace -h|--help

DESCRIPTION
ltrace is a program that simply runs the specified command until it exits. It intercepts and records the dynamic library calls which are called by the
executed process and the signals which are received by that process. It can also intercept and print the system calls executed by the program.

Its use is very similar to strace(1).
ltrace shows parameters of invoked functions and system calls. To determine what arguments each function has, it needs external declaration of function

prototypes. Those are stored in files called prototype 1 ee ltrace.conf(5) for details on the syntax of these files. See the section PROTO-
TYPE LIBRARY DISCOVERY to learn how ltrace finds prototype 1

--align column
Align return values in a specific column (default column is 5/8 of screen width).
-A maxelts
Maximum number of array elements to print before suppressing the rest with an ellipsis (" . This also limits number of recursive structure

expansions.

--no-signals
Disable printing of signals recieved by the traced process.

Count time and calls for each library call and report a summary on program exit.

demangle
Decode (demanqm Tow-Tevel symbol names into user-level names. Besides removing any initial underscore prefix used by the system, this makes C++

fun lable
Manual page ltrace(1) line 1 ( ress h for hel,

6.23 man ltrace ERRA

6.9.3 IhEEM
1T ltrace [s@ % » BRIRER s RATERANRITR

mmap(ﬂSYS(nll 2586930, 1, 2, 3, 8) 0x7f6306116000
3) 0

N ., 0x80000, 2

> "/USl’/lllﬁl/l(’(a‘le/el17 C ., 0x80000, 00 3
c8110) ]

1, 2, 3, 0) 0x76307436000
]

2

"/usr/1ib/locale/en_| ., 0x80000,
"/usr/1ib/locale/en | U ., 0x80000,

0
0x716307435000
0

/1ib/locale/en_| U ., 0x80000, -

/1ib/locale/en | ., 0x80000, 00 3
c8110) ]

1.2, 3, 8) 0x7f63073e2000
0

2

10ct1@SYS(1, 0x5461, 0x7ffd4b5c8360, 0x556c73eaf010) -25
ioct1@SYS(1, 0x5413, 0x7ffd4b5c8430, 0x556c73eafd10)
00)

, 0x8000, OX556c73eafo10)
08000, Ox556c73eaf010)
234Cent0S -AppStream. repo
ent0S-centosplus . repo
Cent0S
Cent0S-Debugin fo. repo

Cent0S-Extras. repo
Cent0S-fasttrack. repo

Cent0S-Vault. repo
)
close@sYs(1)

roup@SYS (6 <no return ...>
ited (status 0) +++

6.24 ltrace BREx Is a5 2!

6.10 dmidecode

6.10.1 ¥k

dmidecode 27 Linux FTIRINE XEHEEMITE - dmidecode E1E
SMBIOS/DMI tft » EiGHMES E63E BIOS «~ 24 ~ ik ~ A IER - NE &
s

B DMI (Desktop Management Interface > DMI) FAR#EBIKEERASEE
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MEERY > DMI E RS ™EERR SMBIOS FISERIRTIR T#1T

B SMBIOS (System Management BIOS) FRIMARFAHIEEUITERE
TEmEEERMEERENS—HSE - SMBIOS #1 DMl 2H1TIIESHE
Desktop Management Task Force (DMTF) R EERIF IR ARIFHE » Hep
DMI i&itiE A FERIR MR IER S

6.10.2 ZIKFIE
4= UOS AR » BHAB L& %4 dmidecode « BH&EE » 15 root AR E
FERY > 11T dnfinstall dmidecode &% > REBIERIAA “y” ©

6.10.3 IhHEEM:t

B Llroot BREBMERAZS > EXImAME » 11T dmidecode -t bios i< »
BN R RA% bios HHXER o

B #11T dmidecode -t processor @< > BIRIRRARYE cpu HXRER o

B $#77 dmidecode --type 785 < » BIAI B RAREFER ©

6.11 cockpit

6.11.1 #fik

Cockpit B— M RZBFFENET web WEIETH » RABIERAILUAIT
HENEFHEEE - WREE NERE - BIERHEFES - &I Cockpit iRIHAKR
4789 Web Bilm5RE > ATLURFAMEIRIRA]AY GNU/Linux ARS528 » @— 1 IER
IEREERZANAREETIR - FEEENEM Cockpit AIKIEHNER -

6.11.2 %3 Cockpit

1 FUITUI T Er< » &35 Cockpit & °
yum install cockpit-y

2 T T a2 > BalRSHiIGEANBRBE
systemctl enable cockpit.socket--now

3 FITIMI T En< » REAIBINIE o
systemctl stop firewalld

6.11.3 ¥/ Cockpit

¥R
1 $THNSI2S » TEEA=Ahia A https://IP:9090//5 > #% “Enter” ## o
2 HiA root HFPHRAF&MZRG °
LLIp7
B cockpit EFET B 407 9090 iz »
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B U TE/RATH > LhlE8SHERBES

BE5528: localhost.localdomain

6.25 cockpit ERRERA

F5Hm
FAEBTHFAENNRAER > AIUEBER CPU ~ WF ~ BERE > UMW
BYfERIER ©

idomain
Q B o e
£
s CPU RF [:3=3 ]
1cPy 2% RAM 2260 TR #R 0 2 o &0 A ']
as "

3 22 kig/s 88/
= WE 1008, 5 5003 1 AF00) SR — (A Sl o 0 ¢
(715 /boot 867 MB IR

BS %8 —
L ol media/ro0t/ 0slk ©
t BIMB e
T B3MB
w3ve
Rk 400MB
RS
: == =
6.26 cockpit FREBRENRARESE
-
AT E SRR EMN
p mixT
-_ o
1 BRI TEMRNAN EFNNIE -
To0t® e Qur- @ -
loca hostlocaldomain z#43= FA v
© BEEst: 2000F6H23H 023108 FH 10756244 § pre/2 x
A Welcore to o

3 E s
i — o uszacE s
5
EERES
Tk
AEREARLLE ATEMEFEE ra B RO EASE

6.27 BEE AT AIESA
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2 B WRIMFREM -

localhost localdomain &P o s -

O SRR 20226RTIE 06308 RE 07144 F piy?

& wlcoms ¢

Ll @ RifE R [

11111

6.28 FRINHUAIETAL
3 MARMEEEAR P Mty - BE FNT o

ARI0AREM,

6.29 FIIHEEEN
6.11.4 ThEEfER

R4
lWﬁiﬁﬁmIM’ﬂr“?$”xﬁﬁgimmﬁﬁhu‘xﬁﬁw

& 6.30 cockpit RFE
2 BEBEHSTR > AIUBEFRANBEHEEM PCHIEHEER °
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: only. ALL activities may be mcritored and reported. x

oot

- e [ — e

i — T | R

System Information
7] g
22 on BOS e Devlopment i OV
oard 5 vl echne Biosverson 000
£ yran Bosdae 20150205
w0
PCI
i
A%
s e
##
sodee e
7] sidge e
ovirt Maching sodee Red
o g Red
dge Redo
B5
sndge Redhot nc
1R sndge
e 2
BHES
e e 0
i

6.32 BTARLER

HE
Cockpit KAEER A NIEIR « EE ERSFAENDE > AAIUBHXZER
FHRVRAHITIER

08:55 /usr/Lib/syst{ ¢, ce:3: Invalid URL, ignoring: ninfod(8) systend

Failed t0 Stal Error and above

1 Unknown user ‘firebird’

1ib/tmp{ Warning and above
Failed to stal Notice and above
Info and above
Debug and above
Failed to start dnt nakecache

systend
systend-tapfiles

systend

a 20:07 systend
A 19:15 Can't find sendmail at /usr/sbin/sendnail, not mailing output anacron
A 07:58 Failed to start dnf nakecache systend
A 07:19 [/usr/1ib/tmpfiles.d/firebird.conf:1) Unknown user *firebird’ systend-tapfiles
A 01:54 Failed to start dnf makecache systend

A 19:51 Failed to start dnf nakecache systend
A 19:47 Can't find sendmail at /usr/sbin/sendnail, not mailing output anacron
A 07:43 Failed to start dnf nakecache systend
A 07:19 [/usr/Lib/tapfiles.d/firebird.conf:1] Unknown user 'firebird’ systend-tapfiles
A 01:39 Failed to start daf makecache systend

22:37

A Failed to start df nakecache systend

A A 19:35 Can't find sendnail at /usr/sbin/sendnail, not mailing output anacron

) A 07:26 Failed to start dnf makecache systend
B A 07:18 [/usr/lib/tupfiles.d/firebird.conf:1] Unknown user ‘firebird" systend-tnpfiles

A 01:22 Failed to start dnf nakecache systend

A 22:20 Failed to start dnf nakecache systend

=] 6.33 cockpit BENEE

=i
Cockpit AINAEMEEFBEANREEE - AT UEFFMHER Journal
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S UEHITEEHFEE - EUETEE— T ERZEENAMMLE - EfF
fEDIE AT LUENEY ~ ARTUIE ~ B —REBERNE N DX - EXREZELIEIZ RAID 1%
& BHFIRE -

a gz

a

Dashboard

uuuuuuu

6.34 cockpit IFiEEIE

I

£ ‘ML TiE > AAUEEIRN A b R X IZWCRERNE] c Xe] UB T
BEMERF)FER » sl LS RERITHEIRE -~ 1% 0 UKRECE VLAN o BEHE/NE o
AT LUGHTTREEIR(E - R TEBIEMLER Journal HEEER ©

Q #3 Kops Rk Kops $EcH
o]
Dashboard . | i i
R4 -
R
X

#0 BN | FNA | WA | N VAN
#E

E-1d (23 Rz e
&
= —
oVirt Mach o =) :
L]

E0

.
L £H 23 Rz E 1L
IR

6.35 cockpit BEIBRILE

oVirt Machines

:3al

6.36 cockpit ACE R

218 ™1

H#
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EERAM
MRS EN N KM A > BBAR B THIEBAT AT E cockpit
R TEIRIRE o EEBWRERLFIH SR ENFEFE KYM B o

Host Cluste Templates No ovirt connection Reload!
Virtual Machines |:|

6.37 1£F cockpit BIREHIH,

£ “WS” TIET o ATLURID ~ ERR ~ ERRSTKS o

el 2ol

6.38 f/8 cockpit HIRAFKF

KR >

uos e

22

BPa

we O BSBEER O

Bk W

o EE HSHRHE

) [emen | msze BRF 2022595218 HES

BN SSH B
SELinux

BEXMKF NIRRT

6.39 fEM cockpit BIEAF
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ARSHWAAT 5 13EF L BAR « RERS - BT ~ 1HIISEMRE -

localdomain M
Q gz A4S BE ERT  HHE R
75
s oz ]
B3
sccounts-daemor Accounts Service BT [ =m )
M
[3a] alsa-restore Save/Restore Sound Card State KIEfT 85
L&
alsa-state Manage Sound Card State (restore and store) FIET B5
ra
the anaconda installation program KIEFT B
s
i Anaconda NetworkManager configuration REF L]
naconda-noshell Restrict Anaconda Text Console RET B
SELin:
anaconda-pre pre-anaconda logging service FIET B
OpenSSH server daemon FIET B5

6.40 1 cockpit BERS
BHERSAIF > AIUANEBITESHNEIRIRE » AINER ~ XiF « EAF °

ws
® BT EHE 20nEcATES fasas
© BafFE

BE

r-lookupitarget, dbussocket, systemd-journald socket, basic target

6.41 fFH cockpit BEIRBRSBE

R
FIEEE kdump ARSI RE X > HAILUR BHIRH A SHIME o
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root@
serverl
Dashboard

BT

6.42 f#A cockpit B kdump

BR{HEE R
Cockpit AMR{EE T E B2 ELA HABRHRTAISEE » ST TR I ER o

Loading available updates, please wait.

PIREfE

RIFEH

6.43 fEH cockpit BB TH
W FH

N AREFREREERAAT Cockpit FIMEBISIXR XEERMLZERFIHR
HEHREES o
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P E

REEEH

vd:}

6.44 E1Z cockpit 1IN
Kin
Cockpit REIRMELNARRERITES > XERNTATLURETE KT Web RE
MRimz B B ETIR > AJIRERITES > BRIEBEEHE °
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root@

serverl

root@server!:~

K

Dashboard Welcome to 4.19.90-2010.2.0.0

as of time

i E

oVirt Machines

LT
iz
LUHIRG

£

6.45 £/ cockpit ZEIE T AR

Diagnostic Report
#8d cockpit BYIZRIIRETHEE » ATIARIRE R ZH sosreport » FE B
TEEIAH o

root@
serverl

ERFEETISHES

R fE

RIFEH

RZFS

BHfiiRE

6.46 fF/ cockpit RIERAIZHTIRE
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SELinux
BILLA3ZE Selinux FIFFEFIXFPRE ©

ZFES L SELinux BZA.

6.47 £/ cockpit ISR S selinux BARKE

6.12 ansible

6.12.1 Bk
Ansible 2—& Rz B ML TH » &1 Ansible B USCIE4 B THE ~

RESHTIREMNTERE - BDPARAKIR LU THERALE HEEFEP
ZE ~ I BBITIR T EINEE © ansible REFERTERN > ansible K &HHE
ZRERIEES] > ansible RIZH—MEZR » #81d ansbile FUGTTAVIRARSLII M 25
EHIIHEE o
B AiR=

€ ET Python X > BRIAET ssh thiX3EHIFrET = » S HE

¢ ETERCITE > AET FERIER o

O ZTERAFTELRERFH  FRUEARS  BEREFELE

python3-simplejson °

€ ZEHMREFAS SElinux » FEZE python3-libselinux °

B ENSZE$ES | http://www.ansible.com.cn/index.html

6.12.2 RERAPFRIRIHESF

W AGELIAESMNEE BE B yum iR o
W B4 UOS o

B ARGIRFE SElinux ©
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6.12.3 TR IFin
PATA T E< » %3 ansible &1 ©
yum install ansible -y

6.12.4 RERZITIG
FATIN T8 < » &2 python3-simplejson & ©
yum install python3-simplejson -y

6.12.5 Ansible it &
1 EFFR > MITA T < > £k SSH RZEZEART o
[root@localhost ~]# ssh-keygen -t rsa
2 AT TS > #EI QIR
[root@localhost ~]# ssh-copy-id -i .ssh/id_rsa.pub root@=#%is IP #i4f

6.12.6 Ansible RYfEF
Inventory {EB 5%

B 3785 : Inventory /2 Ansible BEEZ YIS EHIEE » B 7ZH7E “/etc/ansible/hosts” F o 75i%
X BIGEX EN - AT LENX EVA » LHITEYHTTEEE o [BIFT » FFE[LXEX hosts
X > SAEHATTELE - 1FIEIESH “Inventory /A" -
B FEEMUMT :
& U[|BFERAREASR » EHNRIZFHFENLH 1P il o
€ HIMER 22 mOFEAEEREIRO - MRFER TIERARD > WEER
FHBRHE P itz f5EA E S M0isC#HITHRER o
@ hosts XL FHBERHEME ©
W fcEZEG
[web]
192.168.1.2
192.168.1.3
[test]
www.zabbix_test.com:8090
[database]
oraclel.com
oracle[2:5].com  ##[2:5]F/% 2~5 ZEIMFRBELF BIXK T oraclel.com »
oracle2.com---BIFFE EH]
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Inventory BTG

B BT TS » 23 web AFPEY 192.168.1.2 FEHURE » @id--limit LR
EEHHIZE o
ansible web-m command-a "systemctl status sshd"”--limit
"192.168.1.2"

B HITH TS > 23Xt 192.168.1.3 EHUR(E > BT IP it RE T HNAEE o
ansible 192.168.1.3-m command -a "systemctl status sshd"

B HITIN TS > R3F192.168.1.0 MEEENURIE
ansible 192.168.1.*-m command-a "systemctl status sshd"

B RITU T < > JIETBEIA hosts XXHERBIFRE ENHITIRIE ©
ansible all -f 5-m ping
81385 : ping 7Ei% EF ping 5% » HTRHSIRIER LB #HEY ping 7S »

B HITU T < > 7IHFE web ARMIFAEEM ©
ansible web --list

6.12.7 Modules BIfEH
IEANE R FREZ EIRY Ansible RAESRHEITTE EBIEZZimBY Ansible
HETZMERBITH S TR ~ HITREESITR o FHRERIN TR !

command &R
command BEREREFNRITH S FARIFEE - EEMF shell B9 o

3 6.4 command &R E B IETHM

s et
chdir TERITE L ZA] > TIREIZER °
creates — R HXANNHFE » WhZas < RHIT ©
executable Ik shell RKNITERS » BEFEAHTHBITRE o
free_form= EHITH Linux 5% > —ffER Ansible B-a S8AE -
removes — X HXNXHEREFE > MZaa L RIT

BB 388 et iTH St A B E T EAT #EEEEE shell 1 B4 Jroot@localhost ~J# ansible

all -m command -a "mkdir Jopt/uos" °

shell 1&E1

shell IZIREEEENHITH S » AT REBAZEEEND Shell #iZ > AT
7£1% Shell FTH—1F Shell 51785 % °# command EHRHNKXFIE » ©2#F
Shell #¥1% > MEE - EEME o U0 -
[root@localhost ~]# ansible web-m shell-a "echo uos”
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[root@localhost ~]# ansible web-m shell-a "echo uoser >./uostest.txt"

copy tEi
copy HERBFEFHEE ENXHEITZENIEEME °
£ 6.5 copy BREBSHMT

o | it

TEBEZR  BWEXH&ED  &HXHEEHEER &
PENMEIR ¢ yes F1 no o

content BFER “src” » AIUBEEISEIREXHFIE o

AN o RERX A E BTN 8NEFE ENBVEIT R » WWRIR
XE— 1 ER » BARBREHUINENER °
directory_mode | #&Y3i%E B RAINIR > FRIANRFBRIANR ©
MREFRENEZZXM > BARBRE > WRIEE S yes
force Mg ; NRA no > MREHEFRENNERUER
BFEZXHE » A8 o BRI yes o

group RIOZIRE S/ B RAVARIRAFE > BI5EEE] chown' o
mode RZ BRI B R » 10 0644 34 155XE]'chmod' ©
owner RIZARE X4/ B RIB P BBFR - FmiEE'chown' o
recurse SHRERPHMERSR °

others FRE M file #RRBRYETES ] UTEX BEA o

WE B FIEEEVAARSH > B UEEI KRR > e
EEMEER - MRERFEE—TER > EFRAAEF - T
src MIBERT » MRBREZER /7 KEE > WREFBERERN
WA MREEER /7 RERE > WEEEREANEAN
NEEHEH] » ELIF rsync o

backup

dest

fan -

[root@localhost ~]# ansible a//-m copy-a 'src=/root/test.txt
dest=/opt/uos’

[root@master opt]# ansible 192.168.1.2-m copy-a "src=/root/test.txt
dest=/opt/uos/ mode=0440 force=yes"

hostname &1
hostname B FEIBIFEEH LAIEHE ©
& 6.6 hostname t&ELR &%k BH

S8 g
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535 it
name IEEENSG ©
flgn -

[root@localhost ~]# ansible 192.168.1.2-m hostname-a "name=uos"

yum fEi1
yum #EHRETF yum > EEFEVEEEFE ©
& 6.7 yum EHREE

S st
Hame EFERN > FIUH LRES o ERIEEREA -
NBRIAR B=AThRAS ©

SRR ELHITRUIRIE present REAZ K
state=present|atest|absent | F & > latest R REZERMREHNEFE >

absent RNEIHEFE ©
disablerepo R yum LR > IRBRRAENCER D o
enablerepo £ yum ZRE > e EAENCERID o
_ yum STRNEE XS » MAEERZIARED
conf_file
BXHo
disable_gpg_check=yes|no | 5B ATEMRIINEE

fan -

[root@localhost ~]# ansible web-m shell-a "/usr/bin/rm -rf
/root/test.txt"

[root@localhost ~]# ansible web-m yum-a "name=httpd
state=present”

service &R
service IR AFREIRIRIZE A LIRSS ©
& 6.8 service HEIHRSEHER

S8 sl
name WEIEAIARS BT o
state=started|stopped|restarted | BIEE BN « XALEF ©
enable=yes|no KTIeRIREZRSAYIEEE)

MRIEE T enabled A BB > WE

level
runleve EXIEMLEIE T BAR F EENEED ©

=)
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[root@localhost ~]# ansible web-m service-a "name=httpd

enabled=yes state=started"

user {5k

user RRFBAHTFEETZTHN LRVBFIKS ©

3 6.9 user {EESEIHER

s it
append WMRE yes > ML X TR ARM—4E o
comment ARG E AP KPS (#F9 “GECOS”) °
createhome BRIEIZE N no » BN HEIEKF HE B RAEFERN
RBARPEEERR -
force 55 “state = absent” —#EfEMABY »1T795 “userdel

-force” —#¥ o

generate_ssh_key

73 yes BY » £ pkMEART o R EEARY 0 REM AR
XHFFFA Y o MEZER ssh-keygen 15U R
HE » RFE4%ER authorized_keys {5 o

group WERF XA > [GEIRAFP AR
aroups REZNME » HIRE A groups="89831% > BFEM
FAIMIFREERRR ©
home AILUEFRIRERFPNEBR o
MRS “home =" —EFERINIZEN “yes” » M=
move_home REAFNEERBHEEENER (WRERE
) °
name= B2 ~ MPRSUECKFAFRIRFR
non_unique (A1) H5-u EmM—EER  ZETARIFRAF
- ID B IFEME—E ©
password (AiE) BRAFPZEIRENILINEE o
H5 “state = absent” —#EfEAEY »1T5 “userdel
remove —-remove” —#¥ o
shell ARG ER P shell
ssh_key_bits ORI E ) EH SSH ZHHPRINIEK ©

ssh_key_comment

(B13%) EX SSH ZFARTER o

ssh_key_file

(A1) $5%E SSH BEAN 4 o

ssh_key_passphrase

1K E SSH ZIANED - MRLHRMEL > SSH &
ARBRINREE -
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S8

ssh_key_type

Efpa
(A1) e E B RRY SSH ZFARIEEY -A] FIRY SSH
BRI BECR T BREN ERISKH -

state KPP B EMNIZIEE oY “absent” B »HIERBA KA o
system BB > BHIEEA “yves” 5 BERFREA
R c IR TEENIILE ©
uid ALEEMIGER P “UID” ©

update_password

NRAE > “always” IFFHE © 'on_create' R

NFRENBRIRERS -

fIan

[root@host01 ~]# ansible web-m user-a "name=uoser system=yes

uid=1000 group=uoser groups=uoser shell=/bin/bash

home=/home/uoser password=DuPy_9ton"

cron &R

cron BERE AR ERHITIHIIESS -

£+ 6.10 cron EHRSHHEA

8% P
MERyes» BATERZESHITEDR » FHHNREE
backup | .
backup_file” & -
cron_file | fIRIEFE 1HTE cron.d PEALLH AR ENFHAF crontab ©
day | TENZITHAMEIEILR (1-315 %> */2 %) o
hour | TERZiE{TH/NEY (0-23> *» * /2 3§) o
job | BUITH< ° WIR state =present M AT o
minute | TYERZEIT—2 % (0-59° *» */2%) o
month | TEMNIZETTH—MA (1-125 %> */2 %) o
name | crontab & BEA/YIREA o
state present (REFEERAMN ; F7E > BMIRESFBRKRESHMBUERSE
b ERHESS) > absent AMIBRERES o
user | crontab RIZIEXRIEMERER ©
weekday | TYERIIZISITRIERRL (BARER7SH 0-6) ©
fHian

[root@localhost~]# ansible a//-m cron-a 'name="modify time"

minute="/3 user=uoser job="/usr/sbin/ntpdate 0.uos.pool.ntp.org"’
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LR
B name ! JEOTESHIEH » hELEEITESHILRE o
B minute > 2752'# o hour /)87 ~ day 27X ~ month 15 ~ weekday 3 E#7 » ENTE
UEH* o
W user . FEEIES FNEIG1 B HIEFHESF
W job : BEHIABE I EOHESHIANE

script &R
script #&RR A RERIE IR T A ZS o
+ 6.11 script #EHEBEHE

creates — X XN XHET Mz < AT o
free_form= A A ER R ©

removes IR ENXHS » SEAEFEN » AEBTIHTER -
fan -
[root@localhost~]# ansible a//-m script-a "/root/test.sh"

6.12.8 iR

Ansible EEZ0ERME
M Inventory f/ : Inventory 2 Ansible B2 HEENEEXMH » HYTA
2 Hosts X IEBITHEE » BRINTEIRTE “/etc/ansible/hosts” © 7£ hosts X4
o B HRLBLRIZE © Ansible B3 Inventory RENX ENFSAE » 1
AIUEENX “hosts” XHREEEAN > BLTE ansible fp < {E R IET-i
8--inventory-file K5 “hosts” {4 o
% 6.12 Inventory ECES K

8% L
ansible_ssh_host SSH BfrEAN 545K P ik o
ansible_ssh_port SSH BRimO (BRIAZE 22) °
ansible_ssh_user SSH BRERNAF% (root) ©
SSH INIEFRERRZERS (BRIAZE none » X2
ansible_ssh_pass RZ2H > ansible th3#EEEA--ask-pass
ISR SSH keys) ©
ansible_sudo_pass SSH IAIERY sudo AP HYZRES o
Jnsible connection ansible Z#%%h transport #l%! > ansible
B FERAMEEEIUEERI N - EEERE
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s iBR

local ~ ssh ~ docker ~ paramiko (ZXIAR2
smart > LB BEIER) o
ansible_ssh_private_key_file | SSH INEFRERBFAEE (BRIAZE none) ©

I TATERABIRRS shell K8 (FAIAR
sh) » BRIEEIGERY
ansible_shell_executable 52kIARY sh R
B> BNERMIZIGE XS - BIAER
T > 889 21 sh shell B Fiz{TH »
A AT LS E A csh Bf fish shell o

ansible_shell_type

FAHER python R (BRIAZE

ansible_python_interpreter
Die_py ~Ineerp “lusr/bin/python”) o

MERARZH python BERIBE XIESR B
_interpreter FERAXNSHCRIEEERINEER (0
“/usr/bin/ruby”) > EXiA=Z none °

*

ansible_

B8N : $11T cat fetc/ansible/custom_host i<l » BRMTARAR ©
[uoser]
master_uos ansible_ssh_host=192.168.1.2 ansible_ssh_port=22
ansible_ssh_user=uos ansible_ssh_pass=123456
ansible_shell_type=sh
#master_uos: FEH%&
#ansible_ssh_host :  Z# IP #ht
#ansible_ssh_port :  SSH %3Zi%
#ansible_ssh_user : SSH &REAMNAF &
#ansible_ssh_pass : SSH ER{ERNAF AZHG
#ansible_shell_type : & <FRERM shell
B EAAE-
ansible -i /fetc/ansible/custom_host all-m shell-a "whoami"
Ansible EB&<
B Ansible-doc : Ansible-doc AA3RZE 1 ansible R 1HAYER > ELF man
A o XN MEREEIFHANRERARNBZEFNE > BEWT ©
ansible-doc [options] [module----- ]
¢ FH IR o
[root@localhost ansible]# ansible-doc -
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& THRMKERNER o
[root@localhost ansible]# ansible-doc ping
B Ansible-playbook : Playbook 2 ansible BFEE « SBEMEEWIET =
HNTA - HTENGIEE I IRENFNTHRE 1F/Y playbook X4 SCINEE AL IE
£55 playbook HYMALIBSRE YAML XHRY B&EE f.yamlal.yml o
& 2% playbook.yml X4
mkdir -p /etc/ansible/playbooks/
cd etc/ansible/playbooks/
Vi playbook.yml
€ TEURRNBRESEIES !
https://github.com/ansible/ansible-examples
& £/ playbook.yml
ansible-playbook playbook.yml
B Ansible-console : Ansible-console = Ansible AAFPIREN—FXEXT
H > AP E]7E ansible-console I KB in LA Ansible REM&GR L ©
[root@localhost ansible]# ansible-console
[WARNING]: provided hosts list is empty, only localhost is available.
Note that the implicit localhost does not match ‘all'
Welcome to the ansible console.
Type help or ? to list commands.
root@all (0)[f:5]$ help
Documented commands (type help <topic>):

EOF

alo

alO_server
al0_server_axapi3
al0_service_group
al0_virtual_server
accelerate

aci

aci_aaa_user
aci_aaa_user_certificate
aci_access_port_block_to_access_port
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aci_access_port_to_interface_policy_leaf_profile
aci_access_sub_port_block_to_access_port

6.13 x11lvnc

6.13.1 ##fak

xllvnc REBIMLEITE (VNC) IRBIJ[ER - EATFNEERFIHTIEAE
X Window =1EH x11vnc ZRE4BITENBNEIZ R > FHFER1E X ARSS23AIM
EZHPXUERENR - XEAFAUMBF BESHNME ENTE it B aE
Internet RIZHIB 2 A X11 £E@ (KDE ~ GNOME -~ Xfce %) o x1lvnc & mT L%
WIE X11 MRAILE > BIINMEIRG LB MEAIEES & * iPAQ » Neuros OSD »
Linux #5183 Mac OSX BI2E7R

xllvnc EELZZ2MINEE » AFHBFIREIFRZEBHER Unix BRANE
15 - EXAERTFET RS SSL S TIEZRVIKIN - EXRiEM SSL Java VNC
BENNMEF " EFBE T EE Web NS 23ME21ER - #F VeNCrypt
SSL/TLSVNC &8 o

6.13.2 ZREPE

Gl gty

B Z5EE%LRET DDERHE ©

B 2AALUAIRINNEE EECE DM yum JF o

%23 Server if

1 Z%P%E x1lvne AJHRITI R RS &L ©
yum install xZZvnc

2 AT T a2 > BUERERED o (R]i%)
x1lvnc -storepasswd

6.48 BIFEEE x1lvnc ML
3 MITAI TS » EBERBRIAEIfIRO o (FIiE)
Vi /usr/lib/systemd/system/x11vnc.service
) 358 : x11vnc BEABON 5900 » RIEE BT ERIEH K BT ©
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6.49 x1lvnc RS BT A ERINIHDO 5900
4 AT T ar< > IREFNS RS ©
systemctl daemon-reload

systemctl start xI1vnc.service

systemctl enable x11vnc.service
5 ITAI T < > XHAINIE o

systemctl stop firewalld

ZEInRIHnEF iR
LLIPE]

B ATRBIZRZRZE UOS ZAbh » xFE TR Remmina 2961185 o
B ZLZFFERY Windows > 18 FEFH L tigervnc » vncviewer Fixfe T AT TIIE
1 AT TS » Z% Remmina &
aptinstall remmina
2 ERRERERSSES o
3 1F ‘B F o ITHEFIE “remminad’ 5 BEAELAMN 4

H 01,

6.50 remmina FARINIEEEZIFE
4 15 “DMY” ThISEES > 1%F “Remmina VNC 3EE” > £ “IRSB|W” THA
PR ip HERMARSZN “AR%R” M ‘BREE” 5 2E &% -

235 T

H#
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ERSERE <2> - o x
EF5 BRI
2348
i | [l Remmina VNC v|
Bk

B I -

s

BFP& root

BREE ssecssscee

B8R HEE (321D -
& &7 ($18) v
@t -

(C) BRIz HZAE BE(S) 5353 REREES)

6.51 remmina ECEITIZEIFIFMER

9:58

2023/10/20 B F

6.52 remmina FINEIZIZIEEE

6.14 TigerVNC

6.14.1 #ffik

TigerVNC 2— M SEME1E6E « BFAB VNC (EENEKITE) - EB—H
P in/RSHRNARER  RITRAPIZEBMERNARER - TigerVNC 27
17 3D MR FRIE R PR ERVIERE - IEIRM T SREDIRIEM TLS MNZEIHEE o

SERHEABRAR © RINFFE 236 I

H#



FWQ20240201T_RLO1-ZEARSWIRIER L (HBHR) V20 (1070) BEFMH

6.14.2 TigerVNC ZpE

AUt R

B 24524979 AMD64 ~ ARM64 ~ LoongArch64
B ZAPEL%LEE T DDE 3¢ MATE £|

B ZFiRAI MR ping BARSS U

ficE Server i
B 3 Server imB4 %R 7 DDE KEHRY > IFTE Server i T THRE !
1 ATUI T ar< » ARINEREERSY o (LbALUARIN “5901-5910” X |B]HYim [CBR
FAFIFHITHAE » BAEIBEUAEFRIAE 9
firewall-cmd --zone=public --add-port=5901-5910/tcp --permanent
firewall-cmd --reload
2 FITATaR< 7 IKE VNC BRSZ23IHVIF RS ©
vncpasswd

6.53 1&E VNC AR 39172515
3 PITIN T < » 7B VNC BRS 2838938 1RIE O o (Lt AUFBIRA 1 Ffl3#
1INE » EFEEIBEULRRIAE 9
vncserver : 1

6.54 FF/E VNC BRSS 238935 Ri%
4 ITITE< » FPFER “[/root/.vnc/xstartup” > EXEHNARBIT
EFf7R ©

cp /root/.vnc/xstartup /root/.vnc/xstartup.bak
vim /root/.vnc/xstartup
BB 385 : F/EFEG S EFLE xstartup EHESEER o
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6.55 Server i DDE S xstartup IR A
unset SESSION_MANAGER
unset DBUS SESSION BUS_ ADDRESS
export XMODIFIERS= Rim=fcitx”
rt GTK IM MODULE=fcitx

rt QT_IM_MODULE=fcitx

mate-session

6.56 Server I MATE S xstartup B AR
5 FITINT &< » BEEME UNC iRSZBHJ[IEER ©
vncserver -list

6.57 TEFHE VNC REH(HER
6 (Ali&) FB—1#T8Y VNC BRSS283A10)mE ©
(1) T Ta< » XFBEFBE VNC ARSE233151RIHEO o (b UAXEFE
FE8mA 1 AGFEITNAEA > EEEIFEBUSEFRE 9
vncserver -kill : 1

6.58 XHFABEFERY VNC AR5 8315105 O]
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(2) T TE

%
O 2 AF#EITNE » EEREIFLUSEFREIE 9
vncserver :2

6.59 FE—1HTRY VNC ARS5 8315105 O

If2E R Server i
B iE57E Client BT TS -
1 TN T &S » FTAEEERAE -

vncviewer

» FFR—13HY VNC ARS583361EER O o (LA AFF B s

2 HIRERFEPR A VNCIRS523R7 IP AR IR S A8V “VNC
ARS3228Y IP thht: B BEY VNC BRSS8%AiRIROS” -

VNCEE%: ZRAT - X
VNCARS38: 192.168.122.253:) |
| ®F. | | omE || mm

6.60 A VNC BR352389 IP stistAN 5RO S

3 WA UNC fRS328389inRE » S “AE @ BIR# AR ERRE o

VNC TAIE = b

............ | |

| omE || mE

6.61 A VNC BRS5830891%519) %65
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localhost.localdomain:2 (root) - TigerVNC = a x

gy - |ome s> |=-@1009 - &

6.62 JZ#2i%EHE DDE KM

localhost.localdomain:2 (uos) - TigerVNC — a %

root ByE R

1]

[ElgEs

6.63 IEIEEE MATE £H
6.15 #AEHIBWET AR com.uos.staticana

6.15.1 ##fak

BEPTTRELI  BPENRSHFIFEIEEZER A FZHTFEEE
P ZENRGEERSRNNIARERIE BISHIEWRETLE
com.uos.staticana AJLUREE MRS B BBBRS SFIMENREF B TLIFE \BCE
XHER RSBER  ARAEE  RIGHIESERS BREEHIE S EMNIE
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& > fRFAHEEPERR - ZTRAERER  KAAR HEAAR °

6.15.2 {EAA*
ZTERINERERIES » B81279/opt/uosstaticana/ » RS ZEWT ¢
B 3785 : 515 S 89 10xxal10xxe BN 24 BIFFLE » BU4T 1070e o

IFIRERE
RLHPUNREAE pandas # openpyx| IITII T o< ERE :
pip3 install pandas openpyxl
RLAPUNREAE com.uos.staticanna AT F&SHITRE ©

yum install com.uos.staticana.report com.uos.staticana.base -y

—RUE

sh Onekey_collect.sh 10xxa|10xxe

6.64 —HEUNELIE
N 3585 : B 6.64 (Th78) » FFAEHy 1070 Y 1060e 163 % 1070e

HEihugEe
sudo sh collect_orig_data.sh 10xxa|10xxe HU SR [RYa IR
sudo sh mk_debuginfo_report.sh 10xxa|10xxe # iR {E2
sudo sh mk_rpmlist_report.sh 10xxa|10xxe #UWEREEFIER
sudo sh mk_rpmconf_report.sh 10xxa|10xxe #WEREXHERIFE
sudo sh mk_rpmdiff_report.sh 10xxa|10xxe #UiEERHEIFE
sudo sh mk_service_report.sh 10xxa|10xxe #UIEE service 52
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HIEESR

W EE ST IR IIIATEIRTE B P AR 552389 /opt/uostaticana/{origdata,report}
BIET MU ARATHEBEEAPN L EEREEERFEENEIR TELNEEM
HZBEE o

7 AppStream fEFBIER

7.1 AppStream 7748

BERNE > BTRAZREREESENEN— N EERE - AN > SMEE
EREHFIERAFRANEN L AP RIF—EH API/ABI F2EM ©

FEAGBEEMETEZFRMRARERYE - MRS REIEGENFE API/ABI
FERKERFRFEE - XSBIRMERRNKIB L TEAAPILETE S -
X—[a) @A LUEE AppStream XFhER{E 5 & A TR o

FHRART » 9 ARG WINIE BaseOS ~Update # Everything =N FE
HFEEEH cAppStream BEXMER E5|A modular €F » XNMERILECE
AT RERIZIES X » FUEEUR web IRSBHN—RIIEXUETAE > #
FXEREEIRMEZ NI FARE ©

7.1.1 B

N & GRRERITHSR/NEA

W B EREENES  RR—MBIEEIT o BRHTE SR —EmiE -
MIRFN KT o

B 7 ORRERN— R » B— RS E BN ERRAAR o FlmE
1 API/ABI 7 MR RNER TR o

W RS2 BRI ELRRE R BRI D RINES o

7.1.2 BRI =E ZEX R
B FE—RRPTUNE—RIThRIZHEZ R ©
B FA—RAUBEFZNEITR
7.2 AppStream EHHG<S

£ AppStream & > #3ER module-spec #1THa%t - module-spec B=
R EARY > BRI name:stream/profile (ARG /MYUER) - TREIETE
stream # profile BIBERT » L2 BENERIIAN - BEFTEMR » HAZFh
BHIERERE FIAEY stream #0 profile o
B a<igIt o

dnf module <command> [ 3%&IR | <&%>...
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[ |
HE
3
=)
7

£ 7.1 dnf module &8%

e REHW

dnf module install <module-spec>...

BHHA
e
REERPHE o

dnf module update <module-spec>...

EHE B ARRRAVRFE -

dnf module remove <module-spec>...

BPRIE R profile P AR# K HIEY
B - YKI57E profile BY > BERFA
B profile BAREKIAE ©

dnf module remove --all
<module-spec>...

7 remove FYERL E > BBRFAE
RN ES » wEHHNEMNE
MESL IR E RN ERS W
(53

dnf module enable <module-spec>...

fERIRIETE profile WEIRTA o

dnf module disable <module-name>...

EERPFAR AT °

dnf module reset <module-name>...

EERIMERIAIRT -

dnf module provides <package-name>...

SIEEFIEERRFTARR -
BEERZEARRR -

dnf module list [--all] [module_name...]

SIEERIFRE AT o

dnf module list --enabled
[module_name...]

HIZESIRIRPR B ARV ©

dnf module list --disabled
[module_name...]

HIZSIRIRPREL AR o

dnf module list --installed
[module_name...]

FIZEIRAE LAY

dnf module info <module-spec>...

FTENERBIFAER ©

dnf module info [--profile]
<module-spec>...

RITENELRAVIEL profile 52 ©

dnf module repoquery <module-spec>...

HIEERPE S ARNFAER A
£ o

dnf module repoquery --available
<module-spec>...

SIZERRPBFRE R AR o

dnf module repoquery --installed
<module-spec>...

HIEERPE ZEME o
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B HITTA o
& 117 dnf module list 5% > FJAFRA#ESR o

7.1 FIHFRE AT AR
€ 117 dnf module provides php-common &< »&EHE php-common
BIAYAELR o

7.2 TR php-common BRIIER
@ 117 dnf module list php 6% » 2 php EERIIFRE TR ©

7.3 FILFRE php &R

€ 117 dnf module info php &% » BF php EHRAVFAEE o

7.4 &BF php RHFHER
@ 17 dnf module info --profile php &% » EFE php B profile {5
I%\ o
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& 7.5 &£F php &8 profile (58
& 17 dnf module enable php:7.28% > fEHE php &R 7.2 5% o

& 7.6 M php:7.2 =37
0 #Lﬁ dnf module repoquery phpi< &EE php EHREEARFHE o

7.7 EF php EHREBERTNE

& $17dnf module list -enabled php&r% &EF php EHRPEEERITE o

7.8 &%& php HREEMIR
& #1717 dnf module install php:7.2/devel 6% > %%k php 3R AR 7.2
Y devel SRPEEZHFMEE o
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7.9 %%t php:7.2/devel FFAEME

& 17 dnf modaule list —-installed php 5% > &E php BRI BRI
Iz

L ©

3

7.10 &% php BREZERR

€ 377 dnf module reset php &< > i php EHRIRE BRINIKTES ©

7.11 &8 php BEHRIEIARTS
€ 117 dnf module remove php 5% > #Ff php HERFPEE o

7.12 HFEZRER php HERFHE
@ 1T dnf module remove --all php &% > #B& php #ERANE o

7.13 HIHEZRE php HERPNFAIEE

€ 117 dnf module disable php &% » ZF php ERFWERETR

7.14 2R php BRABFRER
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8 EHULER

8.1 Bk

ERULMEE—aYIERSR[ LAILGETZ B B8 EBWIAI LGS
TARRIRIER S - FREELNEZYIENA CPU ~ MEM ~ I/O FHIRE » Bl
Mz Bl R EARFRER o 455 UOS 235 AMD64 1 ARM64 224589 KVM Ezibl{b4E
% > EB$F virsh @59 virt-manager B2t REEIRE LI o

8.2 KVM+Libvirt+QEMU E#l{t

8.2.1 FitRFMF

W BB o

W YIEMO_ LR IP iR DHCP ATUFKEY o

W ASRGIRATHEMLS » RN RS bro L -

8.2.2 EREHILAN
1 AT T Er % » 23 kvm EBULAH -
yum install gemu* libvirt virt-manager-y
2 TR ar< » &35 edk2 At o (REIRIZRH » BEFER—HF 9
# AMD64 Z2f9% % edk2-ovmf
yum install edk2-ovmf-y
# ARM64 Z2tgZ2 %t edk2-aarch64.noarch
yum install edk2-aarch64.noarch -y
3 WITA < > BE libvirt RS ©
systemctl start /ibvirtd
4 PITU T &< > BB cockpit ARSS ©
systemctl start cockpit
5 T T ar< > KA NIE o
systemctl stop firewalld
6 ECE M bro o
(1) FTHH 88 > fEAEA=hE A https://IP #131:9090 » FH1E3#% “Enter”
%5 WA root HFBAFSIZEG o
) 385 - B I ERR B ETH IP BRI SLIFHI N 1P A4 o
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PR5328: localhost.localdomain

8.1 cockpit WERTE
(2) ERMBINEAMREI=ZIEE ‘ME” 5% > EENEESIENEE

TR .. g
B
8%
A%
L5 A BRI |
B oK
A —_——
= 20 amge || ma | wmm || wmvian
ot
& 3 Eed s
R
*aE
- pr— 307k
ELin FE
*E
[ZE=E FiHas

8.2 cockpit FIMILE EIETHAEE
(3) £ “AI XA&ER s A “br0” o £ “Iw0” XIFAER » AEYIIEN
RO ERTERRELETA “MA” -

enpi25s0f2

ERBY (TP O

wH

8.3 MM bro,48E %) enp125s0f0 M+

(4) MHFECERINERIUEREEEAEEEIRELR -
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OB

8.4 BECERIMMT bro

s > bo

‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘

EOMR

8.5 BRI br0 - 5RO

8.2.3 E#W XML Ec&

Libvirt TEXA XML TR — AL » S FEERIRIR -
CPU ~ AF ~ B2 ~ W& ~ BAT ~ BEF - AR A @I EREENXM » WEEWL
HITER - AENA XMLEBEXAZ I ENE X  15SAP Tl EMEE -

domain #1 name %8

B domain ! EBIH XML EBEEXHMRTER > BFEREEBEZTIHLEBNG
hypervisor IR o B type RxEBIELH domain BYEE! > EHUELPE
HEA kvm o

B name : EBWE 0 BRNZHA—PFRE o A—DEN BB Z
MRBEEE o BBWAMMBTBEFT - FH - “ 7~ =747 Al BFRX
RENFTHTRSE > BEMVATREE 64 MFR o

vcpu 1 memory 588

B vcpu . ERIMIESRBINEL o

B memory | EEIRENAN - B unit BFIEEREEM > BEESE KB
(210 ¥%5) ~ MiB (220 ¥%3) ~ GiB (230 &%) F TiB (240 FT1) Fo

B cpu ! ERULIESRIRT o
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& EM mode : RRERL CPU BIKET o host-passthrough FRRE#I CPU
AOZRMFN4FME S EHRIF—3 > custom RRER CPU FIZEMANIF % B
Itt cpu FTTERIEH! ©

€@ Fit& topology : 7tE cpu BFITE » AFHMEN CPU K BVIHFH
#EHg - 7T topology BIEM socket ~ cores  threads 33!t T /&
BINEABZ D1 cpu socket ~ F1 cpu socket FEZZ DN IEIZ

(core) » 8NMRIEBERZOLEBE LV NBEIRE (thread) » BMENIEE

> B=FHFRMETFEL CPU BN o

€ FrtE model JTZ& cpu BIFITE *H mode /9 custom B F 4t CPU
AIIEEY o

& T itZ feature (7tE& cpu IFITE > H mode /3 custom BT FHEE
— M RIEREIE R o Eib o B name RRIFEMRTIR 0 B policy &
X4 I R REFE R SRR o
force : FRGRBIEREIZIFYE » T EN CPU BEZFHZIFE ©
require : RREREIZIFE > HEWN] CPU RZIFZ4FMFH B hypervisor
REZFFERZAFERT > QIR EBIVIRY ©
optional | RNZAFHMIERERRS =N EIZF RN FEEEB IR o
disable : ZBz4F% -
forbid : ZRZSFM > BENZRAZFF IR ERINKRNY o

devices B8
ML XML BeE X4 ER devices TRECEFRHLUSE > QIEFMEIEE - N

KigsE ~ Bk~ BRF > AN BNARESBRELISE °

XML BEE XX R disk TTRECEFEIRE disk B INAEIEIR 8.1 Fivk »

BRFRTERFTERBIENE 8.2 Fir °

% 8.1 wE disk WERBEY

TR B aX B ERHEZX
M block : Bi&& -
type IEEEIREMEN R o MW file : XHI&F -
B dir: BRERE -

disk :
B disk : W& o (BHA)
device | IEEEZMAEMNBIZEMENKR o | A floppy : HE
B cdrom : Y& o
* 8.2 mTE disk NERFTENEMIEA
FtE FrREINX B1%ER

SERHEABRAR © RINFFE % 250 I

=)



FWQ20240201T_RLO1-ZEARSWIRIER L (HBHR) V20 (1070) BEFMH

FE FrEIX B1%5% R
W file : IR file KB » EANNXHT
Z2RERIF o
W dev : 357 block 28! » (HEAXR ENIE
N HFMTE2RTERER o
RERIEENR | o i - s dir 250 > @HAEREER
5 disk TREMBM R,
source “type” 2T HNEZERERRE ° .
. W protocol : EABIHY o
B name : rbd BEBR > &
“Spool/$volume” °
B host name : mon ik o
B port : mon MHtAYIRD ©

B type : BEMREVER > BEBAE “raw”
M “gcow2” » BELS source BN —
B o

e e, | Mo HERR 10 T > 3F “native” A
driver i‘éffmﬁgﬁnﬂﬂ@ﬁ “threads” %I ©

AHER < B cache : B4R cache iR > A[EIH

“ none 7 ~ “ writethrough * -

“writeback” - “directsync” % o

B iothread : {5 AR D ECHY 10 &KiE o

B dev I5EHMERIZEIZEHIR 40 SCSI ~
SATA~ USB £HB B L ERGSIRNA
sd[a-p] > IDE KBNS BB ERG A
S 2 T R La-p] » IDE 32 "
target . 18" hd[a-d] °
MBS LEMILE © . - el i
B bus : IEEMERENER > ERHNE
“scsi” ~ “usb” ~ “sata” » “virtio” &

KA o

KRR RI LUE
TR B R EIR o
boot Mpp— B order : IEEHEENBNINF

=t
oy | T HERERET |
V| sagssimyens 48

BENBRESHER -
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interface 3jtEA

RPN AFRINEIGEHM - HEM “type” REMMEHER » AlIEHN
{8 “ethernet” - “bridge” « “vhostuser” % o TELL “bridge” EI{ L
MR AFNBEFTEARIT BB

% 8.3 inteface Fro&EMi%EA
FtE FrERIX BiERE X

address : 5% mac it » BEAREE >
=BohER °
target [RimEE R4 o dev : BIERISiR tap IREHIRFE o
bridge : 5 bridge &2XBX&ER > &
FI AT RR o

mac RN/ mac it -

source FEEELIN-EEiE o

pyy———
boot ﬁﬂt;'f:j“mm order : S R-ERIRFHITES ©
== /=PAVI

type . bridge XM £&E % & B
virtio
type : BfER OVS Wi » BEREN

model | FRELIN-FAIFEE -

virtualport I8 o .
openvswitch o
name : IXEhBFR > BEEUYEN vhost o
driver [EIRIRTh SR o
a = queues : FIEISERAFILK o
controller i5B8

B xml 78I controller RIR— 1N R4 » —PNMEFISS EBEE T UEH
— B MEHISR IR E
B B type | ZEHISBLEEY 0 RREDELE - EHEUEE “pci” ~ “usb” ~
“scsi” ~ “virtio-serial” » “fdc” ~ “ccid”
B B4 index : IEFISRREM - RNZEFISZRHNELE “bus” /S (RSMO
FF8) > ATt R “address” jTTEHER o
B E% model : #EHISRERY » RNIEFIZBHVAAKES » HeEENESE
HI2ZEE “type” HEMEX » WNXAKRZINIEENK 8.4
B FioE address HIGEHIEHIRIEE HESAMKZPRIEZUE B type
TTIGE ML > EHEESE “pci” ~ “usb” ~ “drive” - address BY type
EKRRE » HEHBMEHNARE » FH type BIEEREZEYET address B9
BHIESN&R 8.5
B FitE model :EHIBEAFESHAIR - B name ATFiEEEFISS A AR
SHRIR > MRTTE controller FAYEM model I ©
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& 8.4 controller Btk type EREUEHN model BUEXMF X %

type B4  model Bi%fE L
pcie-root PCle IR T s AJ#EE PCle &R oiEHIZS o
oci pcie-root-port RE— slot » BILUHEE; PCle &&FTIE
H8s o
pcie-to-pci-bridge | PCle %% PCI #7iZ%H128 > AI#EE, PCI &% o
- ehci USB 2.0 #2838 » AJ#ERL USB 2.0 1% ©
nec-xhci USB 3.0 #%%12% » BI#£%, USB 3.0 18 ©
st Virtio.scsi virtio 2584 SCSI $Z 23 » AT LUEFIRIK
& W~ ABE o
. , - , virtio LRI R 1K 2] AR B MINE
virtio-serial virtio-serial
a0 pty 80 ©
#* 8.5 address TERENGHE LR THE4BLA
B type BIEE a2X I Rzsthht iE 1%
B domain : PCl i&&MIFHS o
B bus : PCIi&&EH bus = °
a2 F Ay PCI 3th | M slot @ PCli&&EM device 5§ -
_ Ht » RR1Z1& %7€ | B function : PCli&&H function
P PCIMAMEHIE | S o
HAIE ° B multifunction :controller 7t=
B]i% » @EFE multifunction
IHEE ©
i{ﬂiﬂ:;‘iﬁi}j\g PSB iﬂl M bus : USBi&&EHM bus 5 o
tsb i RN R ER B port : USB i&&H port 5 ©
USB B4R E o
SR R F6E1% | B controller (35EFTBIEHIZRS o
drive #Zihit R RFR/ERY | M bus : I&EHHEA channel S o
MRS TR EE | M target | Efi#IR& target S o
SEHPRGIE o B unit : FEEE lun S o
HeEme&E

PRTFMEISE ~ WRIZFEIN » XML EEEX PR R EIEE —LHMIMBISE -
KON BXLETENEERE °
B serial . BOgF ° Bl type BFEEHEOELE - EREME N pty ~ tep »
pipe ~ file °

=)
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M video : X% - B4 type RREEAKIZEEE - ARM64 EHMEARIEEN
virtio > AMD64 ZRF9iE B ER B 4B/ vga 5 cirrus © FItE& model R
video WF7tE& » BFIEEHEAFIRE LR o £ model JTTEH » type BEH
vga RNECE VGA EEE | jvram BMHRREFEK/ » B(UIERIAS KB ol
i : 45 AMD64 ZEHgEHIECE 16MB AY VGA KB E R » XML RAIS0F »
Hepvram BHEARREFARN > BABIASKB o
<video>

<model type='vga' vram='16384"' heads='1' primary="yes'/>
</video>

B input : WHIRE °
& B4 type [ IEEMHIRELE - EHBMEN tabe ~ keyboard > B3IFE

TEHIEENETFR - R -
€ EMbus  IEEEHNEL - EHEBMEN USB ©

B emulator : ERZZN AR ©

M graphics : EIfZi&#& ©
& B4 type : IEEEFILELE - EHEBMEN vnc o
& EM listen : I5EMIFAAY IP #idk o

8.2.4 IFIRESH
1 FUTUI T 6 < » RIS E X -
gemu-img create -f <imgFormat>-o <fileOption> <fileName>
<diskSize>
T . gemu-img create -f gcow2 vos-image.qcow?2 100G
LLIP
B imgFormat : $FEAETL - BRIEN raw, gcow2 & o
W fileOption : X1 » [HFIRERGXIHHIFIE ©
W fileName X X14+L7 o
W diskSize : #EE A
2 FREUxml Xt 1580 ‘BRI XML X8 FREXSI B ELNIE XML XH& ©
3 JREX ISO $Rf&/5 » 18¥ 1SO FREX M XML XHRER—BR > AEEIE -
vm_name . I5FEZHIZ T o

BB 3588 - [ 8.6 HEIERTHY » EHIETIEL iso FIEIBIE qeow2 HTIELLIELE o
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8.6 QBRI LTE
4 EEERW > FEEEN “ERWIEE" -

8.2.5 ERINER
libvrit KA virsh S TEBNMEE ABNBEXHSIESHFER o

Bl ERIMN

B HRITN TS » EXFRALELA o SERRENXG » BRI TFXHARES » H
WEIE— domian 3£l » BARBEN cuos.xml XHHRZA iES I “10.2
REENL XML XX o
virsh define vos.xm/

B HITN TS » BIE—NREMEEBA - REEIER > BB FETIRE °
virsh create vos.xml

BENERIMN

HITU TS » BEIERW c EF > vm_name A uos.xml A E X BIE A
R E ID (XA virsh define S EXIFALERNIE FBERITILLE 9
virsh start vim_name
KHAERIMN

PITIN T a2 > BEIERIMNIVIRTE » EXRVEKMEIERESIXE ©

virsh shutdown vm_name

SE K EE RN

virsh destroy vim_name

BRELIMN
virsh reboot vm_name
EEEMIMBETRE
PITH T < » BELBWEITIRESEMERIX 4 -
virsh save vm_name vm_file

RS RN
BITITRE S > MEEINEZR RS IRE B -
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virsh restore vm_file

EEERIN

virsh suspend vm_name

PR EE EEHIM

virsh resume vm_name

K ASHERERIN

virsh undefine vm_name

ERSITHEMMNIITR

virsh list

EEFANESN

virsh list --all

EREMNNEERES

virsh dominfo vm_name

EEEBNHFEERER

virsh domiflist vm_name

EEEBNERGUE

virsh domblklist vm_name

EFE vepu MK

virsh vepucount vm_name

EEEBNBISERS

virsh domblkstat vm_name

EIFE#IN 1/0 K2R H CPU FHEER

virsh iothreadinfo vm_name

EmIBERINECE

BIZELWE AP AT UESUEBWNECERE S AMNTELIENELNERE
FLIERECE UG > BVEBWEEX A SBIFAL  AEELNXA - ERE
£ BERITHSSUWT ¢

virsh edit vm_name
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8.2.6 ERELIMN
£ Host EH ERIRTEREBNG » AP EIEE VNC thilniZ & REIE#
M > HNEH#HITREMEIRE o
1 2 VNC BRI o (FEARH_LRIT)
B 45 UOS REIRERL | BHRITHI Fan S HITRE o
sudo apt install ¢jgervnc-viewer
B Windows #2ER % | TSN T HENIESHITEER °
https://www.realvnc.com/en/connect/download/viewer/windows/
2 T T % > EFEBWIERR VNC im0 ° (7£ Host LH1T)
virsh vncdisplay vm_name

8.7 BnEI FNEZEELNARERR vnc isOS
3 T vnc BRI A EM IP im0 S &8 “EW IP:EAS" ©
BE “Connect” o

VMNC Viewer: Connection Details = *®

VNC server: [l&E.lﬁB.l.ZDD:ESl

Cogmeme | [ e ) [seeres |

[ Cancel H Connect /"'_l

8.8 £/ vnc EEFEEELIN
4 AT T a< » FmO o
firewall-cmd --zone=public--add-port=5935/tcp
BN 3785 8 vnc BF s REBXTEUBIIBNIE » T2 TEH ISR 255 IR THIY o
EOAIE “5900+X” + BHRHg X W55 2 2 BI31E » BIL02T BRI 5935 o
5 WMABRBWBAR2NZE » EREIELWNL VNC H#HITRIE

257 I
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9:58

2023/10/20 2H8E

8.9 FEINIET vnc EHEEIEBIAN

8.2.7 EERIWNEMIR(F

HENX CPU Model

1 1AL XML X4 FIan ST ARG 4§ CPU & ERTEEL9 T custom »
¥ model I8E T Kunpeng-920 ~ ZHT pmull 4% o
<domain type='kvm'>

<vcpu>4</vcpu>
<memory unit='GiB'>8</memory>
<cpu mode='custom'>
<model>Kunpeng-920</model>
<feature policy="'disable' name='pmull'/>
</cpu>

</domain>
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8.10 BEX cpu mode
2 AT T < > BolERW - SAREMRER/E CPU MODEL °
virsh create vos.xm/
3 {EH vnc HE sssh BREIEBAGE > 11T lscpu s EF CPU BT o
Iscpu

8.11 B RZUFIEMNIPEER CPUER

CPU #AfEk

1 BEE uos.xml X » XHFRBRFAUWT :
<vcpu placement='static' current='4'>8</vcpu>
<cpu mode="host-passthrough' check="none'>
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<topology sockets="2" cores="4" threads="1" />

</Cpu>

8.12 1EBUELIN CPU ECE
2 HITUI T e » BEhEEA] ©
virsh define vos.xm/

virsh start vos
3 BITEITER < > $1T CPU HuEik -
virsh setvcpus vm_name vcpu_counts--config --live
T : virsh setvcpus vos 6--config --live
A 355 -
B vm_name : I5HTEEHHIZ T
B vcpu_counts | FUFRERAZEY FIHT vCPU 1M °
4 EECPUHE -
B VCPU ¥ &#f
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- root@localhost:~/Desktop i

8.13 BEIEMHNEEE CPUKE
B VCPU T BE

root@localhost:~/Desktop *

BRI | @ ¢4 v > =@ 1532 - &
8.14 I AREBEMNN CPUKE

MEM #A$EiR
1 FEEBAEY “vos.xml” XA » BN TEEK ©
<memory unit='GiB'>4</memory>
<l--<currentMemory unit='GiB'>4</currentMemory>-->
<maxMemory slots='4" unit="'GiB'>16</maxMemory>
<vcpu placement='static' current='4'>8</vcpu>
<cputune>
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<vcpupin vcpu='0' cpuset='0-3'/>
</cputune>
<numatune>
<memnode cellid='0' mode="strict' nodeset="'0"/>
</numatune>
<cpu mode="host-passthrough' check="none'>
<numa>
<cell id='0' cpus='0-3"' memory='4' unit='GiB'/>
</numa>

</cpu>

8.15 FCEEBWMTFHRIEK
2 T T an< - BIEY BARAFH XML Xf§ ©
#vi mem.xml
<memory model='dimm'>
<target>
<size unit='GiB'>2</size>
<node>0</node>
</target>
</memory>
3 BITHITEr< > BEhERIAN o
virsh create vos.xml
4 HITTar< > JHITAGFT B ©
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virsh attach-device vm_name memfile
5 : virsh attach-device vos mem.xml
LI
B vm_name : ELHIEHT o
B memfile : EZH BEIATE xml XHE
5 f#H vnc & ssh ERFEBAGE » ITW RS ©
free -g
6 EFERFAR/N o
B MEM ¥ &Hi

= root@localhost:~/Desktop *

“!|)“@a |m ¢4 7> =@ 1615 - &
E 8.16 ¥ BAIREA/
B MEM ¥ &G
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= root@localhost:~/Desktop *

@@y - @ ERETIPARNIEN A
8.17  BEAFARN

DISK #A#Eik
1T DISK PUEIRRVATIR R R ERN B ER BT °
1 TN T < > BIEIMEMLE -
gemu-img create -f gcow?2 extra_disk.qcow?2 20G
2 AT T a2 CUERMAR XML XXt o
# vi disk.xml
<disk type='file' device='disk'>
<driver name='gemu' type=qcow?2' cache='none'/>
<source file="'/uos/disk.img'/>
<target dev="'sdb' bus="scsi'/>
<backingStore/>
</disk>
3 ITUWI T a < > WHAEHITT & o
virsh attach-device vim_name extra_disk_xml_file
5l © virsh attach-device vos disk.xml
) 3755 -
B vm_name . FHHIZHT o
B extra_disk_xml_file ; BB 2509 xml XHE
4 BEEURER -
W BEY BE
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- root@localhost:~/Desktop *

cE@Ey - & = ¢ a » 5| =@ 63, - &

8.18 ¥ BEIMEIEE

W EET B

e root@localhost:~/Desktop *

cE@Ey - 85 |8t a s> =@ 852 8

8.19 ¥ RIEHEER

P R
PATR R PRI EVRTIR R G R EBW B ERBIT ©
1 T T an < » BIER-RY A XML X 1§ -
# vi vnic.xml
<interface type="bridge">
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<mac address="22:49:27:44:3F:16" />
<source bridge="br0" />
<model type="virtio" />
</interface>
2 AT TS > RW-R#HITT A ©
virsh attach-device vos_test vnic.xml
3 BRELMWNGE > ITUW TSRS » BEBENRER °
ifconfig -a
B K= &8l

> root@localhost:~/Desktop

S T-IE N - | |mews>|-@H5 < &
8.20 MK¥ AAIER

B MR 3aE
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-
- root@localhost:~/Desktop * 35

8.21 M~y BEES

Numa &

1 FEREBWUERS M uos.xml F » HEININ FEFAREVAEFRISEL -
<vcpu placement='static' cpuset='0-3,64-67'>8</vcpu>
<features>

<acpi/>
<gic version='3'/>
</features>
<cputune>
<vcpupin vcpu='0' cpuset='0-3'/>
<vcpupin vcpu='1' cpuset='0-3'/>
<vcpupin vcpu='2' cpuset='0-3'/>
<vcpupin vcpu='3' cpuset='0-3'/>
<vcpupin vcpu='4' cpuset='64-67'/>
<vcpupin vcpu='5' cpuset='64-67'/>
<vcpupin vcpu='6' cpuset='64-67'/>
<vcpupin vcpu='7' cpuset='64-67'/>
</cputune>
<numatune>
<memnode cellid='0' mode="strict' nodeset="'0"/>
<memnode cellid="1' mode="strict' nodeset="1"/>
</numatune>
<cpu mode="host-passthrough' check="none'>
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<topology sockets='2' cores='4' threads="1'/>
<numa>
<cell id='0' cpus='0-3"' memory='4" unit='GiB'/>
<cell id="1' cpus="'4-7' memory='4' unit='GiB'/>
</numa>
</cpu>

8.22 EHIM numa EZE
2 AT T2 > BEIERI
virsh create vos.xml
3 BRELWNGE > RITUW TSRS » BEE numa BELER o
Iscpu
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8.23 EH#W numa ELER

8.3 KVM+Virt-Manager+QEMU E#lL

8.3.1 FiiRE M
B EEVTAYIIEN ©
B YEMOLR IP #3EZE DHCP A XFAEY ©
B ZRFIRBIFENLS » BRI bro L -

8.3.2 HEELLANF
BB “8.2.2 REEBULAN" BT o

8.3.3 L&
1 FUITUI T 6 < » BIBREER -
mkdir -p /uos_images
2 AT Ta < > LERMIRREIREER -
scp vos-server-20*.iso root@IP./uos_images/
T : scp vos-server-20-education-1070a-amd64.iso

root@192.168.1.200./uos_images/
BB 3785 - 1P X fR %588 IP 14t

8.3.4 RNNiEHE
Virt-Manager EIFA L R E 2 FFx4Z1 Host IMJ:E’JFE?MTLJL_ TH—EE -
MRAFPEZ M Host L& T KVM UL BBRARTATEAS#EE Virt-Manager
HITERE > AFPRUNT
1 TN T an < » BIREA o (BEMAZES » —H#Z “Enter” $EEIA] 9
[root@localhost ~]# ssh-keygen
Generating public/private rsa key pair.
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Enter file in which to save the key (/root/.ssh/id_rsa):
Created directory '/root/.ssh'.

Enter passphrase (empty for no passphrase):

Enter same passphrase again:

Your identification has been saved in /root/.ssh/id_rsa
Your public key has been saved in /root/.ssh/id_rsa.pub
The key fingerprint is:
SHA256:ydhzsfKcVujHaEORVOvrglYxLim1lunlx2Z0dPWnqwM8
root@localhost.localdomain

The key's randomart image is:

+---[RSA 3072]---—+

+. o
+.%0 =

|

|

|

|

| . S.*+0=0.=|

| .0=B=0..0|

| oX*0 |

| A++E |

| ot .. |
+----[SHA256]-----+
[root@localhost ~]#

2 AT TS > N QPRI EM Host 4L o (FBERA root P BIZEES 9
[root@localhost ~]# ssh-copy-id root@192.168.1.200
/usr/bin/ssh-copy-id: INFO: Source of key(s) to be installed:
"/root/.ssh/id_rsa.pub"

The authenticity of host '192.1368.1.200 (192.168.1.200)' can't be
established.

ECDSA key fingerprint is
SHA256:610VHXIUXTTmo3m0Seld3DfZOdCMWT7bY9wWE3FGvYmss.

Are you sure you want to continue connecting (yes/no/[fingerprint])?
yes

/usr/bin/ssh-copy-id: INFO: attempting to log in with the new key(s), to
filter out any that are already installed
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/usr/bin/ssh-copy-id: INFO: 1 key(s) remain to be installed -- if you are
prompted now it is to install the new keys
UOS Server 20 Education

root@192.168.1.200's password:

Number of key(s) added: 1

Now try logging into the machine, with:  "ssh 'root@192.168.1.200""
and check to make sure that only the key(s) you wanted were added.
3 $TH virt-manager > TEERER - EF XH > TMERE -

ENRGEERSR

POl 25 S8V #HH)
FIERE(A).
FREMAN) TICAREE
XHA(C)

BHQ

8.24 virt-manager HIEIEMIEEN
4 5% “Connect to remote host over SSH” » H7E “AP4” XZAHERIGA
“root” ~ £ “EMNR” XAMERFA TN IPHULE > BEF “EE o

- o x

XHHF) HE(E) EENV EBH)

(I Eisid il

~ CPUER=E

ARERE *

EEEFH): QEMU/KVM -

BA&(U): | root

H18(0): | 192.168.1.200] |

BanERA) O

pran: o S |
EGE(C) ER(N)

8.25 ELEYIETNIFAMER
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5 BEEIENERR  AIUBIZENLERZEL

ENRGEESE - g x

W enhance_aarch64_202106101005270

rcl.2-update

m £1.2_aarch64_202106161120350
rch64_202106081545370

rch64_202106221310400

|,_update_1.2_aarch64_202106221104470

-CODE_aarch64_202106191029180

mm__w_aarch64_202106151021580

1 8.26 BAERAVIZIN
6 PEE—RELNYG > TUHAZELNBERFE °

XHE(F) EMALUM) BE(V) HEER(K)
K - o

8.27 virt-manager EZ BRI

8.3.5 (7Ii%) GUEREHIMLE
1 EERSAS  EIE BIE > EEEE -

ENRSEEEE == X

8.28 EIEEIRIHERE
2 £ "B TSR Bl e
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.j%‘l;l _ ) ) -

XfE(F) 4ESE(E) TEN ERA(H
+ O 7 b QEMU/KVM 215 = B X
&1 SAHF)

BE: virbr0

s Bz

BmEwu): Y 5|%E

» IPVARE

» QoS EBRE

v (o

8.29 FMEHIML
3 1RE ‘MBHW 5 BE A o

ff=2 e A —~
@ IR EIARLE

JIEH PR ER S

R&SEH(N): | uos_vn |c|

@ jRfl: networkl

8.30 N ELIMLEE

4 i§E P MUEEE » g ‘g’
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Redl=2eh g A

e G E RS

Rﬁiﬂﬂﬁﬁﬁ 1Pv4 it it==(E]
7 BH IPvd MESHESEE X
F&E(N): | 192.168.100.0/24
@ BT PR IPvA RAE HIEE AR, fli:
10.0.0.0/8 = 192.168.0.0/16

F3: 192.168.100.1
s 7
~ EF DHCPw4
Fé4: | 192.168.100.128
g9 | 192.168.100.254

(W =E g

HHE(C) EE(B) (k)

8.31 NEHMEEEM LT E]
BRI

J@ SRR

FEMFLEER IPv6 it SiE:
CEE IPv6 M =EE X

wae || mam

8.32 JEEHIMAEEE IPV6 ML
5 seRECES » I TEFTRBYSRE o

SERHEABRAR © RINFFE % 2714 T



FWQ20240201T_RLO1-AEIRSZIHRERSA (HBRR) V20 (1070) EEFM
QEMU/KVM EEHEiEE —= G x
CHE(F)
EHREE(V)
default ZF: uos_vnic
& virbrl
#s: Bz
BaiEan(V): ¥ 5|58
15 uos_vnic
- |Pvd iZE
e 192.168.100.0/24
DHCP EE: 192.168.100.128 - 192.168.100.254
=3 ® EEmE, FERREnEES
} QoS & H
£ | B S =
[ 8.33 BCEFEAHYELIML
3o A
8.3.6 BIEERMRIEAEH
1 EEFER - EEF YRR > EHEAFE o
ENRAEES ¥ =] X
XE(F) BeEEiSl E5(V) ZEI(H)
+ :
& Wi ~ CPUBEE
BEm(P)
8.34 EEEHIFERR
2 £ ‘i IEH o BE 4o
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EiNRGSEE = jm] x
RHF) () EJ(V) ZHH)
+ @7

QEMU/KVM ER#E = K
i3l »
SCHE(F)
& EHE(s)
iR v 62.17 GiB Free / 7.80 GiB In Use

fiis: fvar/lib/libvirt/images
Y [ 35
BaiER): M3ITE
# D] -

&~ K =l BF

o

8.35 MEBEZIFIE
3 REFMEMIANG 0 BE Al o

QEMU/KVM EFEE = O 3%
3CHE(F)
EiE(S)y A - »
EREEERENEEER,
gﬂi(N):| | uos| ||
£(T):  dinXFRHFER b
BUE(C) - miRt(F)
o+ & —

8.36 MAFfEMEL

4 ERFAENNBERRERE 0 BE 5Tl e
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SCHE(F)

i sul e =HiE(S)

" default
THRRES

A =

SEEE

BireEE(T):

fvar/lib/libvirt/images/uos

BHIC) [=iB(B) FERL(F)

8.37 SERTFHAECE
5 BHELIBMEMENRNGE > SHAMNFE “+" -

XHHF) HEE EEV) EHH)

P QEMU/KVM SE4SIE1E
: EfE(S)
115, default AT uos
AERHFE Hlv: 62.16 GIB Free / 7.81 GiB In Use
| ;Uf;ﬁmai- e fvarflib/libvirt/images/uos

®E: [ F=373
== ) N ]

& v K faxl BF

+ [ I - -
Y

8.38 NTFfEHOIRHBIFIEXM
6 REEEXENZTEKE > BE ‘TR

JT °
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+ @ -

o QEMU/KVM EEEsEtS T X
gt | @ = AFfEE - X
s default RS
NHERFER
Hos pEsENESEERNERS T,
WERAER
EFR(N) | uos .qeow?
#(0)]  qeow2 -
» BEER
FiiEns

uos's AJfE=S(E]: 62.16 GiB

8.39 WEBEIEH
7 SUERINfE - LI FEFRRYSRE

QEMU/KVM E4Ei$E L
b
DCEF(F)
=fiE(S)
119, default E=tiie uos
XHERRER Fl 62.16 GiB Free / 7.81 GiB In Use
uos . S
fil: Jvar/libjlibvirt/images/uos
v N [ B33
grEamU): v 3|SR
& + |2
& v K -5 BF
+ | D& =

8.40 BUETERRIGTFMEX T

8.3.7 SIEEHIM
1 EERER  mEFE WX > WEEMN
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ERRATEE

8.41 EFMBELINE
2 %R “ABRITE(1SO RN ECIR)HEREMIBXESE - BE W
#” o

FEE - x
m SRR ETEE I
EE(0): QEMU/KVM: 192.168.1.200 -
ERMFARERERG

o TN (IS BB  EH ) (L)

U Network Install (HTTPR, HTTPS, or FTP)
O P45 |5 (PXE)(B)

O SANMAHERRE(E)

v RHER
EBAEE(V):|  KVM 4
2Hy(A):| | aarche4 )
HEsERM):|  virt ’

BGHE(C) Al (F)

8.42 EIEAHTEESN R
BN 285 - BB kvm FHE gemu BLRBIFELFE) v #5158 + IEAIE “SATEMERE

3 ERBERER ISO EXAMRERGEE (AROERRIAME 5 BE

“-ﬁ-llji#-” o
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mEEN = K

m “F BT EE AL

Choose ISO or CDOROM install media:

Choose the operating system you are installing:

QT
EGHE(C) [SiE(B) His#(F)

8.43 MEEEIRAM 15O X

Locate ISO media <@localhost.localdomain> = |
© Recent ¢« B media root d946bda8-dall-480c-bc96-5421aedbaeald m ’ |
gikoms Namae - size Modified
-

Deskeon © uos-server-20-1070e-amd64-build1-20230821-1802.is0 87GE  10:39
& Documents
@ Downloads
71 Music
B Pictures
¥ Videos
Cancel

8.44 EFFAM 1ISO Xt
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HrE i - X

m 4 BTN

Cl
@ Can'tfind the operating system you are looking for?
Try selecting the next most recent version displayed,
or use the "Generic" entry.

Red Hat Enterprise Linux 6.1 (rhel6.1)

Red Hat Enterprise Linux 6.0 (rhel6.0)

SUSE Linux Enterprise Desktop 12 Unknown (sled12-unknown)
SUSE Linux Enterprise Desktop 12 SP3 {sled12sp3)

SUSE Linux Enterprise Desktop 12 SP2 (sled12sp2)

Microsoft Windows Server 2016 (win2k16)

I Generic default (generic) |

Ulnclude end of life operating systems
Clo—_ .. — g i

SIS CadscTiaaia v R Skt S
’~ ~,
(ad a)

o

EE(C) I5iE(B) AnE(F)

& 8.45 EFELRARFRGLR

HEEPIW], <@localhost.localdomain> - x

Choose ISO or CDROM install media:

‘/root/uos—server-ZD-lexe-amd64.iso v W)

Choose the operating system you are installing:

Q Generic default €

ClAutomatically detect from the installation media / source

BB(C)  BE(B) | AP

8.46 TR ISO $RMBIELEF
4 188 CPURINTERE » 83 B o
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A - %

m AT E L

Choose Memory and CPU settings:
Memow: | 2048| = +
|+ SE 52131 MiB AR
cPU: 2 = e
BEE AR
HGE(C) [=E(B) aist(F)

8.47 EEEBHIAT A
5 SIBHEEIFRGEME MG > BT G o

FEEL %
AR
/ RERAS FEfE(E) .
REHHEEEFER(R)
20.0 — + GiB

62.2 GiB EEIMIEA A

o EEREHIE SR NIERES)
EE(M)... | fvar/lib/libvirt/images/uos/uos.qcow2

EE(C) [E3E(B) at(F)

8.48 EFERIRMFAE
6 IREEMNRIMMNG > HAEDk “EREMBEEXERE” 5 84 Tl °
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AL - X

o Rl B AL

EETERE b

I2{FZ4: Generic default
TE IprEmEK
FI7E: 4096 MiB
CPU; 2
7=f&:  20.0 GIB /var/lib/libvirt/images/generic-2.qcow2

YERRAEEXEE()

P EERIE(E)

BGE(C) [S3E(B) FER(F)

8.49 RBEMHAH > EEWL
7 AR ~ BEIRZ ~ PSR ~ $RAUAR ~ BERISREEM ©
(1) RN : HA%EE B USB Keyboard” f5 > 8 “Sel” ©

AR E B - =

e Ui

Dar [l

fé%' ! s #£8I(T)| ;&R USB Keyboard
waEs

% crus I BA

= n 0 =

b Z|FAm i L

B scsimEl ‘ 20 -
scsicoroMyl € HH
NiC:dsobgg| © EHE

2 N ® 2E i

&= BHe ® fRE

2 iqemugy ° USBERE

M]E Controller USB PCl ZHligE

! i
B controllervini e
Watchdog

MRS
BeEE B
USBEHER sﬂish.mw'
TPM

LIk 38

- =

[ N N

e o & b

mnaf@i mAC || =mE

TN

8.50 EIFEELR
(2) ZAMER : #KBEE “UNCIRS®™ 5> 82E "=l ©
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AN AR - x - o
B
B =i
i ®BIT):| WNCERES —
M zZgiER !
{:} Epifs ® BA Listen type:  Address - B
= 7 B HAHE): | BRI -
v sigam Wl O °F HOP): YEHU) B
B scsimz1 | © FF s 1 | =
® #0O e
SCSICDRERS o w8 [CIshow password
NIC :d8:2b e
B e © & BESHY): | B x E
= E;é} b USBEHGE
2 £ qemusl % PCIEHIRS
m ContmllerLl o WA
m Controller Virti B Watchdog
B &R
o= BEEE
@ UsBEFEm sh.raw ~
& TPM
b FENERERR
% Panic; 2
AR qUH(C) Wiz
8.51 EEFERALERER
N . N . o
(3) MR - BSiEEFE “Virto” 75> BE “Fehl” o
RS =R - O
v %% B in
. il
—rTT s BE(M):| | Virtio - -
Dol s -
= o=
% slsEm = B
B scomzil 0 FH ==
scsicoroMY #H
NiC:dsopggl ¢ ERE
| es % HE -
W = pywe ° USB EHlig&
2 s | s PCIEHBE
& fhill qemu-gal A
m Controller USE B Veaichidog
” Controller Virti &t
= HEEE
@ uss=mEE flash.raw ~
g TPM
® [EHEERS
% Panic @H=
T HNEEE(D] BXH(C) () mE

& 8.52 AR BRIRE

(4) ARINEAUR - FBIXAE “EvTouch USB BEIRZERIIR f5 > £ “FeRk” ©
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AR MR - X = O x

¥ T
L) #% #&T): | EvTouch USB EF/Ei{iik =

B e L
e b
—— L =R
% ISET o B
B scsimzl | © FH =
scsicoromy| © 7FH
nic:osasnd] © EHE
R - 1

% USB IHligE
% PClEHEE
L 75

B Watchdog
B RS

= BEEE

@ uss=Ez:RRy
& TPM

b RS
] SFlER

R

&= {5iE gqemu-ga
ﬁ Controller U
m Controller\fz

(D) w0 || we | [

8.53 FMEIFEE
(5) ZSINIZHI2S (%R UEF| 5| SR80 > FIS SR SRR “ide” »
B “cdrom” HEREZA “scsi” B » FEFILIZE | “virtio-scsi” B
S “scsi EEHIZE” o (£ AMD64 ZEHREZEHITULL I 9

generic - QEI FINFENES <@localhostlocaldomain> i
v OFEEE O WERE B s s
il
; B —
L | B ks £B(1): | scsl v
EHN): | generic an
= BS(M): | virtlo SCSi -
UUID:  dechTcTE-dTed BR
ws:  exac: B =3
& 5]
% R e iﬂ
B oo R ® BHE
SCSICOROM 1 i
® B8
NIC04:25 1 % USBEAEE
B =ik v POTAEE
STHHY Spice EEEFIE B imm
B soundichs EEEFE: KM im Watchdog
= ehs | e i
B s+ B Jusrilibexec/qge & BEEE
B controlleruseo Bk B ¥ é N
TPM
USB 1 @i
BER i3 L
UsBEAR2 % PaniciEHIE
Virtio VSOCK
BUH(C) FeAE(F)
FINEM(D)

8.54 FIMIZHIRIEE
(6) By USB ¥ ka3B9iR/G - B “HIBR” - MiIPR USB ¥2% 23 - (£ AMD64
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R RERITISE )

v FERE  © mERE

M g5

I zgEs

W crus

L e

& SISEm

B EmE1
IDECDROM 1
NIC :50:ae:5¢

itk

SR Spice

B Sound iché

= EHe
EFOXL
B Controller USB 0

Y USBEEEL
USBEEE2

A HNEEFE(D)

uos - QEMU/KVM — o

USBHE AL

3 SpiceVMC

MIE5(R)

8 B

8.55 7£ AMD64 ZR¥ghfilER USB 4% % 23

‘Fagx’ > ERWSEH0ER » #ALRSISHRE °

v FERE | © WERE

] &R
M zgER
£ crus
== hE
% 5IeEm
B scaimsl
SCSICDROM 1
NIC :d8:2b:83
B gs
B =T VNC
= EWE
@ & qemu-ga
M = virtio
B controllerusg o
B controliervirtio scsio

FINELH(D)

Exifs
FFRN): | uos
UuID: f5980dc3-4b64-4aad-9909-delccdb0d7dT
W EBXE (X
fra():
FEk(E):
BEREFFE
EEEF. KM
EoN aarch64
[E2 N Jusrflibexec/qemu-kvm
HERE(T): | virt b
Bt UEFI aarch64: fusr/share/edk2/aarch64/QEMU_EFI-pflash.raw =

8.56 FHAZREELIAN
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8.57 Z&53|FRETA
9 BRMERGLEFRENMHING BB NRE UOS BEFMXIEHITRAARE -

9 BEHIIMNREIR

BZENFE UOS » FUAEE T RN dnf B4R o A7 ZIMEFESY
7 RERAKLTEME » FIEBC T CDH ~ OpenStack fIEZFHXIMREE o
A LUAEfEA dnf ZEFERHENAIN 0 BREINY dnf 2GR - Bl » &
SREREFUT=4 -
B OpenStack j&
B CDH R
H EFR
BB 385 - OpenStack f1 CDH R H 1 E1EBTIER T 10508 JH 10508 Z EHIHRE ©

9.1 [BH OpenStack i (1070e)

OpenStack 2— M EMNZITEEERTS » AMB oG =iRET B
RSN RITEARSS - 4515 UOS (1070e) J&EC T OpenStack (Train) o
9.1.1 &% OpenStack &

dnf install UnionTech-repos-openstack -y

9.1.2 RIFc#IBETE
dnf clean all
dnf makecache
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9.2 FH CDH & (1070e)

CDH A¥IETF &= Hadoop RZ D ZHEI—H » A Cloudera 1P - EE
Fi2TEHRZSHY Apache Hadoop % » 121t 7 Hadoop BY#Zy ~ AIY B1EAE ~
SHERITE ~ ETF web WBAFPREE - 45 UOS (1070e) &AL T CDH-6.3.2
HIRZICN IR ©

9.2.1 %% CDH i& (1070e)
dnf install UnionTech-repos-cdh6-y

9.2.2 RIFc#IBETE
dnf clean all
dnf makecache

9.3 BHE%IR

HiEE (FEARHKMEEDZR) (PEARRNENSEZZZE) M (hiE
ARHENESIERZEZ) FERENMNMAIGE > BN AT KRR S
EEEAERMI  BHFHONAERZXRIEXMNEEERE - Al > HE
UOS (1070) Femiabn FHREAFEZEDUE - URARKRZREM « TESE UOS
ERERERK

9.3.1 #&X GM &
dnf install UnionTech-repos-GM -y

9.3.2 RIFFcsiRETF
dnf clean all
dnf makecache

10 FAQ

10.1 RAER Wia)=
415 UOS BRIASZE feitx AL > REREtIZET ibus 3AE > W
SERMEAENE o Y > EERITN TTBIHRIEAE ©
1 T A< » EELFIEEENMAE o
imsettings-list
- 1: IBusJ[ibus.conf] (recommended)
2: FCITX[fcitx.conf]
3: X compose table[xcompose.conf]
2 ITUATRERS » U0 ibus BF feitx HAE ©
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imsettings-switch xxx
AN EE D xxx 1026 ibus 6 feitx
3 FEAFE  EMEREEIMNEG > MAETMREIATER -

10.2 EP XML XX¥F
10.2.1 AMD64 ZERYERINN XML X% (Legacy)

<domain type="kvm'>
<name>uos</name>
<memory unit="KiB'>4194304</memory>
<currentMemory unit="KiB'>4194304</currentMemory>
<vcpu placement='static'>1</vcpu>
<iothreads>1</iothreads>
<0Ss>
<type arch='x86_64' machine='q35'>hvm</type>
</os>
<features>
<acpi/>
</features>
<cpu mode="host-passthrough' />
<clock offset="utc'/>
<on_poweroff>destroy</on_poweroff>
<on_reboot>restart</on_reboot>
<on_crash>restart</on_crash>
<devices>
<emulator>/usr/libexec/qemu-kvm</emulator>
<disk type='file' device='disk'>
<driver name='gqemu' type='qcow?2' iothread="'1"/>
<source file='/uos/uos.qcow2'/>
<target dev='vda' bus='virtio'/>
<boot order='1'/>
<address type='pci' domain='0x0000" bus='0x00" slot="0x08'
function='0x0'/>
</disk>
<disk type='file' device='cdrom'>
<driver name='gqemu’ type='raw'/>
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<source file="/uos/uos-server-20-education-1070e-amd64.iso'/>
<readonly/>
<target dev='sdb' bus='scsi'/>
<boot order="2'/>
</disk>

<controller type='scsi' index='0" model="virtio-scsi'>
</controller>
<controller type='virtio-serial' index='0">
</controller>
<controller type='usb' index='0" model="ehci'>
</controller>
<controller type='sata' index='0">
</controller>
<controller type="pci' index='0' model="pci-root'/>
<interface type='bridge'>

<source bridge="br0'/>

<model type='virtio'/>
</interface>
<serial type='pty'>

<target type='isa-serial' port='0">

<model name='isa-serial'/>

</target>
</serial>
<console type="pty'>

<target type='serial' port='0'/>
</console>
<input type="tablet' bus="usb'>

<address type='usb' bus='0' port="1"'/>
</input>
<input type='keyboard' bus='usb'>

<address type="'usb' bus='0' port="2'/>
</input>
<input type="'mouse' bus='ps2'/>
<input type='keyboard' bus="ps2'/>
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<graphics type='vnc' port='-1' autoport='yes' listen='0.0.0.0">
<listen type="address' address='0.0.0.0'/>
</graphics>
<video>
<model type='vga' vram='16384" heads='1' primary='yes'/>
<address type='pci’ domain='0x0000" bus='0x00" slot="0x02'
function='0x0'/>
</video>
<memballoon model="virtio">
</memballoon>
</devices>
</domain>

10.2.2 AMD64 SRt5RIEE#IHN XML X4 (UEFI)
<domain type='kvm'>
<name>uos</name>
<memory unit="KiB'>4194304</memory>
<currentMemory unit="KiB'>4194304</currentMemory>
<vcpu placement="static'>1</vcpu>
<iothreads>1</iothreads>
<0Ss>
<type arch="'x86_64"' machine='q35'>hvm</type>
<loader readonly="yes"
type="pflash">/usr/share/edk2/ovmf/OVMF_CODE.fd</loader>
</os>
<features>
<acpi/>
</features>
<cpu mode="host-passthrough' />
<clock offset="utc'/>
<on_poweroff>destroy</on_poweroff>
<on_reboot>restart</on_reboot>
<on_crash>restart</on_crash>
<devices>
<emulator>/usr/libexec/qgemu-kvm</emulator>
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<disk type="file' device='disk'>
<driver name='gqemu' type='qcow?2' iothread="'1"/>
<source file='/uos/uos.qcow?2'/>
<target dev="'vda' bus='virtio'/>
<boot order='1'/>
<address type='pci’ domain='0x0000" bus='0x00" slot="0x08'
function='0x0'/>
</disk>
<disk type='file' device='cdrom'>
<driver name='gqemu’ type="raw'/>
<source file='/uos/uos-server-20-education-1070e-amd64.iso'/>
<readonly/>
<target dev="'sdb' bus="scsi'/>
<boot order="2'/>
</disk>
<controller type='scsi' index='0' model="virtio-scsi'>
</controller>
<controller type='virtio-serial' index='0">
</controller>
<controller type='usb' index='0' model="ehci'>
</controller>
<controller type='sata' index='0">
</controller>
<controller type='pci' index='0"' model="pcie-root'/>
<interface type='bridge'>
<source bridge='br0'/>
<model type='"virtio'/>
</interface>
<serial type="pty'>
<target type='isa-serial' port='0">
<model name='isa-serial'/>
</target>
</serial>
<console type='pty'>
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<target type='serial' port='0'/>
</console>
<input type="tablet' bus="usb'>
<address type='usb' bus='0' port="1"'/>
</input>
<input type='keyboard' bus='usb'>
<address type="'usb' bus='0' port="2'/>
</input>
<input type="'mouse' bus='ps2'/>
<input type='keyboard' bus="ps2'/>
<graphics type='vnc' port='-1' autoport='yes'>
<listen type="address' address='0.0.0.0'/>
</graphics>
<video>
<model type='vga' vram='16384" heads='1' primary='yes'/>
<address type='pci' domain='0x0000" bus='0x00" slot="0x02'
function='0x0'/>
</video>
<memballoon model='virtio'>
</memballoon>
</devices>
</domain>
AN GEE T xml XIS EHYET 0 B EIW TRE - 2HF libvirt fRZEI 1 REBES
OVMF_CODE.fd B/t » 15FH-2E libvirt ZREFTHRAHER libvirtd fFES -
# virsh create uos.xml
M uos.xml BIEHAKK
2IELIM unable to find any master var store for loader: /usr/share/edk2/ovmf/OVMF_CODE.fd

10.2.3 ARM64 ZR#RYEERIN XML XXF (UEFI)
<domain type="kvm'>
<name>uos</name>
<memory unit='GiB'>8</memory>
<currentMemory unit='GiB'>8</currentMemory>
<vcpu placement="static'>6</vcpu>
<0S>
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<type arch="aarch64' machine='virt-4.1'>hvm</type>
<loader readonly='yes'
type='pflash'>/usr/share/edk2/aarch64/QEMU_EFI-pflash.raw</loader>
<boot dev='hd'/>
<boot dev="cdrom'/>
</os>
<features>
<acpi/>
<gic version='3'/>
</features>
<cpu mode="host-passthrough'/>
<iothreads>1</iothreads>
<clock offset="utc'/>
<on_poweroff>destroy</on_poweroff>
<on_reboot>restart</on_reboot>
<on_crash>restart</on_crash>
<devices>
<channel type='unix'>
<target type='virtio' name='org.qemu.guest_agent.0'/>
<address type='virtio-serial' controller='0" bus='0' port="1'/>
</channel>
<memballoon model='virtio'/>
<emulator>/usr/libexec/qgemu-kvm</emulator>
<disk type='file' device='disk'>
<driver name='gqemu’ type='qcow2' iothread="1"/>
<source file='/uos/uos.qcow?2'/>
<target dev='vda' bus='virtio'/>
</disk>
<disk type='file' device='cdrom'>
<driver name='gemu’ type='raw'/>
<source
file='/uos/uos-server-20-education-1070e-amd64.iso'/>
<readonly/>
<target dev="'sdb' bus="scsi'/>
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</disk>
<interface type='bridge'>
<source bridge='br0'/>
<model type='virtio'/>
<address type="pci' domain='0x0000" bus="0x01" slot="0x00'
function='0x0'/>
</interface>
<console type="pty'/>
<controller type='scsi' index='0' model="virtio-scsi'/>
<controller type='usb' model="ehci'/>
<input type='keyboard' bus='usb'/>
<input type="tablet' bus="'usb'/>
<graphics type='vnc' port='-1' autoport='yes' listen='0.0.0.0'/>
</devices>
</domain>

10.2.4 Loongarch64 ZRt4a9EE#IHN XML 324 (UEFI)
<domain type='kvm'>
<name>uos</name>
<memory unit='GiB'>8</memory>
<currentMemory unit='GiB'>8</currentMemory>
<vcpu placement="static'>4</vcpu>
<0S>
<type arch='loongarch64' machine='loongson7a_v1.0'>hvm</type>
<loader readonly='yes'
type='rom'>/usr/share/gemu-kvm/loongarch_bios.bin</loader>
</os>
<clock offset="utc'/>
<on_poweroff>destroy</on_poweroff>
<on_reboot>restart</on_reboot>
<on_crash>destroy</on_crash>
<devices>
<emulator>/usr/libexec/qgemu-kvm</emulator>
<disk type="file' device='disk'>
<driver name='gemu' type='qcow2'/>
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<source file="/home/uos.qcow?2'/>
<target dev='vda' bus='virtio'/>
<boot order='1'/>
</disk>
<disk type='file' device='cdrom'>
<driver name='gqemu’ type='raw'/>
<source
file="/home/uos-server-20-education-1070-loongarch64.iso'/>
<target dev='sda' bus='sata'/>
<readonly/>
</disk>
<serial type="pty'>
<target port='0"/>
</serial>
<console type="pty'>
<target type='serial' port='0'/>
</console>
<channel type='unix'>
<target type='virtio' name='org.qemu.guest_agent.0'/>
<address type='virtio-serial' controller='0" bus='0' port="1'/>
</channel>
<channel type='spicevmc'>
<target type='virtio' name='com.redhat.spice.0'/>
<address type='virtio-serial' controller='0" bus='0' port="2'/>
</channel>
<input type="tablet' bus="usb'>
<address type="usb' bus="'0' port="1'/>
</input>
<input type='keyboard' bus='usb'>
<address type="usb' bus="'0' port="2'/>
</input>
<graphics type='spice' autoport='yes'>
<listen type="address'/>
<image compression="off'/>
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</graphics>
<sound model='ich6'>
<address type='pci" domain='0x0000" bus='0x03'
function='0x0'/>
</sound>
<video>
<model type='virtio' heads='1' primary='yes'/>
<address type='pci" domain='0x0000" bus='0x00'
function='0x0'/>
</video>
<memballoon model="virtio">
<address type='pci" domain='0x0000" bus='0x08'
function='0x0'/>
</memballoon>
</devices>
</domain>

10.3 A-Tune & Ulia)&H

slot="0x01'

slot="0x02'

slot="'0x00'

10.3.1 train s <G IERIHEE > 7R “training data faild”

AIBE/R H
collection p < RRE T —FERIEIE o
RRFE

FOREMMEIERENBEERS > B#EHTIIZ
10.3.2 atune-adm TiiEiE atuned fRS3
AIREMRE

B atuned ARS5R/Z5H » 8K atuned MIIAMIUERE  EAIHITUW TGRS > RE

atuned RSZEEBEN » HHEE atuned flfithit o
# systemctl status atuned
# netstat -nap | atuned
W 5A3ERELET atuned BIfiIFERE ©
B 2RFEET http RIB > SEBLAERE -
BAGE
1 MNR atuned BRSZFKREBEN > RITHI TS » BENZARS ©
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# systemctl start atuned

2 9507F atuned 1 atune-adm BIARSZ S L > AT T a< > AVFMITIROREE

L8 o HHR > 60001 /9 atuned BYMIFIROS o
# iptables -| INPUT -p tcp--dport 60001 -j ACCEPT
#iptables -| INPUT -p tcp--sport 60001 -j ACCEPT

3 RIS AR > BUTIT A2 - BB http 132 » SUXHGUAH 1P st

Ri#1T http {I2 o
# no_proxy=$no_proxy, 0T #4f

10.3.3 atuned BRSZEEBTH ° I8 “Job for atuned.service

failed because a timeout was exceeded.”

AJRE/R H
hosts X4 localhost FEE
BRTGE

7 “letc/hosts” XAy 127.0.0.1 X—17# N localhost ©
127.0.0.1 localhost localhost.localdomain localhost4
localhost4.localdomain4

10.4 #ER{LLREE W)
10.4.1 llvm-toolset Fik%E
EEES

1 PT8R< » %2k llvm-toolset °
dnf module install //vm-toolset-uel20/common
2 BERELMTRRHNEIRER ©
Error:
Problem: problem with installed package
mesa-vulkan-drivers-20.1.4-2.uel20.x86_64
- package mesa-vulkan-drivers-20.1.4-2.uel20.x86_64 requires
libLLVM-10.s0()(64bit), but none of the providers can be installed
- package mesa-vulkan-drivers-20.1.4-2.uel20.x86_64 requires
libLLVM-10.s0(LLVM_10)(64bit), but none of the providers can be
installed
- cannot install both
[lvm-libs-11.0.0-2.upl.module_uel20+13+1b98fcdf.x86_64 and

SERHEABRAR © RINFFE

% 298 Tl



FWQ20240201T_RLO1-ZEARSWIRIER L (HBHR) V20 (1070) BEFMH

[lvm-libs-10.0.1-2.uel20.x86_64

- package clang-11.0.0-1.02.module_uel20+12+1b98fcdf.x86_64
requires libLLVM-11.s0()(64bit), but none of the providers can be
installed

- package clang-11.0.0-1.02.module_uel20+12+1b98fcdf.x86_64
requires libLLVM-11.so(LLVM_11)(64bit), but none of the providers can
be installed

- package llvm-toolset-11.0.0-1.module_uel20+7+1b98fcdf.x86_64
requires clang =11.0.0, but none of the providers can be installed

- conflicting requests

- package llvm-libs-10.0.1-2.uel20.x86_64 is filtered out by modular
filtering
(try to add &apos;--allowerasing&apos; to command line to replace
conflicting packages or &apos;--skip-broken&apos; to skip uninstallable
packages or &apos;--nobest&apos; to use not only best candidate
packages)

CIEEELES)

RER M mesa-vulkan-drivers 5 & mesa-dri-drivers K i 7
llvm-libs-10 - T llvm-toolset BEHRMET llvm-libs-11 » X MR FEERF »
# B llvm-toolset % % BY llvm-libs & i# & mesa-vulkan-drivers ¢ #&
mesa-dri-drivers BYZ K o
RRE

£ dnf B9--allowerasing &I > S IFHIBRAHZERIERM > BIRTIEE %24k o B
PITIN T < » SRZ3 llvm-toolset ©
dnf module install //lvm-toolset:uel20/common --allowerasing
&

% llvm-toolset #EIRHEHE » BEERERHFED llvm-libs » XEE(FE
BHER R B TELLIRIR AT llvm-libs-10 AT IR o tbBY » 15525 llvm-toolset 15E3R »
SAIEHIT dnf history S5 2 EiHZZE llvm-toolset IR ESHKS » BRERIT

“dnf history undo” &< REIZL lvm-toolset o BINZITII T &<
dnf module disable //lvm-toolset
dnf history # &if] transno
dnf history undo /transno]
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10.4.2 rust-toolset 5 x%dt
R

1 Y788 » %2k rust-toolset o
dnf module install rust-toolset:uel20/common
2 BRELBINTRIRAIEEIRER o
Error:
Problem: problem with installed package

mesa-vulkan-drivers-20.1.4-2.uel20.x86_64

- package mesa-vulkan-drivers-20.1.4-2.uel20.x86_64 requires
libLLVM-10.s0()(64bit), but none of the providers can be installed

- package mesa-vulkan-drivers-20.1.4-2.uel20.x86_64 requires
libLLVM-10.s0(LLVM_10)(64bit), but none of the providers can be
installed

- cannot install both
llvm-libs-11.0.0-2.upl.module_uel20+13+1b98fcdf.x86_64 and
llvm-libs-10.0.1-2.uel20.x86_64

- package rust-1.49.0-1.module_uel20+7+ed636893.x86_64 requires
libLLVM-11.s0()(64bit), but none of the providers can be installed

- package rust-1.49.0-1.module_uel20+7+ed636893.x86_64 requires
libLLVM-11.s0(LLVM_11)(64bit), but none of the providers can be
installed

- package rust-toolset-1.49.0-1.module_uel20+3+ed636893.x86_64
requires rust = 1.49.0, but none of the providers can be installed

- conflicting requests

- package llvm-libs-10.0.1-2.uel20.x86_64 is filtered out by modular
filtering
(try to add '--allowerasing' to command line to replace conflicting
packages or '--skip-broken' to skip uninstallable packages or '--nobest’
to use not only best candidate packages)

AIgE/RE
rust-toolset #ERK# [lvm-toolset #EH » IREBIEELIMERNEELZE
llvm-toolset #ERFHBEREE S [FER o
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BRRGE

£ dnf B9--allowerasing &I > 2 IFHIBRAHZERIERM > BIRTIEE %24 o B
PITIN T < » SRZE rust-toolset o
dnf module install rust-toolset:uel20/common --allowerasing
= pE

B Z A llvm-toolset #0 rust-toolset R » SAFEHZE rust-toolset
MNESHS > BEHIT “dnf history undo” &< RENE, rust-toolset o BN %
HAITH T ER< -
dnf module disable //lvm-toolset rust-toolset
dnf history # #&Eif] transno
dnf history undo /transno]

10.5 BdiE]E)2 BRSS 2356 A in) et

RS 2/E(ERSH) DDE REIMEEA systemd-timesyncd.service {E/BY
BIE)FIRSS - HTFiZBR53 5 chronyd.service A ntpd.service IZ1E AR X »
MREEFEEXTLXEE DDE EEAFIENRS 22 AEA chronyd.service 5§
ntpd.service > iBIERITE “FERIHL > BHEIHRE > BYENRE” xiF “BEhE
FHE” FFx > BRI chronyd.service ¢ ntpd.service #EM 0T © JE DDE £
EIMERT Rt a) o

10.6 FTCEDMF HiE A=

LERALTEBKAER > MR DDE ERATMBI T ERAZBHNIEM > 5
B “Ctrl+Alt+F2” BEERINRE] tty2 - REEAERBETBNEERKAER
[& > $117 sudo systemctl restart lightdm.service ss % BIT] o

10.7 EJ3 dbus [RSZSERKRER AT ZERANE
L&/ dbus RSSEY > DDE REAAER LB » TR0 o LAY - 35
% “Ctrl+Alt+F2” HREBRNIAE tty2 /5 > 11T sudo init 5SS EI o

10.8 T CREIFIRHP(ER vi ss & H/var/log/messages Bt > HIf
HR S FFFELES r) R

GIEEIE]
XA CPUR “¥X EF860” fR%52% > B EIRIEEFTENE
“/var/log/messages” XH4H5 » AIEERR A “@\x93\x8e X EF860” <iXHY »
A vim)@m<FF “/var/log/messages” AT > vi(m)S 2 SIRIBEAIARY
“fileencodings” F|RMERZHEENT “/var/log/messages” XHFHFHIFRIR
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5 oA ' RERGEEBTITRERLDEM AR X HHEIEEE “latinl”
LB vi(m) B O LA IE 2R messages XX FRT o
RRE
FHFEERM “virc” XHHRFEN “[etc/virc” XHFHEIM—XHF

IRIDEERECE » FEB R latinl o A/FFER vi s SEEF “/var/log/messages”
X4 > BIAJIEE B RPXFR o BEANZE vim 672 7 IFEER “.vimrc” XX o
B AFPEREE  BRITH TGRS °

echo "set fileencodings=ucs-bom,utf-8,default">> S{HOME}/.virc
B 250kE  BRITUN TGRS °

sudo echo "set fileencodings=ucs-bom,utf-8,default">> /etc/virc
AN EE BB QAT “Ivar/log/messages” /5 + BT ERRRIT LS HFEFT IR

BZ » (848 “©|x93|x8e X EF860” X E4hT o

10.9 RAEE R EE

10.9.1 firebird HFRE =R shell jnlE

WNRELLERRZ 1021e Hras » M E DDE £H ° RAIIARLE firebird »
Bt =AU firebird AR © iZAFRIFAIAE R shell 4 “/bin/nologin” - Nl
RENNBEETIEPEFERIZAR » MARERZAFPHNER shell &2
73 “[/sbin/nologin” » AILUIAITAN Fen <M vi fRiE:HITIED ©
#vi sfetc/passwd
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10.1 56 vi ISR BB ERIS R AP BB S shell
10.9.2 MN{AIEMIZE selinux &3

1 BTN T8RS » 1R E selinux 79 permissive 3, » BERiA disabled o
#sed -i 's/SELINUX=disabled/SELINUX=permissive/g’

/etc/selinux/config
2 AT TS » ERRIERS ©
# reboot

3 ERERRE > T T < > 1888 enforcing &R o
# sed -i 's/SELINUX=permissive/SELINUX=enforcing/g’

/etc/selinux/config
4 AT TS » BRERRERS °
# reboot

5 T T a2 > KA selinux BB EELIZE N enforcing 123 o
# getenforce
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10.10 utlpmgr £/REIAZHA4T Order {3 x

It pa
£ yum ¢ dnf B¢ Ih E) # kernel-hotfix ## X W 4 B F >
/var/utlpmgr/pkg_state A Order (E¥9E R x e ZFE remoe BRIFRE

10.2 EEPAT EF list ERRE

10.3 Order R4 x

BRIE

BT utlpmgr 4T BIE T EERMAZAKNT ST Order EXRIZEH
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