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V[ON

uosS

V[ON

1.4

SSH

P 192.168.100.20

[uos-server@localhost ~]# ssh uos-server@192.168.100.20
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UnionTech OS Server 20

uos-server@192.168.100.20's password:

Authorized users only. All activities may be monitored and reported.
Activate the web console with: systemctl enable --now cockpit.socket

Last login: Mon Nov 2 09:45:29 2020 from 192.168.100.6

Welcome to 4.19.140-2009.4.0.0048.up1.uel20.aarch64

System information as of time: SatJul 4 16:52:20 CST 2020

System load: 0.01
Processes: 176

Memory used: 15.0%

Swap used: 0.5%
Usage On: 44%
IP address: 192.168.100.20

Usersonline: 4

[uos-server@localhost ~]#
LL]

| | uos-server
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[ 192.168.100.20 192.168.100.6

| SSH(

SSH

SSH)

SSH

[uos-server@localhost ~]$ sudo dnf install openssh

#1)
#2) ( )
#3)
[sudo] uos-server
1.5
logout login
logout
1.6
|

shutdown [OPTIONS...] [TIME] [WALL..]
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1.1 shutdown

-k
-r
-h
-P
H
-C
--help
--no-wall / /
|
shutdown -h now /!
shutdown -h 10 /! 10
shutdown -r now /!
shutdown -r +3 /!
shutdown -c /!
1.7
|

reboot [-n] [-w] [-d] [-f] [-1]
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1.2 reboot

P
-W wtmp / / wtmp
-d wtmp wtmp
-f /
--halt
--no-wall / /

sudo reboot
[uos-server@localhost ~]$ sudo reboot

[sudo] uos-server

1.8

whoami
llid _unll
[uos-server@localhost ~]$ id -un

uos-server

whoami [ ]
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1.3 whoami
--help
--version

whoami
[uos-server@localhost ~]$ whoami

uos-server

1.9

Su root

sul 1[I > >.

1.4 su
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-l shell
-C shell
|

root uos-server uos-server
[root@localhost ~]# whoami //
root
[root@localhost ~]# su - uos-server // uos-server
[uos-server@localhost ~]$ whoami /!
uos-server

[uos-server@localhost ~]$
uos-server root

[uos-server@localhost ~]$ su - root

[root@localhost ~]# whoami
root

[root@localhost ~]#
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root

2.1

BIOS UTC+0 hwclock

RTC CPU Tick date
chrony

2.1.1 hweclock
|

hweclock [function] [option...]
|

2.1 hweclock

-r RTC

-h

-V
-W RTC
-f /dev/rtcO

-S RTC
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|
[root@localhost ~]# hwclock -s
[root@localhost ~]# hwclock -w
2.1.2 date
|
date [ ]... [+ ]
|
2.2 date
]
--help
--version
-u uTC
-s < >
-r < >
|

[root@localhost home]# touch test.file
[root@localhost home]# date

2020 07 04 19:10:15 CST
[root@localhost home]# date -r test.file
2020 07 04 19:10:12 CST

[root@localhost home]#
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2.1.3 chrony

1 /etc/chrony.conf

echo "server ntp.ntsc.ac.cn iburst" >> /etc/chrony.conf
2 chrony NTP

systemctl restart chronyd

chronyc sources

2.1.4 tzselect

root tzselect
|
tzselect [--version] [--help] [-c COORD] [-n LIMIT]
|
2.3 tzselect
]
-C
ISO 6709
-n -C 10
--version
--help
|
tzselect

tzselect -c +4852+00220




V20 1050e ‘ IIIIII .

I_I_I_I tzselect
export
profile
2.2
2.2.1
useradd
| |
useradd [ ]
| |
2.4 useradd
-C comment
-d home_dir
-m HOME
-M HOME
-N
-r
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-p passwd
-S shell shell
-u uid uiD
-U --user-group
|
root
useradd testuserl testuserl
useradd -m testuser2
useradd -s /bin/bash testuserl
shell
useradd -U testuser?2
I_I_I_I less /etc/passwd testuserl cat /etc/shells
shell
2.2.2
usermod
|
usermod [ ]
|
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2.5 usermod

-a --append -G
-d --home -m
-l --login

-G --groups GROUP1[,GROUP2,...[, GROUPN]]]

-u --uid UID ID
||
usermod -aG testgrp testuser
testuser testgrp id testuser
I_l,_,._l id testuser
usermod -l testuser testuserl testuserl
testuser
usermod -d /home/testuser4 -m testuser
testuser home
usermod -u 10002 testuser testuser UID
2.2.3
||
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userdel [ ]

||
2.6 userdel
-h --help
-r --remove
-Z --selinux-user SELinux
||
root
userdel testuserl testuserl
/etc/passwd /etc/group /etc/shadow
home
userdel -r testuserl home
A r
2.2.4
||
passwd [ ]
||
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2.7 passwd

-u
-d
|
passwd testuser3 testuser3
passwd -l testuser3 testuser3
passwd -u testuser3 testuser3
| passwd /etc/pam.d/system-auth
/etc/pam.d/password-auth PAM
pam_pwquality.so  pam_deepin_pw_check.so
2.2.5
|
groupadd [ ]
|

2.8 groupadd

-0 --non-unique

GID

-g GID

GID

17
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|
groupadd testgrp testgrp
groupadd -r testgrp2
groupadd -g 1110 testgrp2
testgrp2 1110
useradd -m -g testgrp testuserl testuserl
testgrp
an
" testgrp
. less /etc/group
2.2.6
|
groupmod [ ]
|

2.9 groupmod

9 GID




V20 1050e

“. IIIIII

root
groupmod -n newgrp testgrp
newgrp

groupmod -g testgrp newgrp

testgrp

newgrp

groupdel testgrp

ID

testgrp
2.2.7
|

groupdel [ ]

|

root

testgrp

LL]
2.3
23.1 cd
|

19
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‘“o

'"Ec.

cd[-LIFP[ell[@II[ ]

2.10 cd

(link)

DIR

cd/

cd ..

cd /root/testdir

/root cd ./testdir/

cd ~

cd testdir/

14

testdir

testdir

20
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2.3.2 pwd

pwd

/ /
m

pwd[ ]
m

2.11 pwd

P (link)
an man pwd
m

pwd

2.3.3 id

id ID(UID)  ID(GID) UID

ID GID uiD

m

id[ ]I ]
m

2.12 id
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-G --groups ID
-u --user ID
|
id ulD
id testuserl testuserl uiD
id -g testuserl testuserl id
234 Is
Is Is list Is
Is
Is
) Is
|
Is{ 11 ]
|
2.13 Is

22
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-S
-h
||
Is -Irt
Is-p /
Is -Irt /etc /etc
2.3.5 mkdir
mkdir make directories
||
mkdir [ ]
||
2.14 mkdir
-m
-p
||
mkdir testdirl testdirl
mkdir -p testdir2/dir2 testdir2/dir2
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mkdir -m 777 testdir3 testdir3 777
2.3.6 rm
rm rm
||
rm [-fir]
||
2.15 rm
-f --force force
- --interactive
-r -R --recursive rm
||
rm -i *.log log
rm -f file
rm -rf testl testl
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A
2.3.7 cp
cp
|
cpl ]...
|
2.16 cp
]
-f
-i (destination)
-l (hard link)
P
-r
|
cp /root/testfile . testfile
cp /root/testfile /home testfile
cp -r /root/testdirl/* /root/testdir2/ testdirl
testdir2
cp -r -i /root/testdirl/* /root/testdir2/ testdirl
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testdir2
2.3.8 mv
mv move
||
mv [ ]
||
2.17 mv
-f
-
-u
||
mv testfilel testfile2 testfilel testfile2
mv -i testfile /root/testdir/ testfile
2.3.9 cat
cat
||
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cat[ J[ 1
|
2.18 cat
]
-b —number-nonblank -n
-n —number 1
-S —squeeze-blank
-V
LL] man cat
|
cat /etc/host.conf host.conf
cat-n/etc/host.conf 1 host.conf
2.3.10 more
more cat cat
Vi
|
more [ ]
|
2.19 more
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-d
-f
P
-C
-u
-S
< >
+< >
+/< >
|
2.20 more
]
space z
b
Enter 1
\Y Vi
d K K=16
o more
h
|
more +100 testfile 100 testfile
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2.3.11 less

less

less more

[pageup][pagedown]

less

less [ ]

2.21 less

more

less

-m more

2.22 less
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? 1] ”
n /
N
d
h
q less
u
y
pagedown
pageup
|
less -N testfile testfile
less testfile testfile
ps-ef | less ps less
2.3.12 head
head 10
|
head [ 1. [ ]...
© 30
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2.23 head

-C --bytes=[-]NUM
-n --lines=[-]NUM NUM
-q --quiet --silent
-V --verbose
|
head -n 5 testfile testfile 5
head -c 20 testfile testfile 20
head -n -6 testfile testfile 6
head -v -n 3 testfile testfile 3
2.3.13 tail
tail
tail
|
tail[  1...[ 1.
|
2.24 tail

31
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-f File
-C K
-n k
||
tail -f testfile testfile
tail -n 15 testfile testfile 15
tail -c 100 testfile testfile 100
2.3.14 file
||
file [ o[ e
||
2.25 file

b
-C
£
i MIME
-Z
© 32
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-m -m magic file
--version
||
file testfile testfile
file -z test.tar.gz
2.3.15 chmod
chmod
chmod
- r
w X
0 1
2 4 3 0
7 u g o
||
chmod [ ]...
||

2.26 chmod
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C verbose
f
Vv
R
||
chmod a+x testfile testfilet
chmod ug+w,0-w testfile testfilel testfile  testfile
chmod 777 testfile testfile
chmod ug-wx,o-rwx testfile testfile
2.3.16 find
find
and or not
and “ _a”
or 13 _o”
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n Ot 1] ! ”

|
find [-H] [-L] [-P] [-Olevel] [-D debugopts] [path...] [expression]
|
2.27 find

]

-print

-amin n: n

-anewer | file: file

-atime n: n

-cmin n: n

-cnewer | file: file

-ctime n: n

-prune

-perm

-empty -gid nor -group name : gid n group

name

-ipath p -pathp: p ipath

-name name -iname name: name iname

-Size n: n b 512 C
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k kilo bytes w
-type C: C d: ,C: b:
p: T b ;s:socket;-pid n: process id
n
|
find /etc -name "host*' -print /etc host
find /usr -name "out*" -prune -0 -name "*.txt" -print usr
out Ixt
find . -perm 755 -print
find / -size +100M -type f -print 100M
2.3.17 stat
stat stat inode
|
stat [ ]
|
2.28 stat
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‘“o"

mc.

2.29 tar

-A tar

-L
-C
-t
|
stat -f /tmp/testfile
stat /tmp/testfile
stat -c "%a" /etc/passwd %a
2.3.18 tar
tar tar
tar tar tar tar
|
tar[ ]I ]
|

37
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-r
-u
-X
-t
-Z gzip
- bzip2
-Z compress
-v
-l
-k
-m
-wW
|
tar cvf homebak.tar /home home tar
tar xvf homebak.tar homebak.tar
tar zcvf homebak.tar.gz /home home
gz
tar xzvf homebak.tar.gz homebak.tar.gz
2.3.19 gzip
gzip ".gz"
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||
gzip[ ]I ]
||
2.30 gzip
-C --stdout --to-stdout
-d --decompress ----uncompress
-r --recursive
-f --force
-1 --list
-n --n0-name
-N --name
-q --quiet
-S < > ----suffix< >
-t --test
-V --verbose
-V --version
-L --license
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-num num -1 --fast
-9  --best
6
|
gzip /tmp/testfile testfile testfile.gz
gzip -dv testfile.gz testfile.gz
gzip -rv test
gzip -drv test
2.4
2.4.1 df
df
|
df [ ]... [FILE]
|

2.31 df
-a --all OBlocks
--block | -size={SIZE} {SIZE} Blocks
-h --human-readable (
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V20 1050e
)
-H --Si -h 1000 1024
-i --inodes inode block
-k --kilobytes --block-size=1024
-1 --local
-P --portability POSIX
--sync sync
-t --type=TYPE TYPE
-T --print-type
|
df -h
df -ia i
df -t ext4 ext4
2.4.2 du
du du
|
du[ 1.[ 1]
|
2.32 du

41
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-a -all

-b -bytes byte

-C --total

-D --dereference-args

-h --human-readable K M G

-H --si  -h K M G 1000

-k --kilobytes  1024bytes

-| --count-links

-L < > --dereference< >

-m --block-size=1M

-S --summarize

-S --separate-dirs

-X --one-file-xystem

-X < > --exclude-from=< > < >
--exclude | --exclude=< >

du /tmp/testfilel /tmp/testfile2

du -h /tmp/testfilel testfile
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du -s

2.4.3 fdisk

fdisk -

fdisk[ < >

2.33 fdisk

2.34 fdisk

3‘
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q
t
v
w
X
|
fdisk -1
fdisk /dev/sda5 m
d
A
q
w
2.5
ps kill fg nohup crontab
25.1 ps

PS
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ps
top
5
(R)
(S)
(D)
(T) SIGSTOP SIGSTP SIGTIN SIGTOU
(2) wait4()
ps [options] [--help]
2.35 ps
-A e
-a
-u
X a
I PID
J (jobs format)
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|
ps -ef
psS -u root root
ps -ef|grep java java
2.5.2 kill
kill SIGTERM(15)
SKILL(9)
|
kill [-s |-n - ]
|
2.36 kill
0 EXIT
1 HUP
2 INT "Ctrl+C"
kill -2
3 QUIT
9 KILL
11 SEGV
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15 TERM

kill

kill -9 12345
2.5.3 fg/bg
fg
fg
fg %jobnumber

bg

bg %jobnumber

Ctrl+z

fgl ]

bg [ ]

jobs

[root@localhost ~]#jobs

12345

bg

[1] tar cvf homebak.tar /home &

bg 1 1

fgl 1

47
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2.5.4 nohup
nohup Command Arg
SIGHUP nohup
nohup & “ and”
|
nohup Command [ Arg ... ][&]
|

nohup start.sh &

ps -ef|grep start.sh

2.5.5 crontab

crontab

crontab [ ] file

2.37 crontab

-u user

demo crontab

crontab

"-u demo"

root

-e crontab

crontab

48
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-1 crontab

crontab

-r /var/spool/cron crontab

crontab

- crontab

2.38 crontab

* minute 0~59
* hour 0~23
* day 1~-31
* month 1~12
* week 0~7 0 7

2.39 crontab

* Tgenn

, "08 12 16*** "

8 0 12 0 16 O

- "05** 1-6 "
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/ "E[LQFAFE " 10
||
crontab -e 55 ** 2 /sbin/shutdown -r now
5 05
crontab -e 3031,10,15 * * /root/sh/autobak.sh
1 10 15 3 30
autobak.sh
crontab -l
crontab -r
2.5.6
||
2.40
cmd > file
cmd >> file ( )
cmd 1 > file

cmd > file 2>&1

cmd 2 > file

cmd 2 >> file ( )

cmd >> file 2>&1 ( )
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cmd < file >file2 cmd file file2
cmd < file cmd file
cmd &m m
L ( )
Is -l /usr/ >Is.txt
Is -l /usr/ >>ls.txt
|_I_._| >>
Is /usr/notexist 2>Iserr.txt
Iserr.txt
Is 1>/dev/null 2>/dev/null
/dev/null
2.6
||
[ | export shell
PATH HOME LOGNAME

51
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m PATH
= HOME
m LOGNAME
an
JAVA HOME  CLASSPATH

/etc/profile” 3

2.6.1 env

env

envl[ 1[Il =10 [ 1

2.41 env

Java

“ env export

env

env -i PATH=/root/testdir ./test.sh

test.sh

52
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env | egrep -i "user|mail|pwd|loginname™

I_I_I_I echo $HOME

2.6.2 export

export shell

export

export shell(BASH)

shell(BASH) shell shell

export [-fnp][ =l ]

2.42 export

-p shell

export -p
export PATH=/usr/local/nginx/bin:$PATH ;

echo $PATH
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2.6.3 /etc/profile

Vi /etc/profile

vi /etc/profile
2 java

export
PATH=3$JAVA HOME/bin:$JAVA_ HOME/jre/bin:$PATH:$HOMR/bin
3 source /etc/profile

I_l_l_l vi home .bash_profile

2.7

2.7.1

ifconfig

ifup ifdown

2.7.2 ifconfig

ifconfig
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ifconfig [ 11 ]
|
2.43 ifconfig
add< > IP
del< > IP
down
netmask< >
|
ifconfig
ifconfig ethl down ethl
ifconfig -a
ifconfig eth1 192.168.1.88 netmask 255.255.255.0
ethl ip
2.7.3 ifup
ifup ifup ethl
ethl
2.7.4 ifdown
ifdown ifdown
ethl
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2.7.5 nmcli

nmcli general status

nmcli general hostname

nmcli general hostname new_name

nmcli connection show

nmcli connection show ens33

nmcli connection show --active

nmcli device status
[ IP
nmcli connection add type ethernet con-name ens37 ifname ens37
L]
m connection add
| con-name
m lype

m jfname




V20 1050e

“. EEEEEE

] IP

nmcli connection add type ethernet con-name ens37 ifname ens37

ipv4.addresses 192.168.38.142/24 ipv4.gateway 192.168.38.2 ipv4.method

manual

nmcli connection reload
| ens37
nmcli connection up ens37
| ens37
nmcli device disconnect ens37
| ens37 DNS
nmcli  connection modify  "static"
202.131.124.5"

l_l_l_l static

nmcli connection show
nmcli connection delete

] IP

ipv4.dns

"202.131.124.4

nmcli connection modify ens37 ip4.addresses 192.168.38.161/24

l_l_l_l ens37

cat /etc/sysconfig/network-scripts/ifcfg-ethernet-ens37
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nmcli connection modify ethernet-ens37 con-name ens37
[ | /
nmcli connection modify enp2s0 connection.autoconnect yes
nmcli connection modify enp2s0 connection.autoconnect no
[ ] IP IP
nmcli connection modify ens37 +ipv4.addresses 192.168.38.161/24

nmcli connection modify ens37 -ipv4.addresses 192.168.38.161/24

nmcli connection reload

systemctl restart NetworkManager

2.7.6 IP
IP ip dhclient

route
ip

ip Linux

Linux
ip
ifconfig ip
iproute2 IP
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|
ip[ ] { COMMAND | help }
2.44 ip
]
link
address IP  IPv6
addrlabel
route
rule
|
2.45 ip
]
-V -Version
-S -stats statistics
-h -human -human-readable
-0 -oneline AN
|
ip addr show ip address show
ip addr add 192.168.100.20/24 dev ethO P 24
24 24
255.255.255.0
ip addr del 192.168.100.20/24 dev eth0 ip
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ip link set ethO up

ip link set ethO down

ip -s link list
ip route list
dhclient
dhclient
|

dhclient [ 10 ]

|
2.46 dhclient
-p dhcp
-d
-r ip
-4/-6 ipv4 ipv6
|
dhclient -4 ethO dhclient ipv4
dhclient -r IP
route
Linux route IP
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route [

route

/etc/re.local route

2.47 route

add

del

-net

-host

netmask

metric

agw

route add -net 192.168.100.0 netmask 255.255.255.0 dev eth0
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192.168.100.0
255.255.255.0 ethO
route add -net 192.168.100.0 netmask 255.255.255.0 gw
192.168.100.1 192.168.100.0
255.255.255.0 192.168.100.1
route add -host 192.168.100.20 gw 192.168.100.1
192.168.100.20 192.168.100.1
route add default gw 192.168.100.1
192.168.100.1

route del -net 192.168.100.0 netmask 255.255.255.0

2.7.7
ping
ping TCP/IP
ping
ping ICMP
ICMP
Internet TCP/IP P
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ping[ ]

|
2.48 ping

]

-d Socket SO _DEBUG

-C < >

-f

- < >

-l < >

-| < >

-n

-p < >

-q

-r Routing Table

-R

-s < >

-t < > TTL
|

ping 192.168.100.20

ping -i 3 -s 1024 www.baidu.com -i 3 3 -S

ping -c 2 www.w3cschool.cc
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ping -i 0.5 -c 10 www.baidu.com 0.5

10
traceroute
traceroute
source
(destination)
traceroute
40Bytes
A traceroute danfinstall traceroute

traceroute [ 11 ]

2.49 traceroute

-d Socket

-f TTL
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-| ICMP UDP
-m TTL
-N IP
p UDP
-r Routing Table
-S IP
-t TOS
-W
||
traceroute www.baidu.com
traceroute -m 4 www.baidu.com
4
2.7.8
host
nslookup
host
host DNS
||
host [ ] name [server]
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2.50 host

-C SOA

-t CNAME NS SOA SIG KEY AXFR

host -a www.baidu.com

nslookup

nslookup Internet DNS

nslookup [-qt] [=] [type] [dns-server]

nslookup www.baidu.com

nslookup -g=mx mail.qg.com

66
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2.7.9
netstat

netstat

netstat[  ][-A< >][--ip]

2.51 netstat

-a (all) netstat LISTEN

-t (tcp) tcp

-u (udp) udp

-l Listen ( )

-e uid
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netstat -a
netstat -i
netstat -apu udp
netstat -s
2.7.10
NetCat nc TCP  UDP
nc
netcat Chat
1 nc -1 8888 # 8888
2 nc 192.168.100.20 8888 #
3 shell
4 shell
netcat file.txt
A B A B
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1 Server nc -1 8888 < /home/file.txt
A
2 Client nc -n 192.168.100.20 8888 > /root/file.txt
A
nc A tar
- netcat netcat
netcat
1 A tar -cvf - /tmp | nc -1 8888 # tmp
2 B nc-n 192.168.100.20 8888 | tar -xvf - # tmp
2.7.11
wget curl
wget
wget
/ wget
HTTP HTTPS FTP HTTP

wget [ ] url
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2.52 wget

-b wget

.wgetrc”

-i URL

-nc

-nv

wget https://www.uniontech.com/

70
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wget --limit-rate=1K https://www.uniontech.com/

wget -b https://www.uniontech.com/

curl

curl

curl [ ] [url]

2.53 curl

-b cookie

-C cookie

-D header

-f http

T HTTP/1.1 FTP
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-S
T
-u
#
-X -proxy <host[:port]> HTTP
|
curl https://www.uniontech.com
curl https://www.uniontech.com >> test.html
test.html
curl -o testl.html https://www.uniontech.com
curl -D cookied.txt http://www.linux.com http response
header
2.8
systemd
Systemd

systemctl Systemd
systemctl systemd systemd

systemctl
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2.8.1 Unit

Systemd Unit Unit

12

2.54 systemd

Service unit

Target unit

Device unit Linux
udev systemd

unit udev unit

Mount unit

Automount unit

unit unit

Path

Scope Systemd

Slice

Snapshot | Systemd

Socket socket unit
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socket systemd

AF_INET AF_INET6 AF_UNIX socket

FIFOs

Swap swap

Timer
A

MySQL mysql.service

2.8.2 Unit
[ | systemctl --help
[ | systemctl --version systemd
[ | systemctl reboot
[ | systemctl poweroff
[ | systemctl halt CPU
[ | systemctl suspend
[ | systemctl hibernate
[ | systemctl hybrid-sleep
[ | systemctl rescue
2.8.3 Unit
[ | systemd-analyze

74
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[ | systemd-analyze blame

[ | systemd-analyze critical-chain

[root@ ~1# systemd-analyze critical-chain
he time after the unit is active or started is printed after the "@" character.
he time the unit takes to start is printed after the "+" character.

multi-user.target @8.432s
Lrsyslog.service @8.38 +45ms
\—network-online.targe‘t @8.384s
L NetworkManager-wait-online.service @5.142s +3.242s
LNetworkManager.service .020s +85ms
Lnetwork-pre.target @.017s
L firewalld.service @3.711s +1.305s
L polkit.service @3.057s +651lms
Lbasic.target @3.055s
L_sockets.target @3.055s
L_sssd-kem.socket @3.054s
Lsysinit.target @3.052s
Lsystemd-update-utmp.service @3.043s +8ms
Lauditd.service @2.997s +45ms
Lsystemd-tmpfiles-setup.service @.961s +34ms
Limport-state.service .910s +50ms
Llocal-fs.target @2.909s
L boot.mount @2.835s +73ms
Lsystemd-fsck@dev-disk-by\x2duuid-10a11199\x2d7c7e\x2d40ae\x2d871a\x2db46fd1123a61.sc5
Llocal-fs-pre.target @2.808s
L-lvm2-monitor.service @688ms +1.182s
L_dm-event.socket @594ms
Lsystem.slice
-.slice

2.1 systemd

2.8.4 Unit

systemctl list-units Unit
u systemctl list-unit-files
| systemctl list-units
[ | systemctl --failed
| systemctl list-units --all --state=inactive Unit
| systemctl list-units --type=service

service Unit
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ost ~]# systemctl list-units --type=service
DESCRIPTION
btd.service loaded active running Job spooling tools
buditd.service loaded active running Security Auditing Service
hronyd.service loaded active running NTP client/server
rond.service loaded active running Command Scheduler
Hbus .service loaded active running D-Bus System Message Bus
Hracut-shutdown.service loaded active exited Restore /run/initramfs onj
betty@ttyl.service loaded active running Getty on ttyl
import-state.service loaded active exited Import network
fiscsi-shutdown.service loaded active exited Logout off all
dump.service loaded active exited Crash recovery
loaded active exited Create list of
loaded active running libstoragemgmt
loaded active exited Monitoring of LVM2 mirrorj
vm2-pvscan@8:2.service loaded active exited LVM event activation on dj
celog.service loaded active running Machine Check Exception Lj
etworkManager-wait-online.service loaded active exited Network Manager Wait Onlij
etworkManager.service loaded active running Network Manager
is-domainname.service loaded active exited Read and set NIS domainnaj
bolkit.service loaded active running Authorization Manager
rngd.service loaded active running Hardware RNG Entropy Gathj
rsyslog.service loaded active running System Logging Service
bmartd.service loaded active running Self Monitoring and Reporj
Eshd.service loaded active running OpenSSH server daemon
Essd.service loaded active running System Security Services §
-fsck@dev-disk-by\x2duuid-10al1199\x2d7¢c7e\x2d40ae\x2d871a\x2db46fdl123a6l.service loaded active exited File Sysj
-journal-flush.service loaded active exited Flush Journal to Persiste}
-journald.service loaded active running Journal Service
-logind.service loaded active running Login Service
-random-seed.service loaded active exited Load/Save Random Seed

2.2 service

2.8.5 Unit

systemctl status Unit

[ | systemctl status

| systemctl status dbus.service Unit

| systemctl is-active dbus.service Unit
[root@localhost ~]# systemctl is-active dbus.service
active
[root@localhost ~]# systemctl is-active application.service

inactive

2.8.6 Unit

Unit service
unit

[ | systemctl start apache.service
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[ | systemctl stop apache.service
[ | systemctl restart apache.service
[ | systemctl reload apache.service
[ | systemctl daemon-reload
[ | systemctl enable httpd.service
[ | systemctl disable httpd.service
2.9
man

|

man
|

man systemctl

2.3 man
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dnf&yum  rpm

3.1 dnf&yum

DNF Linux RPM DNF

DNF  YUM yum
API

3.1 dnf

dnf install <package>

dnf update <package>

dnf remove <package>

dnf check-update

dnf download <package>

dnf info <package> RPM

dnf list all

dnf search

dnf repolist

L] dnf--help
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3.2 rpm

RPM

rom[ ]I ]

3.2 rpm

-i
-e
-U
-l
-d
--nodeps
-f /
--force
-V
-h -V
|
rpm -ivh firewalld firewalld
firewalld

rpm -Uvh firewalld-*.rpm

79
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rpm -e firewalld firewalld
L] rpm --help
3.3 which
which
|
which [ ]
|
which pwd "pwd"
which -a ifconfig ifconfig

3.4 Update&Upgrade

34.1

/etc/dnf/dnf.conf
/etc/yum.repos.d repo
u /etc/dnf/dnf.conf “ main”
[main]
gpgcheck=0

installonly_limit=3




V20 1050e i

clean_requirements_on_remove=True

skip_if unavailable=False

best=True
3.3
]
cachedir RPM
keepcache 1 0 RPM
0
debuglevel dnf debug [0-10]
debug 2 0
debug
clean_require dnf remove
ments_on_rem DNF
ove clean_requirements_on_remove
True
best
True
obsoletes 1 O RPM
1
gpgcheck 1 0 apg 1
plugins 1 O dnf 1
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dnf

installonly_limi “ installonlypkgs”

t 3

| /etc/yum.repos.d repo repository

[repository]
[repository]
name=repository_name
baseurl=repository_url

3.4 repository

name=repository_name repository

baseurl=repository_url repository

[ | http
http://path/to/repo

| ftp
ftp://path/to/repo

[ | file:///path/to/local/repo

4 repo ARM

m UnionTechOS-aarch64.repo

m UnionTechOS-everything-aarch64.repo
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m UnionTechOS-update-aarch64.repo

m UnionTechOS-modular-aarch64.repo

enabled=0

enabled 1
enabled 1
UnionTechOS-aarch64.repo

[UnionTechOS-Server-20]

name=UnionTechOS-Server-20-$releasever

baseurl=https://euler-packages.chinauos.com/server-euler/fuyu/$relea
sever/OS/$basearch

gpgkey=https://euler-packages.chinauos.com/server-euler/fuyu/$relea
sever/OS/$basearch/RPM-GPG-KEY-UnionTech

enabled=1

gpgcheck=1

username=$auth_u

password=%auth_p

3.4.2

dnf install PACKAGE_NAME

wget dnf install wget fy
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Install 1 Package

Total siz

Pre
Installir
erifying
Install
wget-1.
~1# I
3.1 wget
2
dnf upgrade
LL] Jvar/cache/dnt/

/var/log/dnf.log /var/log/dnf.librepo.log /var/log/dnf.rom.log

34.1

ssh

3.2
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3.2 ssh
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4.1

41.1

OpenSSH SSH Secure Shell

OpenSSH

4.1.2
|

1 ssh 192.168.100.20

2 ssh
|

ping 192.168.100.20
4.1.3 SSH
ssh
OpenSSH

1 dnf install openssh-server openssh
2 ssh

SSH

86
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ervice

sshd -D

10st.localdomain sshd[7777]: re config line 157: Deprecated option RhostsRSAAuthentication

4.1 sshd

414

SSH / SSH
m SSH /etc/ssh/sshd_config
m SSH /etc/ssh/ssh_config
4.1.5
1 ssh uos@192.168.100.20
2 1 systemctl stop sshd ssh
3 ssh root@192.168.100.20 “ ssh:

connect to host 192.168.100.20 port 22: Connection refused”

4.2

42.1

FreeRDP (RDP)
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Linux Windows
Linux/Windows FreeRDP  xrdp Linux
Windows
UoS Windows
1 freerdp Linux
yum install freerdp -y
2 Windows
RAEE
[vEnz @ [ma 22 | e [=[a] x |

TR
EETE el L,

O FreirnRsEEd END)

@ AFTREERHTEL)

[ RAarETERRERE S HREERREIT RLEEEW
(N)

EEEEE HEAFS).. |

4.2 windows

3 Windows IP Windows

Windows Server 2012 R2

88
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x| EHEA: Windows PowerShell

indows PowerShell
MRALFFs| (C) 2013 Microsoft Corporation.

PS CR\Users\Administrator> ipconfig

indows IP ECE

uniontech.com
s $1. CO

25y.255.255 .0

- 3. Y=t s
. = = =« « = = " uniontech.com
Users\Administrator:>

4.3 windows ip
4 Windows Linux
# xfreerdp /v:Windows_IP /u:Account /p:Passwd
L]
m  Windows IP Windows P
m  Account Windows

m  Passwd Windows
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28 Windows Server 2012R2

Windows Server 2012 R2 Standard
Build 9600

= Y - o BEE pne
4.4 freerdp windows
Linux UOS
1 xrdp Linux

yum install xrdp -y
2 Linux
systemctl start xrdp
systemctl start x11vnc
3 Linux
systemctl stop firewalld
4 Linux Linux

# xfreerdp /v:Linux_Server_IP /u:Account
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m Linux_Server IP Linux P

m  Account Linux

Login to hadoop2

Just
connecting

Session ne-any
ip | T
port

password r
pamusern [same

pampassy. [

I oK | Cancel |

Ha o8M |ma s ¢ > =@ 518 - &

4.5 uosS
L]
m  Session “ vnc-any”
u p P
] 5900
m  passwd

B pamusern

®  pampassw
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FreeRDP: [l

root@hadoop2:~/Desktop * oF

4.6 uos

Windows UoS

1 xrdp Linux
yum install xrdp -y
2 xrdp x1lvnc Linux
systemctl start xrdp
systemctl start x11vnc
3 Linux
systemctl stop firewalld

4 win+r mstsc
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Windows RERRTEAIIER . HIRTTHERNRERS.
=] Wiz HEL Internet Ei8,

F17HO: v
% sEEERABRHES.

| m= || m || wsE. |
4.7 windows
5 Linux IP & "
% joim T
EE
HEHL(C): _ v
are: FiEE
“irssE AR,
= BRERQ) N N || =me)
4.8 linux IP
6 Linux IP « OK”
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14:53

2022/1/29 B

4.9 uos
4.3
4.3.1
postfix MTA Mail Transfer Agent
[ | MUA Mail User Agent
MTA
[ | MTA Mail Transport Agent : Internet
[ | MDA Mail Deliver Agent MTA
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4.3.2

postfix root dnf

install postfix postfix

[root@localhest ~]# dnf inste tfix
Last metadata expiration check: 5:25 ago on 202 EFGE}%ZBEH
pendenciles

Uos-server-Euler

saction check

Running transaction

Transaction te

Running transaction
Preparing :
Running scriptlet:
Installing s
Running scriptlet:
verifying : postfis

uel20.aarch64

4.10 postfix

dnf install mailx mailx
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[root@l st ~1# dnf install
Last metadata expiration check:
1es solved

y y
g Packages:

-32.uel20.aarch64.rpm

Running transaction
Transaction check s
Running transaction test
Transaction test succeeded.
Running transaction
Preparing ;
Installing : mailx- .uel208.aarch64
Verifying : mailx- .uel2e.aarch64

Installed:
mailx-12.5-32.uel20.aarch64

Complete!
[root@l

4,11 mailx

4.3.3 Postfix

Postfix /etc/postfix/main.cf \Y

vi /etc/postfix/main.cf

myhostname = serverl.uos.info

mydomain = uos.info

myorigin = $mydomain

inet_interfaces = all

inet_protocols = all

#mydestination = $myhostname, localhost.$mydomain, localhost

mydestination = $myhostname, localhost.$mydomain, localhost,
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$mydomain

mynetworks = 192.168.100.0/24, 127.0.0.0/8

home_mailbox = Maildir/

systemctl start postfix

systemctl enable postfix

4.3.4

useradd postfixuser
passwd postfixuser

telnet localhost 25
[root@localhost ~]# telnet localhost 25
Trying ::1...
Connected to localhost.
Escape character is "*]".
220 serverl.uos.info ESMTP Postfix
ehlo localhost
250-serverl.uos.info
250-PIPELINING
250-SIZE 10240000

250-VRFY
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250-ETRN

250-STARTTLS
250-ENHANCEDSTATUSCODES
250-8BITMIME

250-DSN

250 SMTPUTF8

Mail from:<pkumar>

250 2.1.0 Ok

rcpt to:<postfixuser>

250 2.1.5 Ok

data

354 End data with <CR><LF>.<CR><LF>

Hello,Welcome to UOS (postfix)

250 2.0.0 Ok: queued as 2B56737D10BB
quit
221 2.0.0 Bye
Connection closed by foreign host.
A
3 /home/postfixuser/Maildir/new
[root@localhost~]# cat

/home/postfixuser/Maildir/new/1622105734.Vfd0011354573M810081.local
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host.localdomain

Return-Path: <pkumar@test.info>

X-Original-To: postfixuser

Delivered-To: postfixuser@test.info

Received: from localhost (localhost [IPv6:::1])
by serverl.test.info (Postfix) with ESMTP id 23E3D231ECBO
for <postfixuser>; Thu, 27 May 2021 16:55:16 +0800 (CST)

Message-ld: <20210527085521.23E3D231ECBO@serverl.test.info>

Date: Thu, 27 May 2021 16:55:16 +0800 (CST)

From: pkumar@test.info

Hello,Welcome to Test (postfix)

[root@localhost ~]#

4.4
441
BIND DNS Domain Name System
DNS
TCP/IP TCP/IP IP
“ 192.168.100.20" IP

10 P
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“ DNS ?
P
DNS
m  Primary DNS Server(Master)

ZONE

m Secondary DNS Server(Slave)

ZONE
m Caching only Server

DNS ZONE

4.4.2

1 dns 192.168.100.20

2 bind
3 systemctl start named.service

4 systemctl enable named.service

named

named

ZONE

DNS

192.168.100.6)
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4.4.3

root dnf install bind

4.4.4

1 root Vi

/etc/named.rfc1912.zones

zone "uos.com™ IN {
type master;
file "uos.com.zone";

allow-update { none; };

cp -af /var/named/named.localhost /var/named/uos.com.zone

3 vi /var/named/uos.com.zone
@ IN SOA dnsl.uos.com. zg.xu.uos.com. (
0 ; serial
1D ; refresh
1H ; retry
1w ; expire
3H) : minimum

© 101



‘UN. EEEEEE

V20 1050e
NS dnsl
AAAA o
dnsl A 192.168.100.20
websrv A 192.168.100.20
ftpsrv A 192.168.100.20
Www CNAME  websrv
@ A 192.168.100.20
4 /etc/named.conf

options {

listen-on port 53 {192.168.100.20; };

allow-query { any; };
5 /etc/resolv.conf
vi /etc/resolv.conf
# Generated by NetworkManager
search uos.com
nameserver 192.168.100.20

LL] P

systemctl stop firewalld

systemctl disable firewalld

/etc/resolv.conf
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4.4.5

1  root
systemctl restart NetworkManager #
systemctl restart named # named
2 cat /var/log/messages | grep --color named
named
3 nslookup uos.com ( )
4 dig @192.168.100.20 uos.com dig ( )
5 dig @192.168.100.20 -x 192.168.100.20 dig
( )
6 dig @192.168.100.20 www.u0s.com dig

7 dig @192.168.100.20 ftp.uos.com dig (

0.20 www.uos.com

QUERY, status: NOERROR, id: 38519
UERY: 1, ANSWER: 2, AUTHORITY: 1, ADDITIONAL: 2

5df7b9bbf2f (good)

CNAME  websrv.uos.com.
A 192 50.4

THORITY SECTION:
om. 10800 N dns1l.uos.com.

;; ADDITIONAL SECTION:
dns1.uos.com. 10800

;; WHEN: = 7R
; MSG SIZE

[root@localhost ~]1#

4.12
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4.5 DHCP

45.1

DHCP Dynamic Host Configuration Protocol

ubP
IP
DHCP DHCP DHCP internet
DHCP DHCP DHCP internet
DHCP DHCP DHCP
DHCP / DHCP DHCP
DHCP
45.2
n dhcp 192.168.100.20
] 1 ens33
[ | dhcp-server
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4.5.3

root dnf install dhcp-server

ver
1 ago on 20204E06 523

aarche4 2:4.3.6-37.uel2e UoS-Server-Euler
Installing dependencies:
bind-export-libs aarch64 :9.11.4-13.uel26 U0S-Server-Euler
ipcalc aarchf4 p.2.5-1.uel20 U05-Server-Euler

ction Summ

Installed
Is this ok [y/
Down]oadlng Pack

B.aarch64. rpm

Running transaction
ransaction check s
Running transaction
ransaction test
Running transaction
Preparing
Installing : 1pcalc-8.2.5-1.uel20.aarch64
Installing : bind-export-libs-32:9.11.4-13.uel2@.aarch64
Running scriptlet: :
Running scriptlet:
Installing :
Running scriptlet: :
Verifving : blnd e‘port
Verifying : dhep-
verifying : 1pcale-

Installed:
dhcp 12 .6-37.uel20.aarch64 bind-export-11bs-32:9.11.4-13.uel20.aarch64
-1.uel20.aarch64

4.13 dhcp-server

1 vi /etc/dhcp/dhcpd.conf dhcp
# ()
default-lease-time 21600;

#

© 105



V20 1050e |

max-lease-time 43200;
ddns-update-style none;
#
option domain-name "testdhcp.com™;
#DNS ( )
option domain-name-servers 192.168.100.254;
#subnet netmask
subnet 192.168.100.0 netmask 255.255.255.0 {
#
range 192.168.100.100 192.168.100.200;
#

option routers 192.168.100.1;

2 dhcpd -t -cf /etc/dhcp/dhcpd.conf

4.5.5

u systemctl restart NetworkManager

| systemctl restart dhcpd dhcpd
| netstat -uap dhcpd
[ route -n

Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref
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Use Iface
0.0.0.0 192.168.100.1 0.0.0.0 UG 100 0
0 ens33
192.168.100.0 0.0.0.0 255.255.255.0 U 100 0
0 ens33
4.6 Web -Apache
4.6.1
Apache HTTP Server Apache Apache
Web API
Perl Python
4.6.2
root Apache

dnf install httpd
httpd

systemctl start httpd

4.6.3

HTTPD
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<Directory

Options

AllowOverride None

all granted

"fetc/httpd/conf/httpd.conf" 356 lines --35%--

4.14 httpd

/var/www/html/index.html

<html>
<body>

<h1>Hello,how are you!</h1>

<p> apache I<br>
2020/6/23<br>
</p>
</body>
</htmli>
4.6.4
1 apache
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systemctl restart httpd.service

2 http://192.168.100.20/

Enter

Hello,how are you!

XE—fapache Mt
4 FR2020/6/23

4.15 apache

4.7 Web -Nginx

4.7.1

Nginx

IMAP/POP3/SMTP

4.7.2

root
1 nginx
dnf install nginx
2 ngnix

systemctl start nginx

4.7.3

nginx.conf root

html

nginx
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/etc/nginx/conf.d/*.conf;

server {

B default server;
[::1:E8 default server;

Jusr/share/nginx/html;

"/etc/nginx/nginx.conf" 90 lines --43%--

4.16 nginx.conf

4.7.4
1 /usr/share/nginx/html html
index.html
<html>
<body>
<h1>Hello,how are you!</h1>
<p> nginx I<br>
2020/6/23<br>
</p>
</body>
</htmli>
2 http://192.168.100.20/

Hello,how are you!

R nginx 2R
SFE020623

4.17 nginx
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4.8 -MySQL
l_l_._l MariaDB MySQL MySQL  MariaDB
4.8.1

MySQL MySQL AB

Oracle WEB MySQL RDBMS Relational

Database Management System

4.8.2

1 root
systemctl stop firewalld
systemctl disable firewalld

2 SELINUX disabled

MySQL

sed -i 's/SELINUX=enforcing/SELINUX=disabled/qg’ /etc/sysconfig/selinux

groupadd mysql
useradd -g mysql mysql

passwd mysql
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/dev/vdb

fdisk /dev/vdb

xfs
mkfs.xfs /dev/sdb1
“ /data”
mkdir /data
mount /dev/sdbl /data

vi /etc/fstab  // ( /dev/vdbl

$ cat fetc/fstab

t fetc/fstab
“reated by anaconda on Tue Jun 23 08:56:13 ]

& tems, by reference, are maintained under '/dev/d
# See man pages fstab(s), findfs(8), mount(g) and/or blkid(8) for more info.

# After editing this file, run 'systemctl daemon-reload' to update systemd
# units generated from this file.

7 defaults i 2 3
UUID=ff5d51ad-8d78-41ad-960a-d6fB8c88961cl /boot extd defaults
g /boot/ef1 ' i ; pR77,shortname=winnt 8 2
swap L Taults 6 e
/data xfs defaults 1 2

4.18

mkdir -p /data/mysql
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cd /data/mysql
mkdir data tmp run log

chown -R mysqgl:mysqgl /data

4.8.3

root

dnf install mysql

48.4

1

/etc/my.cnf
[mysqld_safe]
log-error=/data/mysql/log/mysql.log
pid-file=/data/mysqgl/run/mysqld.pid
[mysqgldump]
quick
[mysql]
no-auto-rehash
[client]
default-character-set=utf8
[mysqld]
basedir=/usr/local/mysql

socket=/data/mysqgl/run/mysql.sock
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tmpdir=/data/mysql/tmp

datadir=/data/mysql/data
default_authentication_plugin=mysqgl_native_password
port=3306

user=mysql

root /etc/my.cnf mysgl:mysql

echo export PATH=$PATH:/usr/local/mysqgl/bin >>/etc/profile

source /etc/profile
3 root

mysqld --defaults-file=/etc/my.cnf --initialize

2020-03-18T03:27:13.702385Z 0 [System] [MY-013169] [Server]
/usr/local/mysgl/bin/mysqgld (mysqgld 8.0.17) initializing of server in
progress as process 34014

2020-03-18T03:27:24.112453Z 5 [Note] [MY-010454] [Server] A temporary
password is generated for root@localhost: iNat=)#V2tZu

2020-03-18T03:27:28.576003Z 0 [System] [MY-013170] [Server]
/usr/local/mysgl/bin/mysqgld (mysqld 8.0.17) initializing of server has
completed
LL] 2

4  root root mysql mysql
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chmod 777 /usr/local/mysql/support-files/mysql.server

cp /usr/local/mysql/support-files/mysql.server /etc/init.d/mysql
chkconfig mysql on

su - mysql

#

service mysql start

/usr/local/mysqgl/bin/mysqgl -uroot -p -S /data/mysgl/run/mysqgl.sock

~1% jusr/local/mysgql/bin/mysgl -urcot -p -5 /data/mysgl/run/mysql.sock

Welcome to the MySQL monitor. Commands end with ; or \g.
Your MySQL gonnectlon id 1s 8
Server version: 8.8.17

Copyright (c) 2808, 2019, Oracle and/or 1ts affiliates. All rights reserved.

Oracle 1s a registered trademark of Oracle Corporation and/or its
affiliates. Other names may be trademarks of their respective
owners.

Type 'help;' or '\h' for help. Type '\c' to clear the current input statement.

4.19 mysql

{E=
W

(o2}

root root

mysql> alter user ‘root'@'localhost’ identified by "123456";
mysqgl> create user ‘'root'@'%" identified by '123456";
mysqgl> grant all privileges on *.* to 'root'@'%";

mysql> flush privileges;
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ser 'root'@'%s' identified by '123456';
s affected (0.01 sec)

privileges on *.* to 'root'@'s';
affected (0.85 sec)

flush privileges;
<, B rows affected (8.88 sec)

4.20 root
7 exit MySQL
4.9 -PostgreSQL
49.1
PostgreSQL -
PostgreSQL SQL
MVCC
4.9.2
1 postgresql-server

yum install postgresql-server

postgresql-setup --initdb
3 postgresql
systemctl start postgresq|l

4 postgresql
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systemctl status postgresql

[root@l t pam.d]# systemctl status postgresql
@ postgresql.service - PostgreSQL database server
Loaded: loaded (/usr/lib/systemd/system/postgresql.service; disabled; vendor preset: disabled)
Active: actiy (running) since Sat 05-23 6:14 EDT; 2s ago
Process: 48102 ExecStartPre=/usr/libexec/postgresql-check-db-dir postgresql (code=exited, status=0/S|
Main PID: 48104 (postmaster)
Tasks: 8 (limit: 11337)
Memory: 16.3M
CGroup: /system.slice/postgresql.service
48104 /usr/bin/postmaster -D /var/lib/pgsql/data
48106 postgres: logger process
48108 postgres: checkpointer process
48109 postgres: writer process
48110 postgres: wal writer process
48111 postgres: autovacuum launcher process
48112 postgres: stats collector process
48113 postgres: bgworker: logical replication launcher

t.localdomain systemd[1] ting PostgreSQL database server
t.localdomain pos ster 202 04:46:14.581 EDT [48104] listening on IPv6 address "::1", port 5432
. localdomain postmaster 0 6 EDT [48104] listening on IPv4 address " € ", port 5432
. localdomain pos s 4 4:46 2 EDT [48104] listening on Unix socket "/var/run/postgresql/.s.PGSQL.5432"
. localdomain 04:46 EDT [48104] listening on Unix socket "/tmp/.s.PGSQL.54:
.localdomain 6 EDT [48104] LOG: redirecting log output to logging collector process
. localdomain postmaster 6 2020-05-23 0 6 590 EDT [48104] Future log output will appear in directory "log".
. localdomain systemd[1]: Star SQL database server.
[root@ st pam.dl# s /usr/share/doc/postgresql/README. rpm-dist
/usr/share/doc/postgresql/README. rpm-dist

4.21 postgresql

passwd postgres

postgres passwd

postgres postgres

4.9.3

1 psql PostgresSQL
[root@localhost tmp]# su - postgres
[postgres@localhost ~]$ psql
psql (10.5)

Type "help” for help.

postgres=# help
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4.22 postgresql

2 pstgdatabase

postgres=# create database pstgdatabase;

LL] I/
3 pstgdatabase

postgres=# \c pstgdatabase

4 testtable

pstgdatabase=# create table testtable(sid

char,score integer);
CREATE TABLE
pstgdatabase=#
5 testtable
pstgdatabase=# insert into
values(001,'zhang’,'f",75);
INSERTO 1
pstgdatabase=# insert into

values(002,'li*,",75);

INSERTO 1

|lc database

integer,sname text,sex

4

testtable(sid,sname,sex,score)

testtable(sid,sname,sex,score)
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pstgdatabase=# select * from testtable;

sid | sname | sex | score

----- S N
1l|zhang|f | 75
2|1 | | 75
(2 )
6 id 001

pstgdatabase=# delete from testtable where sid="001";

DELETE 1
pstgdatabase=# select * from testtable;

sid | sname | sex | score

pstgdatabase=# select * from testtable;
sid | sname | sex | score
----- e e T
1| zhang | f | 75
2| 11 | | 75
(2 rows)

pstgdatabase=# delete from testtable where sid='001"';
DELETE 1
pstgdatabase=# select * from testtable;
sid | sname | sex | score
----- s T
2 [ 13 | | 75
(1 row)

pstgdatabase=# |]

4.23

7 \g postgresql

pstgdatabase=#\q
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4.10 -MariaDB

l_l_._l MariaDB MySQL MySQL  MariaDB

4.10.1

MariaDB MySQL

GPL NoSQL MariaDB

4.10.2

1  root
systemctl stop firewalld
systemctl disable firewalld
2 SELINUX  disabled

sed -i 's/SELINUX=enforcing/SELINUX=disabled/qg’ /etc/sysconfig/selinux

groupadd mysql
useradd -g mysql mysql

passwd mysq|l

# /dev/vdb

fdisk /dev/vdb
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# xfs
mkfs.xfs /dev/vdbl

# “ /data”
mkdir /data

mount /dev/vdb1l /data

# “ vi /etc/fstab” | “ [etc/fstab”

/dev/vdbl

§$ cat fetc/fstab

“reated by anaconda on Tue Jun 23 08:56:13 2020

tems, by reference, are maintained under '/dev/dis "
b(5), findfs(8), mount(8) and/or blkid(8) for more info.

editing this file, run 'systemctl daemon-reload' to update systemd
s generated from this file.

: defaults ; i ¢
5d51ad-8d78-41ad-960a-d6fAc88961cl /boot t4 defaults
2 ‘boot/ef1 i f ; pR77,shortname=winnt 8 2
swap EET ] Lts (< I¢]
/data xfs defaults 1 2

4.24

mkdir -p /data/mariadb

cd /data/mariadb
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mkdir data tmp run log

chown -R mysqgl:mysqgl /data

4.10.3

1 mariadb
dnf install mariadb-server
2 mariadb

systemctl start mariadb.service

systemctl status mariadb.service

[root@ pam.d]# systenctl status mariadb.service
e mariadb.service - MariaDB 10.3 database server
Loaded: loaded (/usl/Ilb/systemd/system/mal1adb ervice; disabled; vendor preset: disabled)
Active ti (running) since Sat 2020-85-23 19:54 EDT; 8min ago
Docs: mar mycqld(ﬁ)

Process: 4 r xited, status=0/SUCCE!
Process: 4 StartPre=/usr/libexec/mysql-prepare-db-dir mariadb.service (code=exited, status=0/'
Process 006 rtPre=/usr/libexec/mysql-check-socket (code=exited, status:
Main PID: 4 133 (mysqld)
Status: "Taking your SQL requests now..."
Tasks: 31 (limit: 11337)

.slice/mariadb.service
33 /usr/libexec/mysqld --basedi

Tlocaldomain mysql-prepare-db-dir[4 : Please report any problens at htt ariadb.org/jira
.localdomain mysql-prepare-db-dir[46030]: The latest information about MariaDB is available at http://mariadb.org/.

localdomain mysql-prepare-db-dir[46630]: You can find additional i tion about the MySQL part at:

.localdomain mysql- prepare- db d1| [46030]: http://dev.mysql.com

Tlocaldomain mysql-pre; b-dir[4 : Consider joining MariaDB's strong and vibrant community:

.localdomain mysql-prepare- r[46030]: https://mariadb.org/get-involved/

localdomain mysqld[46133]: 2 :54 0 [Note] /usr/Uibexec/mysqld (mysqld 10.3.17-MariaDB) starting as process 46133
.localdomain mysqld[46133]: 2020-05-23 4 4 © [Warning] Could not increase number of max_open_files to more than 1624 (request: 4183)
localdomain mysqld[46133]: 2020-05 4 © [Warning] Changed limits: max open_files: 1024 max_connections: 151 (was 151) table c
.localdomain systemd[1]: Started MariaDB 10.3 database server.

NNNRNNNN

NN

0500 0 oW W

N}

04:19:54
hnes 1- 25/25 (END)

4.25 mariadb

4.10.4

1 root mariadb
systemctl start mariadb
2 root

/usr/bin/mysqgl_secure_installation

root “ Enter”
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mysql -u root -p
st logl# mysgl -u root -p
» to the MariaDB monitor. Commands end with ; or \g.
Your MariaDB connection id is 11

Server version: 10.3.9-MariaDB MariaDB Server

Copyright (c) 2000, 2018, Oracle, MariaDB Corporation Ab and others.

Type 'help;' or '\h' for help. Type '\c¢' to clear the current input statement.

4.26 mysq|l

CREATE USER ‘username'@'hostname’ IDENTIFIED BY ‘password’;
LL]
m  yusername

m  host localhost
—

m  password

) ]= CREATE USER ‘'userexamplel'@'localhost' IDENTIFIED BY '123456°;
ws affected (0.000 sec)

4.27 mariadb

SELECT USER,HOST,PASSWORD FROM mysqgl.user;
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root
root DDACAFS6AFOFD78EDO4B6A265E

DDACAFSB6AFOFD7BEDO4BE hE

|
i
|
|
|
f
|
kg

rows in set (€

MariaDB [(none)]=

4.28 mariadb

GRANT privileges ON databasename.tablename TO

‘'username’'@'hostname’;

an
m ON
m  privileges SELECT [INSERT UPDATE
ALL
m Jdatabasename

m  fablename

m 70

B ysername

m  hostname

ne)]> GRANT SELECT,INSERT ON *.* TO 'userexamplel’'@'localhost’;
rows affected (0.000 sec)

4.29

CREATE DATABASE databaseexample;
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4.30

SHOW DATABASES,;

mysql
performance_schema

431

o) 1> exi
logl# I
4.32
4.11 -Redis
411.1
Redis Key-Value ANSIC
value String hashes
list sets sorted sets Redis
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4.11.2 Redis

1 redis

sudo yum install redis -y

4.33 redis
2
redis-cli -v
4.34 redis-cli
4.11.3 Redis

redis

systemctl start redis.service
redis

systemctl status redis.service
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4.35 redis

Isof -i:6379
4.36 redis
4.11.4 Redis
redis.conf CONFIG set
||
Redis CONFIG

redis 127.0.0.1:6379> CONFIG GET CONFIG_SETTING_NAME

redis 127.0.0.1:6379> CONFIG GET loglevel
1) "loglevel™

2) "notice"
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4.37 redis

4.38

redis
127.0.0.1:6379> CONFIG SET requirepass adminl12#$
OK
127.0.0.1:6379> AUTH admin12#$

OK
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4.39 redis

I_I_I_I /etc/redis.conf

4.11.5 Redis

Redis-cli redis

Redis

$ redis-cli

redis

redis redis-cli redis

$redis-cli
redis 127.0.0.1:6379> PING

PONG

4.40 redis

redis PING
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redis

redis redis-cli

$ redis-cli -h host -p port -a password
[ ] 2

127.0.0.1 6379 redis

$redis-cli-h 127.0.0.1 -p 6379 -a "™
redis 127.0.0.1:6379>

redis 127.0.0.1:6379> PING

PONG

4.41 redis

redis

redis-cli-h 127.0.0.1 -p 6379 -a "password"
redis 127.0.0.1:6379> AUTH "password"
OK

redis 127.0.0.1:6379> PING

PONG
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4.42 redis
4.11.6 Redis
redis
4.1 redis
1 AUTH password
2 ECHO message
3 PING
4 QUIT
5 SELECT index
4.11.7 Redis (key)
Redis redis

Redis

redis 127.0.0.1:6379> COMMAND KEY_NAME

redis 127.0.0.1:6379> SET w3ckey redis

OK



https://www.redis.net.cn/order/3649.html
https://www.redis.net.cn/order/3650.html
https://www.redis.net.cn/order/3651.html
https://www.redis.net.cn/order/3652.html
https://www.redis.net.cn/order/3653.html
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redis 127.0.0.1:6379> DEL w3ckey

(integer) 1

4.43 redis
DEL w3ckey
(integer) 1 (integer) 0
4.11.8 Redis keys
4.2 Redis
4.2 redis

1 DEL key key key
2 DUMP key key
3 EXISTS key key
4 EXPIRE key seconds key
EXPIREAT key timestamp EXPIREAT EXPIRE

5 key EXPIREAT

UNIX (unix timestamp)
6 PEXPIRE key milliseconds key
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PEXPIREAT key milliseconds-timestamp key
! (unix timestamp)
8 KEYS pattern (pattern) key

MOVE key db key db
9
10 PERSIST key key key
11 PTTL key key

TTL key key (TTL
12

time to live)
13 RANDOMKEY key
14 RENAME key newkey key

RENAMENX key newkey newkey key
15

newkey
16 TYPE key key
4.11.9 Redis (String)
redis Memcached
value
redis  string
ipg

Redis 512MB
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redis 127.0.0.1:6379> COMMAND KEY_NAME
1

redis 127.0.0.1:6379> SET w3ckey redis

OK

redis 127.0.0.1:6379> GET w3ckey

"redis"

4.44 redis 1

SET GET w3ckey

redis 127.0.0.1:6379> SET name "redis.net.cn"
OK
redis 127.0.0.1:6379> GET name

"redis.net.cn"

4.45 redis 2
Redis SET GET name
redis.net.cn
A 512MB
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m Redis
redis
4.3 redis
1 SET key value key
2 GET key key
3 GETRANGE key start end key
GETSET key value key value key
4
(old value)
GETBIT key offset  key
5
(bit)
6 MGET key1 [key2..] ( ) key
SETBIT key offset value  key
7
(bit)
SETEX key seconds value value key key
8
seconds
9 SETNX key value key key
SETRANGE key offset value  value key
10
offset
11 STRLEN key key
MSET key value [key value ...]
12
key-value
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MSETNX key value [key value ...]
13
key-value key
PSETEX key milliseconds value SETEX
14 key SETEX
15 INCR key  key
INCRBY key increment  key
16
increment
INCRBYFLOAT key increment  key
17
increment
18 DECR key  key
DECRBY key decrement key
19
decrement
APPEND key value key
20
APPEND value key

4.11.10 Redis (Hash)

Redis hash
Redis hash string field value hash

Redis hash 2% .1 40

redis 127.0.0.1:6379> HMSET user:1 username redis.net.cn password
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redis.net.cn points 200
OK
redis 127.0.0.1:6379> HGETALL user:1
1) "username"
2) "redis.net.cn”
3) "password"
4) "redis.net.cn™
5) "points"

6) 200"

redis 127.0.0.1:6379>

4.46 HMSET HGETALL

hash

Redis HMSET, HGETALL user:1

m Redis hash

redis hash

4.4 redis hash

1 HDEL key field2 [field2]
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2 HEXISTS key field key

3 HGET key field

4 HGETALL key key

5 HINCRBY key field increment key

increment
6 HINCRBYFLOAT key field increment key
increment

7 HKEYS key

8 HLEN key

9 HMGET key field1 [field2]

10 HMSET key fieldl valuel [field2 value2 ]
field-value - key

11 HSET key field value key field
value

12 HSETNX key field value field

13 HVALS key

14 HSCAN key cursor [MATCH pattern] [COUNT count]

4.11.11 Redis  (List)

Redis
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27"32-1 4294967295, 40
redis 127.0.0.1:6379> Ipush redis.net.cn redis
(integer) 1
redis 127.0.0.1:6379> Ipush redis.net.cn mongodb
(integer) 2
redis 127.0.0.1:6379> Ipush redis.net.cn rabitmq
(integer) 3
redis 127.0.0.1:6379> Irange redis.net.cn 0 10
1) "rabitmq"
2) "'mongodb™
) "redis"
redis 127.0.0.1:6379>
4.47 redis list
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2% .1 4294967295 40

m Redis

4.5 redis

1 BLPOP keyl [key2 ] timeout

2 BRPOP keyl [key2 ] timeout

3 BRPOPLPUSH source destination timeout

4 LINDEX key index

5 LINSERT key BEFORE|AFTER pivot value

6 LLEN key

7 LPOP key

8 LPUSH key valuel [value2]

9 LPUSHX key value

10 LRANGE key start stop

11 LREM key count value

12 LSET key index value
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13 LTRIM key start stop (trim)
14 RPOP key

15 RPOPLPUSH source destination

16 RPUSH key valuel [value2]

17 RPUSHX key value

4.11.12 Redis  (Set)

Redis

Set  string
Redis
o(1)

2% .1 4294967295

redis 127.0.0.1:6379> SADD w3ckey redis

(integer) 1

redis 127.0.0.1:6379> SADD w3ckey mongodb

(integer) 1

redis 127.0.0.1:6379> SADD w3ckey mysq|

(integer) 1

redis 127.0.0.1:6379> SADD w3ckey mysq|

40
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(integer) 0

redis 127.0.0.1:6379> SMEMBERS w3ckey
1) "mysql”

2) "'mongodb™

3) "redis"

4.48 redis
SADD w3ckey
A w3ckey
m Redis
Redis
4.6 redis

SADD key memberl [member2]
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2 SCARD key
3 SDIFF key1 [key2]

SDIFFSTORE destination key1l [key2]
4

destination

5 SINTER key1 [key2]

SINTERSTORE destination key1l [key2]
6

destination

SISMEMBER key member member
7

key
8 SMEMBERS key

SMOVE source destination member  member
9

source destination
10 SPOP key

SRANDMEMBER key [count]
11

SREM key memberl [member2]
12
13 SUNION key1 [key2]

SUNIONSTORE destination keyl [key2]
14

destination

SSCAN key cursor [MATCH pattern] [COUNT count]

15
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4.11.13 Redis
Redis

||

||

||

||

MULTI
EXEC
redis 127.0.0.1:6379> MULTI
OK
redis 127.0.0.1:6379> SET book-name "Mastering C++ in 21 days"
QUEUED
redis 127.0.0.1:6379> GET book-name
QUEUED
redis 127.0.0.1:6379> SADD tag "C++" "Programming" "Mastering
Series"
QUEUED

redis 127.0.0.1:6379> SMEMBERS tag
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QUEUED
redis 127.0.0.1:6379> EXEC

1) OK

2) "Mastering C++ in 21 days™
3) (integer) 3

4) 1) "Mastering Series"

2) "CH+"

3) "Programming"

4.49 redis

m Redis

4.7 redis

4.7 redis

1 DISCARD
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2 EXEC
3 MULTI
4 UNWATCH WATCH key
5 WATCH key [key ...] ( ) key
( ) key
4.11.14 Redis
Redis Lua Reids 2.6 Lua
EVAL
|
Eval

redis 127.0.0.1:6379> EVAL script numkeys key [key ...] arg [arg ...]

redis
redis 127.0.0.1:6379> EVAL "return {KEYS[1],KEYS[2],ARGV[1],ARGV[2]}" 2
key1 key?2 first second
1) "keyl"
2) "key2"
3) "first"

4) "second"

© 146



https://www.redis.net.cn/order/3639.html
https://www.redis.net.cn/order/3640.html
https://www.redis.net.cn/order/3641.html
https://www.redis.net.cn/order/3642.html

V20 1050e

4.50 redis
m Redis
redis
4.8 redis

1 EVAL script numkeys key [key ...] arg [arg ...] Lua

2 EVALSHA shal numkeys key [key ...] arg [arg ...] Lua

3 SCRIPT EXISTS script [script ...]

4 SCRIPT FLUSH

5 SCRIPT KILL Lua

6 SCRIPT LOAD script script
4.11.15 Redis

Redis redis
|
redis

redis 127.0.0.1:6379> INFO

# Server
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‘UN. EEEEEE

redis_version:2.8.13
redis_git_shal:00000000
redis_git_dirty:0
redis_build_id:c2238b38bledb0e2
redis_mode:standalone

os:Linux 3.5.0-48-generic x86_64
arch_bits:64
multiplexing_api:epoll
gcc_version:4.7.2

process_id:3856
run_id:0e61abd297771de3fe812a3c21027732ac9f41fe
tcp_port:6379
uptime_in_seconds:11554
uptime_in_days:0

hz:10

Iru_clock:16651447

*k*k kkk
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4.51 redis
m Redis
redis
4.9 redis
1 BGREWRITEAOF AOF AppendOnly File
2 BGSAVE

3 CLIENT KILL [ip:port] [ID client-id]

4 CLIENT LIST

5 CLIENT GETNAME

6 CLIENT PAUSE timeout

7 CLIENT SETNAME connection-name
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8 CLUSTER SLOTS
9 COMMAND Redis
10 COMMAND COUNT Redis
11 COMMAND GETKEYS
12 TIME
13 COMMAND INFO command-name [command-name ...]
Redis
14 | CONFIG GET parameter
15 CONFIG REWRITE Redis redis.conf
16 CONFIG SET parameter value redis
17 CONFIG RESETSTAT INFO
18 DBSIZE key
19 DEBUG OBJECT key key
20 DEBUG SEGFAULT Redis
21 FLUSHALL key
22 | FLUSHDB key
23 INFO [section] Redis
24 LASTSAVE Redis
UNIX
25 MONITOR Redis
26 ROLE
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27 SAVE

28 | SHUTDOWN [NOSAVE] [SAVE]

29 SLAVEOF host port

(slave server)

30 SLOWLOG subcommand [argument] redis
31 SYNC (replication)
4.11.16
Redis redis

m https://www.redis.net.cn/tutorial/3501.html

m http://www.redis.cn/documentation.html

4.12
412.1
SM1,SM2,SM3

SMm2 256
m SM1 128
m SM3 32 SM2

22
m SMS4 WAPI
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128

4.12.2

m openssl sm2 sm3 sm4

m kernel sm4

4.12.3

SM2

SM2 ECC
ECDSA ECDH SM2
256

SM2 Fo F2m

sP sP S
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V20 1050e
SM3
SM3
2 64
256

SM4

128
128 32

m GB/T 36441-2018

m GB/T 36465-2018

m GB/T 25645-2010

m GB/T 25655-2010

Linux

Linux

rki
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m (GB18030-2005
m GB/T 16260-2006
m GB/T 25645-2010 Linux
m GB/T 32394-2015 Linux
m GB/T 25000.1-2010
4.12.4
kernel
1
2 modprobe sm4_generic
3 Ismod | grep sm4 sm4_generic
[root@localhost ~]# modprobe sm4 generic
[ root@lo st ~]# lsmod | grep smd
smd_generic 16384 ©
st ~1# |}
4.52 sm4_generic
openssl
m SM2
1 SM2

2

# openssl ecparam -list_curves | grep SM2
SM2  :SM2 curve over a 256 bit prime field
openssl SM2 /

# openssl ecparam -genkey -name SM2 -out priv.key

154



V20 1050e ‘ IIIIII .

# openssl ec -in priv.key -pubout -out pub.key

4.53 openssl sm2

4.55 sm2
m SM3
sm3
A SM3
1 hamc
# echo -n "abc" | openssl dgst -sm3 -hmac

"01234567890123456789012345678901"
(stdin)=

ce68f88b05a45a87303a2a3eca942e46d4dce6d06596fa52b3fc0ce43440d5d
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O

2 hamc
#echo -n "abc" | openssl dgst -SM3

(stdin)=

66c7f0f462eeedd9d1f2d46bdc10e4e24167c4875cf2f7a2297da02b8f4ba8e0l

4.56 hamc

m SM4

[

SM4

# openssl enc -ciphers | grep sm4

4.57 openssl sm4

N

sm4

echo UOS > msg.txt
2

openssl enc -e -sm4-cbc -pbkdf2 -k 123456 -in msg.txt -out enc_msg.txt
3

openssl enc -d -sm4-cbc -pbkdf2 -k 123456 -in enc_msg.txt -out

dee_msg.txt
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4
diff dee_msg.txt msg.txt

cat dee_msg.txt

4.13 -OpenGauss
4.13.1
openGauss : /
AN
] openGauss-1.1.0 ARM
] openGauss
] openGauss CPU ssed4.2
| openGauss xml host-passthrough

<cpu mode="host-passthrough’ />

4.58 cpu mode
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4.13.2

mkdir -p /opt/software/openGauss

chmod 755 -R /opt/software
2 openGauss-1.1.0-UnionTech-64bit-all.tar.gz

cd /opt/software/openGauss

tar -xf
/opt/software/openGauss/openGauss-1.1.0-UnionTech-64bit-all.tar.gz

tar -xf
/opt/software/openGauss/openGauss-1.1.0-UnionTech-64bit-om.tar.gz
A
3

useradd omm

groupadd dbgrp

echo "123456

123456" | passwd omm

mkdir -p /opt/huawei/install/

chmod -R 777 /opt/huawei/

chown omm.dbgrp -R /opt/huawei/
chown omm.dbgrp -R /opt/software/

chmod 755 -R /opt/software/
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mkdir -p /opt/huawei/install/

chmod -R 777 /opt/huawei/

userdel -fromm

cd /opt/software/openGauss/script

sh -x auto_config.sh
5 /opt/software/openGauss/clusterconfig.xml ip ip

sed -i ""s/localhost/xx.xx.xx.xx/g"
/opt/software/openGauss/clusterconfig.xml
6

/gs_preinstall -U omm -G dbgrp -X
/opt/software/openGauss/clusterconfig.xml

chown omm.dbgrp -R /opt/software/

Su - omm
cd /opt/software/openGauss/script

/gs_install -X /opt/software/openGauss/clusterconfig.xml

A
]
"Jopt/huawei/install/om/script/local/../gspylib/component/Kernel/Kernel.py", line 87,
in start root
sed -i "s/#enable_numa.*/enable_numa = false/g"

/opt/huawei/install/data/dbl/mot.conf
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if numactl --hardware |grep "size.*0 MB";then
sed -i "s/#enable_numa.*/enable_numa = false/g"
/opt/huawei/install/data/dbl/mot.conf
fi
| Failed to initialize the memory protect for
g_Instance.attr.attr_storage.cstore_buffers (1024 Mbytes) or shared memory (1341
Mbytes) is larger.
sync;echo 1 > /proc/sys/vm/drop_caches
cache shared_buffers postgressql.conf

/opt/huawei/install/data/dbl/postgresql.conf

#max_process_memory = 3GB HHtt 2GB
#shared_buffers = 256KB #it#
8 &

#gs_om -t start

#gs_om -t status --detail

4.13.3

[ | openGauss
omm gs_om -t start
openGauss
[omm@nodel ~]$ gs_om -t start

Starting cluster.
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‘UN. EEEEEE

Successfully started.
[ ] openGauss
omm
openGauss
[omm@nodel ~]$ gs_om -t stop

Stopping cluster.

End stop cluster.
[ ] openGauss
omm
openGauss
[omm@nodel ~]$ gs_om -t status --detail
distName:UnionTech version:20 idNum:
[ Cluster State ]
cluster_state :Normal
redistributing :No
current_az AZ_ALL

[ Datanode State ]

gs_om -t stop

“ gs_om -t status --detail”
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node node_ip instance
state
1 nodel 192.168.0.128 6001 /opt/huawei/install/data/dbl P

Primary Normal
IP 192.168.0.128
“ /opt/huawei/install/data/dbl”

postgresgl.conf

[omm@nodel ~]$ cat /opt/huawei/install/data/dbl/postgresqgl.conf |
grep port

# (change requires restart)

port = 26000

# amount of data between renegotiations, no longer supported

#ssl_renegotiation_limit=0

# Assigned by installation (change requires restart)

#comm_sctp_port=1024

# Assigned by installation (change requires restart)

#comm_control_port = 10001

# supported by the operating system:

# The heartbeat thread will not start if not set localheartbeatport and

remoteheartbeatport.
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LL] 26000

4.13.4

gsql openGauss

gsal gsal

] gsql

2 gsql

gsql -d postgres -p 26000

[omm@Ilocalhost ~]$ gsql -d postgres -p 26000

gsal

gsql ((openGauss 1.1.0 build 392c0438) compiled at 2020-12-31 20:08:06

commitO lastmr )

Non-SSL connection (SSL connection is recommended when requiring

high-security)

Type "help" for help.

postgres=#

postgres  openGauss

26000

openGauss
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openGauss

ALTER ROLE omm IDENTIFIED BY 'uoserpasswd’ REPLACE '123456";

omm uoserpasswd
] gsql
gs_guc
1 omm
2 “ jack”
“ omm”
P 192.168.0.127
“ jack”

postgres=# CREATE USER jack PASSWORD 'Test@123";

[omm@nodel ~]$ gs guc set -N all -1 all -h "host all jack
192.168.0.127/32 sha256™
Begin to perform the total nodes: 1.
Popen count is 1, Popen success count is 1, Popen failure count is 0.
Begin to perform gs_guc for datanodes.
Command count is 1, Command success count is 1, Command failure

countis 0.

Total instances: 1. Failed instances: 0.
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ALL: Success to perform gs_guc!

A
m -N all openGauss
m -/ all
m -h “ pg_hba.conf”
m all
m jack

pg_hba.conf

host DATABASE USER ADDRESS METHOD

4.59 pg_hba.conf

192.168.0.127/32 IP 192.168.0.127
IP openGauss P
32 1 255.255.255.255
sha256 jack sha256 trust

gsql: FATAL: Forbid remote connection with trust method!
FATAL: Forbid remote connection with trust method!
all jack jack all

all
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gsql

gsql root

1 “ /tmp/tools”
# mkdir /tmp/tools

2 “ openGauss-1.1.0-ODBC.tar” “ /tmp/tools”

# cd /tmp/tools
# tar -zxvf openGauss-1.1.0-ODBC.tar
4 bin
“ /tmp/tools” 5
# scp -r /opt/huawei/install/app/bin root@192.168.0.127:/tmp/tools

/opt/huawei/install/app clusterconfig.xml

{gaussdbAppPath} 192.168.0.127 ip
5 ( )
# vi ~/.bashrc

export PATH=/tmp/tools/bin:$PATH

export LD_LIBRARY_PATH=/tmp/tools/lib:$LD_LIBRARY_PATH

6 ( )

© 166



V20 1050e ‘ IIIIII .

# source ~/.bashrc

7 ( )

# gsql -d postgres -h 192.168.0.128 -U jack -p 26000 -W Test@123

4.60 openGauss
A
m  postgres 192.168.0.128 P
Jjack 26000 Test@123
Jjack
] openGauss openGauss -h P Manager
coo.coolistenip2 P
[ omm
[ postgres
4.13.5
|

postgres=# CREATE TABLE customer_t1(
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c_customer_sk integer,
c_customer_id char(5),
c_first_name char(6),
c_last_ name char(8));

c_customer_sk c¢_customer_id c_first name c_last name

integer char(5) char(6) char(8)
customer_tl

postgres=# INSERT INTO customer_tl(c_customer_sk, c_customer_id,

c_first_name) VALUES (3769, 'hello’, ‘Grace’);

4.61 openGauss

postgres=# INSERT INTO customer_t1 VALUES (3769, 'hello’, ‘Grace");
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postgres=# INSERT INTO customer_tl (c_customer_sk, c_first_name)

VALUES (3769, 'Grace");

postgres=# INSERT INTO customer_t1 VALUES (3769, 'hello");

postgres=# INSERT INTO customer_t1 (c_customer_sk, ¢_customer_id,
c_first_name) VALUES (3769, 'hello’, DEFAULT);

postgres=# INSERT INTO customer_t1 DEFAULT VALUES;

postgres=# INSERT INTO customer_t1 (c_customer_sk, ¢c_customer_id,
c_first_name) VALUES
(6885, 'maps’, 'Joes'),

(4321, "tpcds', 'Lily"),

(9527, 'world’, '‘James");

4.62 openGauss

customer_tl customer_t2 customer_tl
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customer_t2

postgres=# CREATE TABLE customer_t2

(
c_customer_sk integer,
c_customer_id char(5),
c_first_name char(6),
c_last_ name char(8)
);

postgres=# INSERT INTO customer_t2 SELECT * FROM customer_t1;

4.63 openGauss

postgres=# DROP TABLE customer_t2 CASCADE;
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4.64 openGauss

UPDATE

sQL

customer_tl c_customer_sk 9527
9876
postgres=# UPDATE customer_tl1 SET c_customer_sk = 9876 WHERE

c_customer_sk =9527;
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4.65 openGauss

SET
c_customer_sk 100
postgres=# UPDATE customer_tl1 SET c_customer_sk = c_customer_sk +

100;

4.66 openGauss

WHERE

WHERE

SET WHERE
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WHERE

UPDATE SET

postgres=# UPDATE customer_tl SET c_customer_id = ‘Admin’,

c_first_name ='Local' WHERE c_customer_sk =4421;

4.67 openGauss

VACUUM FULL

pg_tables
postgres=# SELECT * FROM pg_tables;
gsgl \d+

postgres=# \d+ customer_t1;
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4.68 openGauss
customer_tl

postgres=# SELECT count(*) FROM customer_t1;

4.69 openGasuu
customer_tl

postgres=# SELECT * FROM customer_t1;

4.70 openGauss

c_customer_sk

postgres=# SELECT c_customer_sk FROM customer_t1;
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4.71 openGauss
c_customer_sk

postgres=# SELECT DISTINCT( c_customer_sk ) FROM customer_t1;

4.72 openGauss
c_customer_sk 3869

postgres=# SELECT * FROM customer_t1l WHERE c_customer_sk = 3869;

4.73 openGauss

c_customer_sk

postgres=# SELECT * FROM customer_t1 ORDER BY c_customer_sk;

© 175



V20 1050e

4.74 openGauss

SQL

DELETE customer_tl

c_customer_sk 3869

postgres=# DELETE FROM customer_t1 WHERE c_customer_sk = 3869;

4.75 openGauss

postgres=# DELETE FROM customer_t1;
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postgres=# TRUNCATE TABLE customer_t1,

4.76 openGauss
truncate delete

postgres=# TRUNCATE TABLE customer_t1,

4.77 openGauss

postgres=# DROP TABLE customer_t1,

4.78 openGauss

4.13.6

openGauss

openGauss
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openGauss
PG
PG
openGaussl
GS
PG_TABLES public schema
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PG_USER ID

USESYSID

SELECT * FROM pg_user;

4.79

PG_STAT_ACTIVITY
track_activities on
SET track_activities = on;

on

PID
SELECT datname, usename, state,pid FROM pg_stat_activity;
datname |usename |state | pid
---------- |, N
postgres | Ruby | active | 140298793514752
postgres | Ruby | active | 140298718004992

postgres | Ruby |idle | 140298650908416
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postgres | Ruby |idle | 140298625742592

postgres | omm | active | 140298575406848

(5 rows)

4.80 openGauss

state idle

SELECT datname, usename, state FROM pg_stat_activity WHERE
state !="idle’;
PG_TERMINATE_BACKEND
ID

SELECT PG_TERMINATE_BACKEND(139834759993104);

4.81 openGauss
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FATAL: terminating connection due to administrator command
FATAL: terminating connection due to administrator command
gsql PG_TERMINATE_BACKEND
“ The connection to the server
was lost. Attempting reset: Succeeded.”
FATAL: terminating connection due to administrator command
FATAL: terminating connection due to administrator command

The connection to the server was lost. Attempting reset: Succeeded.

MyView

postgres=# CREATE OR REPLACE VIEW MyView AS SELECT * FROM
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customer_t1l WHERE c_customer_id >1000;

CREATE VIEW

4.82 openGauss

CREATE VIEW OR REPLACE OR REPLACE

MyView

postgres=# SELECT * FROM MyView;

dba_users
postgres=# \d+ dba_users

View "PG_CATALOG.DBA_USERS"

Column | Type | Modifiers | Storage |
Description
---------- | | R, NN SN
USERNAME | CHARACTER VARYING(64) | | extended |

View definition:
SELECT PG_AUTHID.ROLNAME::CHARACTER VARYING(64) AS
USERNAME

FROM PG_AUTHID;
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4.83 openGauss

MyView

postgres=# DROP VIEW MyView;

DROP VIEW
4.13.7
openGauss
openGauss
4.13.8
schema opengauss

https://opengauss.org/zh/docs/1.1.0/docs/Technicalwhitepaper/Tec

hnicalwhitepaper.html

4.14 -MongoDB

4.14.1

MongoDB C++
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MongoDB
WEB MongoDB
(key=>value) MongoDB

JSON

4.14.2

# sudo yum install mongodb mongodb-server -y

4.84 mongodb

4.14.3

# systemctl start mongod.service

# systemctl status mongod.service
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4.85 mongodb
MongoDB
/var/lib/mongodb

/var/log/mongodb

4.86 mongodb
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4.14.4

vi /etc/mongod.conf

/etc/mongod.conf <option> = <value>

4.87 mongodb

4.14.5

mongo mongoDB
mongo [options] [db address] [file names]

27017

mongo 127.0.0.1:27017
--host --port

mongoDB shell shell
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4.88 mongodb

4.14.6

shell
db test
show dbs
show tables/show collections
use <database>
mongoDB admin local admin
local local
use

> use admin> use local> use newDatabase
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use mongoDB

> use newDatabase
> db.newCollection.insert({x:1})

WriteResult({ "ninserted" : 1})

4.89

1 mongoDB

newcCollection newDatabase drivers

Create
MongoDB insert
db.collection.inserOne()
WriteResult({ "ninserted" :1})
db.collection.inserMany()
db.collection.insert()
insert
> db.drivers.insert({name:"Chenlfa",age:18})

> db.drivers.insert({name:"Xiaose",age:35})
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> db.drivers.insert({_id:91,name:"Sunlfeng”,age:34})
age:18 age:"18"
_id mongoDB
db.drivers.find()

> db.drivers.find()

{ " _id" : Objectld("598964bd56b8c69aele5f36a™), "name" :

"age":18}

{ " id" : Objectld("598964d456b8c69ae1e5f36b™), "name"”

"age":35}

{" id":91, "name" : "Sunlfeng", "age" : 34}

"Chenlfa",

: "Xiaose",

4.90 mongodb
| Read

MongoDB find

>//
> db.drivers.find()
{ " _id" : Objectld("598964bd56b8c69aele5f36a™), "name" : "Chenlfa",
"age":18}
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{ " id" : Objectld("'598964d456b8c69aele5f36b™), "name" : "Xiaose",
"age":35}

{" id":91, "name" : "Sunlfeng", "age" : 34}

>// name Xiaose

> db.drivers.find({name: "Xiaose"})

{ " id" : Objectld("'598964d456b8c69aele5f36b™), "name" : "Xiaose",
"age":35}

>// age 20

> db.drivers.find({age:{$gt:20}})

{ " id" : Objectld("'598964d456b8c69aele5f36b"), "name" : "Xiaose",

"age":35}

{" id":91, "name" : "Sunlfeng", "age" : 34}

4.91 mongodb
$gt >

projection

> db.drivers.find({age:{$gt:20}} {name:1})

{" id" : Objectld(""598964d456b8c69aele5f36b"), "name" : "Xiaose" }
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{" id":91, "name" : "Sunlfeng" }

4.92 mongodb 2
age 20 name
1 0 1
0 count skip limit Cursor
> db.drivers.find().count() # g

> db.drivers.find().skip(1).limit(10).sort({age:1})
{" id":91, "name" : "Sunlfeng", "age" : 34}

{ " id" : Objectld("'598964d456b8c69aele5f36b™), "name" : "Xiaose",

"age":35}

4.93 mongodb 3
1 10 name

0 0 Cursor pretty

>db.drivers.find().pretty()
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4.94 mongodb 4

Sort
MongoDB sort() sort()

1 -1 1 -1

sort()

>db.COLLECTION_NAME.find().sort({KEY:1})

drivers age
>db.drivers.find({},{"name™:1,"age":1,_id:0}).sort({""age':-1})
{"name" : "Xiaose", "age" : 35}
{"name" : "Sunlfeng”, "age" : 34}

{"name" : "Chenlfa", "age" : 18}
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4.95 mongodb 5

[ | Update)

MongoDB updata
db.collection.updateOne()
db.collection.updateMany()
db.collection.replaceOne()

db.collection.update() multi

update()
> db.collection.update(
<query>,
<update>,
{
upsert: <boolean>,

multi: <boolean>

guery
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update
upsert
multi
name Chenlfa age 30
> db.drivers.update({name:"Chenlfa"},{name:"Chenlfa", age:30,
height:173})
> db.drivers.update({name:"Sunlfeng"},{name:"Sunlfeng”, age:34,
height:171})
> db.drivers.update({name:"Xiaose"},{name:"Xiaose", age:35,
height:176})

4.96 mongodb 1

age {age: 30}
{name:"Chenlfa™, age:30} set set
set

> db.drivers.update({name:"Chenlfa"},{$set:{age:30}})

4.97 mongodb 2

upsert
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> db.drivers.update({name:"Alen"},{age:24} {upsert: true})

4.98 mongodb 3
update
multi $set
> db.drivers.update({age:{$gt:25}},{$set:{license:'A'}},{multi: true})

> db.drivers.update({age:{$It:25}},{$set:{license:'C'}},{multi: true})

4.99 mongodb 4

> db.drivers.find()

{"_id" : Objectld("598964bd56b8c69aele5f36a™), "name" : "Chenlfa",
"age" : 30, "height": 173, "license™ : "A" }

{ " id" : Objectld("'598964d456b8c69aele5f36b"), "name" : "Xiaose",
"age" : 35, "height" : 176, "license™ : "A" }

{" id":91, "name" : "Sunlfeng", "age" : 34, "license" : "A" }

{"_id" : Objectld("'598968b3edleccefl7e79abe™), "age" : 24, "license" :

Yo
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4.100 mongodb

u Index
MongoDB
createlndex()
MongoDB createlndex()
A ; 3.0.0 db.collection.ensurelndex()
db.collection.createlndex() ensurelndex() createlndex()

createlndex()
>db.collection.createlndex(keys, options)

Key 1

© 196



V20 1050e ‘ IIIIII .

> db.drivers.createlndex({"age":1})

4.101 mongodb 1

createlndex()

> db.drivers.createlndex({"age":1,"height™:-1})

4.102 mongodb 2

db.drivers.createlndex({"age":1,"height":-1}, {background: true})

background:true

db.drivers.getindexes()
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4.103 mongodb

db.drivers.totalindexSize()

4.104 mongodb

db.drivers.dropindex(" ")

4.105 mongodb
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db.drivers.droplndexes()

4.106 mongodb
u Delete
MongoDB delete
db.collection.deleteOne()
db.collection.deleteMany()

db.collection.remove()

remove

> db.drivers.remove({name:"Xiaose"}) # name Xiaose

> db.drivers.remove({age:{$gt:30}},{justOne:true}) # age 30
> db.drivers.find()

{ " _id" : Objectld("598964bd56b8c69aele5f36a™), "name" : "Chenlfa",
"age" : 30, "license" : "A" }
{"_id" : Objectld("'598968b3edleccefl7e79abe™), "age" : 24, "license" :

Yo
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4.107 mongodb

MongoDB drop true

>db.drivers.drop()

4.108 mongodb

mongoDB

> use admin

> db.shutdownServer()

4.109 mongodb

exit Ctrl+C

> exit

mongodb
https://docs.mongoing.com/

https://www.mongodb.org.cn/tutorial/
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4.15 Haproxy

4.15.1

HAProxy C

1 frontend

2 Nginx Session

4 LVS
HAProxy Nginx

Nginx

6 url header
7 web

8 http

reaload

2 HTTP cache (

Cookie

soft restart

HAProxy

Nginx
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4.15.2

# yum install haproxy -y
# systemctl stop firewalld
# systemctl disable firewalld

# setenforce O

4.15.3
/etc/haproxy/haproxy.cfg
I_l_l_l haproxy globalsettings proxies
defaults frontend backend listen
m global settings # haproxy

m  defaults <name> # ,
"defaults”

m  frontend <name> #

m  backend <name> #
nginx upstream
m /isten <name> # frontend+backend

tcp

Fiy name Lo
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# Example configuration for a possible web application. See the
# full configuration options online.

#  https:.//www.haproxy.org/download/1.8/doc/configuration.txt

e —,—,——ss,,c,lh”bbdtidiiiiiiiiiitiiik
global
log 127.0.0.1 local2
chroot /var/lib/haproxy
pidfile /var/run/haproxy.pid
stats socket  /var/run/haproxy.stat mode 600 level admin
user haproxy
group haproxy
daemon
maxconn 4000
defaults
mode http
log global
option httplog
option dontlognull
retries 3
timeout http-request 5s
timeout queue 1m
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timeout connect 5s
timeout client 1Im
timeout server Im

timeout http-keep-alive 5s

timeout check 5s
maxconn 3000
stats uri /stats

frontend main
bind *:80

default_backend http_back

backend http_back
balance roundrobin
server nodel 127.0.0.1:5001 check
server node2 127.0.0.1:5002 check
server node3 127.0.0.1:5003 check

server node4 127.0.0.1:5004 check

4.15.4

http
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4.10
]
192.168.0.10 haproxy
192.168.0.20 httpd
192.168.0.30 httpd
2 HAProxy vi /etc/haproxy/haproxy.cfg
global
()
defaults
()

frontend http
bind 0.0.0.0:80
default_backend http_back
backend http_back
server s1192.168.0.20:80 weight 3 check
server s2192.168.0.30:80 weight 3 check
3 HAProxy
# systemctl restart haproxy.service
4 httpd httpd
# sudo yum install httpd php -y
# sudo systemctl stop firewalld

# sudo systemctl disable firewalld
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# setenforce O
#sudo echo “ ${ip}’ >/var/www/html/index.html
# sudo systemctl start httpd

5 HAProxy http://192.168.0.10 HAProxy

http://192.168.0.20  http://192.168.0.30

€ > C A Fxs|e—m
A M Linux BB FiRSEE B LnuxEiThREM B FEE B Erpm
s1192.168.0.20

4.110 HAProxy 1

<« C A 7F=e | SEEEED
i KA Mm Linux BB FRRESSEE B LnucRiTEERN W

s2 192.168.0.30

4111 HAProxy 2

6 http://192.168.0.10/stats
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€ 5 C A TES| CEEsas
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HAProxy version 2.0.14, released 2020/04/02
Statistics Report for pid 46413

> General process information

active UP backup UP Display option:
pid = 46413 (process #1, nbproc = 1, nbthread = 2) active UP, going down backup UP, going down + Scope:
uptime = 0d 0h00Om23s ” 7 active DOWN, going up | |backup DOWN, going up « Hide 'DOWN' servers
system limits: memmax = unlimited; ulimit-n = 8031 S ——
maxsock = 8031 maxconn = 4000: maxpipes = 0 active or backup DOWN | |not checked « Refresh now

active or backup DOWN for maintenance (MAINT) * CSV export

current conns = 1; current pipes = 0/0; conn rate = 1/sec; bit rate = 0.000 kbps
Running tasks: 1/16; idle = 100 %

active or backup SOFT STOPPED for maintenance
Note: "NOLB""DRAIN" = UP with load-balancing disabled.

s1 4] 0 - 0 1 0 1 - 5 5| 10s| 2454 6525 o o 0 0 0| 23suP L40K in Oms 3 Y
s2 o] o S 1 o 1 E 4 4| 10s| 1964 5204 o o 0 0 0| 23sUP L4OK in Oms 3 ¥
Backend 0 1] 0 2 1] 1 300 8 9 10s| 4418| 11749 0 0 1] 0 0 0| 23sUP 6 2 1]

4.112 HAProxy

mysql

4.11 mysql

192.168.0.10 haproxy

192.168.0.20 mariadb

192.168.0.30 mariadb

2 HAProxy
vi /etc/haproxy/haproxy.cfg
global

()

defaults

()
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listen mysql
bind 0.0.0.0:7306
mode tcp
balance roundrobin
server mysqll 192.168.0.20:3306

server mysql2 192.168.0.30:3306

listen stats
bind 0.0.0.0:80
3 HAProxy
# systemctl restart haproxy.service

# netstat -plantu | grep 7306

# yum install mariadb mariadb-server -y

# systemctl stop firewalld

# systemctl disable firewalld

# setenforce O

# systemctl start mariadb

# mysql -uroot -p

MariaDB [mysql]> GRANT ALL ON *.* TO 'haproxy'@'%' IDENTIFIED BY
'123456";

MariaDB [mysql]> FLUSH PRIVILEGES;
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5  haproxy mysql
yum install -y mysql ( mysql )

mysql -uhaproxy -p123456 -h 192.168.0.20

mysql -uhaproxy -p123456 -h 192.168.0.30

4.113  HAProxy mysql

()]

haproxy mysql
(haproxy 192.168.0.10)
mysql -uhaproxy -p123456 -h 192.168.0.10 -P 7306
7306 haproxy

7306 mysgl 3306

4.114 HAProxy mysql

\l

http://192.168.0.10/stats
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¢ > C A T | G tats

I OMF MW Linux BB FRRESEE M LinodEiTiRER B ARG M HopmE B AT M ESE M cve B OBS MR centos M openkEl
HAProxy version 2.0.14, released 2020/04/02
Statistics Report for pid 46626
> General process information
active UP Displa;
pid = 46626 (process #1, nbproc = 1, nbthread = 2) active UP. going down backup UP, going down .
uptime = 0d Oh0Om16s 3 3 active DOWN, going up | |backup DOWN, going up =
system limits: memmax = unlimited; ulimit-n = 8030 £
k = 8030 = 4000: =0 active or backup DOWN -
current conns = 2; current pipes = 0/0; conn rate = 1/sec; bit rate = 0.000 kbps active or backup DOWN for maintenance (MAINT) .
Running tasks: 1/16; idle = 100 % active or backup SOFT STOPPED for maintenance
Note: "NOLB""DRAIN" = UP with load-balancing disabled.
Frontend 1} 0 - o 0 3000 o o o o o OPEN
mysql1 o o - e o ol o 5 [} o o 0 no check
mysql2 o o | o ® ol o = [ o] o 0 no check
Backend o o 0 0 o o 300 o o 0 0 (1} 16s UP

0s| 1652 118s]

0| 18suUP

4.115 HAProxy mysql
HAProxy
1
HAProxy URL
HAProxy osSI7
WEB <img Src=xxx/xxx.jpg>

HAProxy XXX/XXX.]JPg

.php
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4.12 HAProxy

192.168.0.10 haproxy
192.168.0.20 httpd
192.168.0.30 php httpd

3 haproxy

vi /etc/haproxy/haproxy.cfg

global

()

defaults

()

frontend public
bind 192.168.0.10:80 name clear
use_backend dynamic if { path_end .php }

default_backend static

backend static

balance roundrobin

server webl 192.168.0.20:80 check inter 1000

backend dynamic

© 211



V20 1050e |

5

balance roundrobin

server web2 192.168.0.30:80 check inter 1000

[root@localhost html]# yum install httpd -y
[root@localhost html]# pwd
/var/www/html
[root@localhost html]# cat index.html
<p align="center">
<img src="/icons/123.jpg"/>
</p>
[root@localhost html]# cp 123.jpg /usr/share/httpd/icons/

[root@localhost html]# systemctl restart httpd

[root@localhost html]# yum install php httpd -y

[root@localhost html]# pwd

/var/www/html

[root@localhost html]# cat index.php

<?php phpinfo();?>

[root@localhost html]# systemctl restart httpd.service
HAProxy

[root@localhost html]# systemctl restart haproxy.service
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6 HAProxy

192.168.0.10,
€ 3> C A T2

Ef] W8 Linux BB FRRHEEE B LnoGRimiRER B ARG B fomE B 25 B ESHE B cve B8 OBS MM centos W openEulerffX

4.116 HAProxy

192.168.0.10/index.php php

€ > C ATz : a
R B Linux BN FERSEHE B LnuxBfTHREN B AP B #ome B 4T B EESE B cve B OBS BN centos BN openfuleritX Bm deepin By Google Ei¥ G Googl

php.

System Linux localhost localdomain 4.19.90-2101.1.0.0055.up1.uel20.aarch64 #1 SMP Fri Jan 15 01:30:02 UTC
2021 aarched

Build Date Jan 15 2021 07:33:17

Server API FPM/FastCGI

Virtual Directory Support disabled

Configuration File (php.ini) Path Jetc

Loaded Configuration File Jete/php.ini

Scan this dir for additi .ini files Jetc/php.d

Additional .ini files parsed fetc/php.d/10- ini, fetc/php.d/20-bemath.ini, /etc/php.d/20-bz2.ini, /etc/php.d/20-calendar.ini,

Jetc/php.d/20-ctype
/etc/php.d/20-end
/etc/php.d/20-gdi

Jetc/php.d/20-dbain, fetc/php.d/20-dom.ini

Jetc/php. a/20- mysgind.ini, leldphp.deO od
Jetc/php.d/20-phar.ni, fetc/php.d/20-posix.ni, fetc/php.d/20-recode.ini, /etc/php.d/20-shmop.ini,
Jetc/php.df20-simplexml ini, /etc/php.d/20-snmp.ini, /etc/php.d/20-soap.ini, /etc/php.d/20-sockets ini,
fetc/php.d/20-sqlite3.ini, /etc/php.d/20-sysvmsa.ini, /etc/php.d/20-sysvsem.ini, etc/php.d/20-

, /etc/php.d/20-xml.ini, fetc/php.d/20-

? i,
Jetc/php d/30- ini, /etc/php.d/30- ini h, . phpini

PHP API 20170718

4.117 HAProxy

http://192.168.0.10/stats
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HAProxy version 2.0.14, released 2020/04/02

Statistics Report for pid 46667

> General process information

active UP backup UP 4]
pid = 48667 (process #1, nbproc = 1, nbthread = 2) active UP, going down backup UP, going down
uptime = 0d Oh02m23s i i active DOWN, going up backup DOWN, going up
system limits: memmax = unlimited; ulimit-n = 8031 B
= 8031, = ag00: pipes =0 active or backup DOWN not checked
current conns = 2; current pipes = 0/0; conn rate = 2/sec; bit rate = 0.000 kbps active or backup DOWN for maintenance (MAINT)
Running tasks: 1/19; idle = 100 % active or backup SOFT STOPPED for maintenance

Note: "NOLB"/"DRAIN" = UP with load-balancing disabled.

1| 300] 2| 2| 1m26s| 815| 197 140]

4.118 HAProxy

4.16 -Flink

4.16.1

Apache Flink

Flink

1.12.0

4.16.2

1 flink
#yum install flink -y

# yum install java-1.8.0* -y
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2 JAVA_HOME

# tail -n 4 /etc/profile

export
JAVA HOME=/usr/lib/jvm/java-1.8.0-openjdk-1.8.0.272.b10-7.uel20.aarch
64

export JRE_HOME=${JAVA_HOME}/jre

export
CLASSPATH=..$3JAVA_HOME/lib/dt.jar:$3JAVA_HOME/lib/tools.jar:$JRE_HO
ME/lib

export PATH=${JAVA_HOME}/bin:${JAVA_HOME}/jre/bin:$PATH

# cd /opt/apache-flink-1.12.0

# ./bin/start-cluster.sh
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4.16.3 web

web http://${localhost}:8081

JobManager TaskManager Flink

B, .
&% Apache Flink Dashboard

= Version: 1120 = Commit: DeadD0d0 @ 1970-01-01701:00:00+0100 ~ Message: @)
@ Overview

Available Task Slots Running Jobs

Total Task Slots 1 Task Managers 1 Finished 1 = Canceled 0  Failed 0

Running Job List

Job Name Start Time Duration End Time Tasks Status
Completed Job List

Job Name Start Time Duration End Time Tasks  Status

Streaming WordCount 2010129092257 1 2210129002258 YA

4.119 Flink

4.16.4

logs

# tail log/flink-*-standalonesession-*.log

4.16.5

Flink  binary release examples

jar

[root@localhost examples]#Is ./*
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/batch:
ConnectedComponents.jar DistCp.jar EnumTriangles.jar
KMeans.jar PageRank.jar  TransitiveClosure.jar WebLogAnalysis.jar

WordCount.jar

Jgelly:

flink-gelly-examples_2.11-1.12.0.jar

/python:

table

Jstreaming:

IncrementalLearning.jar SessionWindowing.jar
StateMachineExample.jar Twitter.jar WordCount.jar

Iteration.jar SocketWindowWordCount.jar

TopSpeedWindowing.jar WindowJoin.jar

Jtable:

ChangelogSocketExample.jar StreamSQLExample.jar
StreamWindowSQLExample.jar WordCountSQL.jar

GettingStartedExample.jar StreamTableExample.jar

TPCHQuery3Table.jar WordCountTable.jar
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1 WordCount

WordCount “ Hello World”
WordCount

Jbin/flink run ./examples/batch/WordCount.jar

WordCount

# ./bin/flink run ./examples/batch/WordCount.jar --input -~/data
--output ~/result
A hdfs://

# /bin/flink run ./examples/batch/WordCount.jar --input -~/data
--output ~/result

Job has been submitted with JobID
€8630f0b63120d501b92d85e733e51d6

Program execution finished

Job with JobID e8630f0b63120d501b92d85e733e51d6 has finished.

Job Runtime: 462 ms

Web
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‘mmzc.

Apache Flink Dashboard

Available Task Slots

Total Task Slots 1

Running Job List

Job Name

Completed Job List

Job Name

Task Managers 1

Version: 1120 ' Commit: DeadD0d0 @ 1970-01-01T01:00:C

Running Jobs

Finished 3 | Canceled 0 = Failed 1
Start Time Duration End Time
Start Time Duration End Time
2021-01-29 13:53:00 462ms 2021-01-29 13:53:01

Tasks

Tasks

0+0100  Message: ()

Status

Status

# cat ~/data
hello

how are you
fine

thank you
and you
lam

fine too

# cat ~/result

am1l

4.120

Web
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and1
arel
fine 2
hello 1
how 1
il
thank 1
too1l

you 3

2 SocketWindowWordCount

Flink 5

$ nc -1 9000
2 Flink

$ ./bin/flink run examples/streaming/SocketWindowWordCount.jar
--port 9000

Job has been submitted with JobID
2b2b0bf4ea55e45¢c17d0de52fb3a202b

3 netcat
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lorem ipsum

ipsum ipsum ipsum

bye
4 ctrl+c

[root@localhost apache-flink-1.12.0]# /bin/flink run
examples/streaming/SocketWindowWordCount.jar --port 9000

Job has been submitted with JobID
2b2b0bf4eab55e45c17d0de52fb3a202b

Program execution finished

Job with JobID 2b2b0bf4ea55e45c17d0de52fb3a202b has finished.

Job Runtime: 123983 ms

5 Web

E Apache Flink Dashboard = Version: 1120 Commit: DeadD00 @ 1970-01-01T01:00:0001.00 = Message: ()

@ Overview

Available Task Slots Running Jobs

Running Job List

Job Name Start Time Duration End Time Tasks Status

Completed Job List

Job Name Start Time Duration End Time Tasks

4.121 Web
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# tail log/flink-*-taskexecutor-*.out
lorem:1
ipsum : 1
ipsum : 3

bye: 1

4.16.6

# ./bin/stop-cluster.sh

Stopping taskexecutor  daemon (pid: 18466) on host

localhost.localdomain.

Stopping standalonesession daemon (pid: 18209) on host

localhost.localdomain.

4.17 AWX
4.17.1
AWX Ansible AWX
GitHub Web REST API Ansible
Ansible

IT AWX

Ansible Playbook
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4.17.2 AWX

2

3

4

yum awx
yum install awx -y

psotgresql
postgresql-setup initdb
cp -f /var/lib/awx/setup/pg_hba.conf /var/lib/pgsql/data/
chmod a+r /var/lib/pgsqgl/data/pg_hba.conf
systemctl start postgresql
cd /var/lib/pgsqgl/data
su postgres

: awx
createdb awx
awx ,

createuser -s -P awx
exit

redis
cp -f /var/lib/awx/setup/redis.conf /etc/redis.conf
chmod a+r /etc/redis.conf

credentials.py
vi /etc/tower/conf.d/credentials.py
DATABASES = {

‘default’: {
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'ATOMIC_REQUESTS": True,

'ENGINE': 'django.db.backends.postgresql’,
‘NAME": "awx",

'USER": "awx",

'PASSWORD': "awx",

'HOST": "127.0.0.1",

'PORT": "5432",

}

BROADCAST_WEBSOCKET_SECRET =
"VXZIRKIYMFdzdTFFdAE5VSDg1UjJFUTBrZ3NGZEMwZKkIOQm1JUGxmanQ5
TE96QW5FSzM1MIkObVhodndUQW9KeXdOOXFaNUIMMVRVZXRXMzZ6UVJ
KcHdqdOE5bWdIbHIKAOFXUWdZYTJDcjFWbjRNQWOvVTzRMbJFEN2dyZnNO
eGo=""

A
m NAME 2
m USER 2
m  PASSWORD 2
m BROADCAST_WEBSOCKET_SECRET tr -dc A-Za-z0-9 </dev/urandom | head -c 128
| base64 -w 0
5 awx

awx-config
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Operations to perform:

Running migrations:

4,122 awx

4.123 awx
6 awx
ansible-awx-service start
L]
m ansible-awx-service stop # awx
m ansible-awx-service status # awx
7
systemctl stop firewalld
8 http://destip:8052 WEB

admin/admin
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lo-..;mnuwx x ° o - & %

FUSHEE] Ansible AWX! 5B .

4,124 awx
4.17.3 AWX
1 - -
EHER o
&% - Q
4.125 awx
2 - - -
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4,127 awx

e - 2 0w
F1 it nm
e test-emy =1
=3
eFEE
=TEM
AFE L] 0 -
e =
EfATEE O iz TR
e oy 2]
[ ) AFaHRm
B ssL *
4.126 awx
9@ - & admin v
EHIER B
&n - a &5 - i o | 1-10f1 -
10xxe-test-email ©suc 28 Emal EI P
1-166168 ~ 1 of I
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4,128 awx

)

localhost

4,129 awx

IP

12
& -
PR P FNER
FmEaER
Deme Inventory @ Disabled =) Default

o~ a = v |

D
1-10f1 v
EZ b B
o a P
1-10f158 - 1 of IR
® - & admin ~
kol
1-10f1 »
A% Demolnventory ( i &
Eis
1-10f 168 = 1 of Il
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SIRATEM o
& Wi Win- o
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4.130

© v & admin v

FiE o)
&H - a =% 4 B 1-20f2 ~
Ansible Galaxy Ansible Galaxy/Automation Hub API Token ]
Demo Credential Machine ra L]
1-20f2TH8 ~ 1 of 1A

4.131
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admin ¥

£ - o3
test-pass]
RirxR -
e e
REGHE
BRE& B BEERT
root » w” |- »
SSHET
Drag a file here or browse to u
»
Z
ER B SSHIEH
Drag or b up
»
4
AmRER BEERT  WEAESE O
= * ; 2
4.132
- playbook
& admin ¥
e B
28] - Q g i il
Demo Project Git & & 1]
1-10f158 » of 1A
4.133
git gitee

test-ansible-project
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=
BIEEFIAE 2

E-L @i 0 -

test-playbook Q Default

BEWMTERE -

BIEHIURL. © @ BEMIR/RE/REX O FiZ¥refspec. @

httpsy//gitee.com, Jtest-ansib

EE 0 i @ BRHEFRET © ATNZEE @

4.134

iz )

1-10f1 »

v Q. Em - on
FhiELiER

Demo Job Template Job Template & ]
FTERE * » o

1-10f1H8 ~ 1 of | BT

4.135

playbook
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© -~ & admin v
D
IR (FI SR
& - i R - @ BEEET
test-project =T -
B0 BEEET  HE @ Playbook * @
Q Q weidengyaml -
£Ie BRI
Q  SSHitestpassl X
BE
EROQ BEFHET
AR @ BHe BRIHNRT FAEEQ BRI
e - -
iR °
&l ~ Lo U7 I G BiF 1-20f2 ¥
Demo Job Template Job Template - Vi ]
test-project Job Template Vs -
1-20f 2B « 1 of 17

11 - -

4.137
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Rk °
B - Q smEtE + W il Cancel jobs 1-20f2 =
2 — test-project Playbook J&{T 5
™  1-test-playbook FEHESR 20277 L4z -
1-20f 28 ~ 1 of 17

417.4

https://www.jianshu.com/p/804832965259

4.18 A-Tune

4.18.1

A-Tune Al

4.18.2

4.13 A-tune

default N/A
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V20 1050e
Nginx Apache
webserver web
Traffic Server
Mongodb Mysql
database Postgresql
[e]
Mariadb
Hadoop-hdfs
big-data
Hadoop-spark
middleware Dubbo
in-memory-dat
10 Redis
abase
SPECCPU2006
basic-test-suite
SPECjbb2015
hpc Gatk4
10
storage 10 Ceph
Consumer-cloud
virtualization
10 Mariadb
docker Mariadb
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4.18.3

m A-Tune tuned

m A-Tune /etc/atune/tune_rule.conf root

4.18.4 A-Tune

A-Tune
n client server
n client server
1 A-Tune

# yum install atune atune-engine -y
LL] 2
2 A-Tune

# yum install atune-client -y

#rpm -ga | grep atune
atune-client-xxx

atune-db-xxx
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atune-xxx

atune-engine-xxx

4.18.5 A-Tune

A-Tune /etc/atuned/atuned.cnf
m A-Tune
protocol grpc unix tcp unix socket
tcp  socket unix
address grpc unix socket
ip
port grpc 0~65535
protocol unix
connect atune ip ip
rest_host rest service localhost
rest_port rest service 0~65535
8383
engine_host atune engine service
engine_port atune engine service
sample_num analysis 20
interval analysis 5s
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grpc_tls grpc  SSL/TLS grpc_tls

atune-adm

export ATUNE_TLS=yes

export ATUNED_CACERT=< CA >
export ATUNED_CLIENTCERT=< >
export ATUNED_CLIENTKEY=< >

export ATUNED_SERVERCN=server
tisservercafile gPRC CA

tisservercertfile gPRC

tisserverkeyfile gPRC
rest_tls rest service  SSL/TLS
tlsrestcacertfile rest service CA
tlsrestservercertfile rest service
tisrestserverkeyfile rest service
engine_tls atune engine service  SSL/TLS
tlsenginecacertfile atune engine service CA
tlsengineclientcertfile atune engine service
tisengineclientkeyfile atune engine service
system

system

© 237



V20 10806 A

disk analysis
network analysis
user ulimit root

info
/var/log/messages

B monitor

m tuning
tuning
noise

sel_feature

HHHHHHIR I Server #HHHHH#H#
# atuned config

[server]

# the protocol grpc server running on

# ranges: unix or tcp
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protocol = unix

# the address that the grpc server to bind to
# default is unix socket /var/run/atuned/atuned.sock
# ranges: /var/run/atuned/atuned.sock or ip address

address = /var/run/atuned/atuned.sock

# the atune nodes in cluster mode, separated by commas
# it is valid when protocol is tcp

# connect =ip01,ip02,ip03

# the atuned grpc listening port
# the port can be set between 0 to 65535 which not be used

# port = 60001

# the rest service listening port, default is 8383
# the port can be set between 0 to 65535 which not be used
rest_host = localhost

rest_port =8383

# the tuning optimizer host and port, start by engine.service

# if engine_host is same as rest_host, two ports cannot be same
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# the port can be set between 0 to 65535 which not be used
engine_host = localhost

engine_port = 3838

# when run analysis command, the numbers of collected data.
# default is 20

sample_num =20

# interval for collecting data, default is 5s

interval =5

# enable gRPC authentication SSL/TLS

# default is false

# grpc_tls =false

# tlsservercafile = /etc/atuned/grpc_certs/ca.crt

# tlsservercertfile = /etc/atuned/grpc_certs/server.crt

# tlsserverkeyfile = /etc/atuned/grpc_certs/server.key

# enable rest server authentication SSL/TLS
# default is true
rest_tls = true

tisrestcacertfile = /etc/atuned/rest_certs/ca.crt
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tisrestservercertfile = /etc/atuned/rest_certs/server.crt

tisrestserverkeyfile = /etc/atuned/rest_certs/server.key

# enable engine server authentication SSL/TLS

# default is true

engine_tls = true

tilsenginecacertfile = /etc/atuned/engine_certs/ca.crt
tisengineclientcertfile = /etc/atuned/engine_certs/client.crt

tisengineclientkeyfile = /etc/atuned/engine_certs/client.key

HHHHHHHH A |0Q HHHHHHHH I

[log]

# either "debug", "info", "warn", "error", “critical”, default is "info"

level = info

HHHHHHH I moNitor #HBHHH#HH##HHHTH

[monitor]

# with the module and format of the MPI, the format is
{module} {purpose}

# the module is Either "mem"”, "net", "cpu™, "storage"

# the purpose is "topo"
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module = mem_topo, cpu_topo

HHHHHAHIHHAHE SYyStem B HHA#HIHHAHH

# you can add arbitrary key-value here, just like key = value
# you can use the key in the profile

[system]

# the disk to be analysis

disk = sda

# the network to be analysis

network = enp189s0f0

user = root

HHHHHHHHHH I TUNINQ #HHH T
# tuning configs

[tuning]

noise = 0.000000001

sel feature =false

A-Tune engine /etc/atuned/engine.cnf

m engine_host atune engine service localhost
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B engine_port atune engine service 0~65535
3838

B engine_tls atune engine service  SSL/TLS

m tlsenginecacertfile atune engine service CA
m tlsengineservercertfile atune engine service

m tlsengineserverkeyfile atune engine service

info

/var/log/messages

HHHHHHHHHHHHT engine #HHHHHHHHHHH#

[server]

# the tuning optimizer host and port, start by engine.service

# if engine_host is same as rest_host, two ports cannot be same
# the port can be set between 0 to 65535 which not be used
engine_host = localhost

engine_port = 3838

# enable engine server authentication SSL/TLS

# default is true
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engine_tls = true
tilsenginecacertfile = /etc/atuned/engine_certs/ca.crt
tilsengineservercertfile = /etc/atuned/engine_certs/server.crt

tisengineserverkeyfile = /etc/atuned/engine_certs/server.key

HHHHHHHH A |0Q HHHHHHHH I

[log]

# either "debug", "info", "warn", "error", “critical”, default is "info"
level = info

A-Tune

“[]"

“ default-default”

[oracle]

process=.*oracle.*

[mssql]

process=.*sqlservr.*
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A-Tune A-Tune
n atuned
n atuned
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# systemctl status atuned

@ atuned.service - A-Tune Daemon
(/usr/lib/systemd/system/atuned.service; di ; vendor preset: di
Active: ve (r ng) since Sat 2019-12-21 19:28:47 CST; 7s ago
Main PID: 94790 (atuned)
Tas 9 (limit: 104856)
Memor 32.2M
CGroup: ystem.slice/atuned.service
94790 fusr/bin/atuned
94797 pytho /usr/libexec/atuned/analysis/app.py /etc/atuned/atuned.cnf

94801 fusr/bin/python3 -c from multiprocessing.semaphore_tracker import main;main(3)

4,139 atuned

4.18.7 A-Tune engine

Al A-Tune engine
[ | atune-engine
# systemctl start atune-engine
[ | atune-engine
# systemctl status atune-engine
[root@ i systemctl status atune-engine
e - A-Tune AI
(/usr/lib/systemd/system/atune-engine.service; disabled; vendor preset: disabled)
running) since Sat 09-05 04:24:12 EDT; 33min ago

pythonBi
ks:

CGroup:

sr/libe; atuned/analysis/app_engine.py fat atuned.cnf
-c¢ from multiprocessing.semaphore_tracker import main;main(3)

4.140 atune-engine

4.18.8

atune-adm A-Tune

A-Tune
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] A-Tune root
m atune-adm atune-adm help/-help/-h
|

IP
# atune-adm -a 192.168.3.196 -p 60001 list

m define update undefine collection train upgrade

[ <>
list
|
profile active profile
|
atune-adm list
|

# atune-adm list

Support profiles:

o . — N S ——— +

| ProfileName | Active | ProfileAttr

+ el e s
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o=+

| arm-native-android-container-robox | false
model_analysis |

e e e e +

| atomic-guest-tuned | false | static_analysis |
e e e e +

| atomic-host-tuned | false | static_analysis |
e e e e +

| balanced-tuned | false
manual_active |

e e e +

| basic-test-suite-baseline-fio | false
manual_active |

e e e +

| basic-test-suite-baseline-lImbench | false
manual_active |

e e e +

| basic-test-suite-baseline-netperf | false
manual_active |

e e e e +

| basic-test-suite-baseline-stream | false
manual_active |
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e e e e +

| basic-test-suite-baseline-unixbench | false
manual_active |

e e e e +

| basic-test-suite-baseline-fio | false
manual_active |

e e e e +

| basic-test-suite-baseline-Imbench | false
manual_active |

e e e e +

| basic-test-suite-baseline-netperf | false
manual_active |

e e e +

| basic-test-suite-baseline-stream | false
manual_active |

e e e +

| basic-test-suite-baseline-unixbench | false
manual_active |

e e e +

| basic-test-suite-speccpu-speccpu2006 | false
model_analysis |

e e e +
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| basic-test-suite-specjbb-specjbb2015 | false

model_analysis |
e e
| big-data-hadoop-hdfs-dfsio-hdd
model_analysis |
e e
| big-data-hadoop-hdfs-dfsio-ssd
model_analysis |

e e e
| big-data-hadoop-spark-bayesian
manual_active |
e e
| big-data-hadoop-spark-kmeans
manual_active |
e e
| big-data-hadoop-spark-sqll
manual_active |

e e e
| big-data-hadoop-spark-sql10
manual_active |

A e e

| big-data-hadoop-spark-sql2

----------- roccmoemoe oo oo soe oA

| false
----------- roccmoemoe oo oo soe oA

| false
----------- e

| false
----------- roccmoemoe oo oo soe oA

| false
----------- roccmoemoe oo oo soe oA

| false
----------- e

| false
----------- e

| false
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manual_active |

A e e

| big-data-hadoop-spark-sql3

manual_active |

A e e

| big-data-hadoop-spark-sql4

manual_active |

A e e

| big-data-hadoop-spark-sql5

manual_active |

A e e

| big-data-hadoop-spark-sql6

manual_active |

A e e

| big-data-hadoop-spark-sql7

manual_active |

A e e

| big-data-hadoop-spark-sql8

manual_active |

A e e

| big-data-hadoop-spark-sql9

manual_active |

----------- roccmoemoe oo oo soe oA

| false
----------- roccmoemoe oo oo soe oA

| false
----------- roccmoemoe oo oo soe oA

| false
----------- e

| false
----------- e

| false
----------- e

| false
----------- roccmoemoe oo oo soe oA

| false
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e e e e +

| big-data-hadoop-spark-tersort | false
manual_active |

e e e e +

| big-data-hadoop-spark-wordcount | false
manual_active |

e e e e +

| cloud-compute-kvm-host | false
model_analysis |

e e e e +

| database-mariadb-2p-tpcc-c3 | false
model_analysis |

e e e +

| database-mariadb-4p-tpcc-c3 | false
manual_active |

e e e +

| database-mongodb-2p-sysbench | false
model_analysis |

e e e +

| database-mysql-2p-sysbench-hdd | false
model_analysis |

e e e +
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| database-mysql-2p-sysbench-ssd

manual_active |

A S S—

| database-postgresqgl-2p-sysbench-hdd

model_analysis |

A S S—

| database-postgresql-2p-sysbench-ssd

manual_active |
e oo
| default-default
e oo

| docker-mariadb-2p-tpcc-c3

model_analysis |

A S S—

| docker-mariadb-4p-tpcc-c3

manual_active |

A S S—

| fileserver-vsftpd-download

manual_active |

A S S—

| hpc-gatk4-human-genome

model_analysis |

| false
------- roccmoemoe oo oo soe oA
| false
------- roccmoemoe oo oo soe oA
| false
------- e
| false | model_analysis |
------- e
| false
------- e
| false
------- e
| false
------- roccmoemoe oo oo soe oA
| false
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e e e e +

| in-memory-database-redis-redis-benchmark | false
model_analysis |

e e e e +

| latency-performance-tuned | false
manual_active |

e e e e +

| middleware-dubbo-dubbo-benchmark | false
model_analysis |

e e e e +

| mssql-tuned | false | static_analysis |
e e e e +

| network-latency-tuned | false
manual_active |

e e e e +

| network-throughput-tuned | false
manual_active |

e e e +

| oracle-tuned | false | static_analysis |
e e e e +

| sap-hana-tuned | false
manual_active |
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e e e e +
| sap-hana-vmware-tuned | false
manual_active |

e e e e +

| sap-netweaver-tuned | false
manual_active |

e e e e +

| storage-ceph-vdbench-hdd | false
model_analysis |

e e e e +

| storage-ceph-vdbench-ssd | false
manual_active |

e e e +

| test service-test app-test _scenario | false
model_analysis |

e e e +

| throughput-performance-tuned | false
static_analysis |

e e e +

| virtual-guest-tuned | true | static_analysis |
e e e +

| virtual-host-tuned | false | manual_active |
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e e e e +

| virtualization-consumer-cloud-olc | false

model_analysis |

e e e e +

| virtualization-mariadb-2p-tpcc-c3 | false

model_analysis |

e e e e +

| virtualization-mariadb-4p-tpcc-c3 | false

manual_active |

e e e e +

| web-apache-traffic-server-spirent-pingpo | false

model_analysis |

e e e +

| web-nginx-http-long-connection | false

model_analysis |

e e e +

| web-nginx-https-short-connection | false

model_analysis |

e e e +

I_I_._i Active  true profile profile  virtual-guest-tuned
ProfileAttr manual_active model_analysis Al
static_analysis analysis-static
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analysis
|
|
atune-adm analysis [OPTIONS]
|

4.14 analysis

--model, -m

--characterization, -c

# atune-adm analysis --characterization

2

# atune-adm analysis

3

# atune-adm analysis --model

/usr/libexec/atuned/analysis/models/new-model.m

analysis-static
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atune-adm analysis-static [OPTIONS]

4.15 analysis-static

--characterization, -c

# atune-adm analysis-static --characterization

# atune-adm analysis-static

A-Tune
1 define profile
2  collection
3 train

define

profile
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atune-adm define

profile service type

test_app scenario_name

example.conf

test_service application_name

test_scenario

# atune-adm define test_service test_app test_scenario ./example.conf

example.conf

atune-adm info
[main]
# list its parent profile
[kernel_config]
# to change the kernel config
[bios]
# to change the bios config
[bootloader.grub2]
# to change the grub2 config
[sysfs]
# to change the /sys/* config

[systemctl]

profile

# to change the system service status

[sysctl]
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# to change the /proc/sys/* config

[script]

# the script extention of cpi

[ulimit]

# to change the resources limit of user

[schedule_policy]

# to change the schedule policy

[check]

# check the environment

[tip]
# the recommended optimization, which should be performed
manunaly
collection
|
oS
csv
L]
| perf mpstat vmstat Jjostat sar
m CPU 920 dmidecode -t processor CPU
|
atune-adm collection
|

© 260



V20 1050e i

4.16 collection

—filename, -f csv - .CSV

—output_path, -0 csv

—disk, -b /dev/sda

—network, -n ethO

—app_type, -t

—duration, -d
1200

—interval -i 5

# atune-adm collection --filename name --interval 5 --duration 1200

--output_path /home/data --disk sda --network ethO --app_type test_type

train
||
||
atune-adm train
||

4.17 train
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—data_path, -d csv

—output _file, -0

|
data csv new-model.m
model
# atune-adm  train  --data_path  /home/data --output file

/usr/libexec/atuned/analysis/models/new-model.m

undefine
|
profile
|
atune-adm undefine
|

profile

# atune-adm undefine test_service-test_app-test_scenario

profile

info

profile

atune-adm info
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web-nginx-http-long-connection  profile

# atune-adm info web-nginx-http-long-connection

*** web-nginx-http-long-connection:

#

# nginx http long connection A-Tune configuration
#

[main]

include = default-default

[kernel_config]

#TODO CONFIG

[bios]

#TODO CONFIG

[bootloader.grub2]

iommu.passthrough =1

[sysfs]
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#TODO CONFIG

[systemctl]
sysmonitor = stop

irgbalance = stop

[sysctl]

fs.file-max = 6553600

fs.suid_dumpable = 1

fs.aio-max-nr = 1048576
kernel.shmmax = 68719476736
kernel.shmall = 4294967296
kernel.shmmni = 4096

kernel.sem = 250 32000 100 128
net.ipv4.tcp_tw_reuse=1
net.ipv4.tcp_syncookies = 1
net.ipv4.ip_local _port_range = 1024 65500
net.ipv4.tcp_max_tw_buckets = 5000
net.core.somaxconn = 65535
net.core.netdev_max_backlog = 262144
net.ipv4.tcp_max_orphans = 262144

net.ipv4.tcp_max_syn_backlog = 262144
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net.ipv4.tcp_timestamps =0
net.ipv4.tcp_synack_retries=1
net.ipv4.tcp_syn_retries =1
net.ipv4.tcp_fin_timeout=1
net.ipv4.tcp_keepalive _time =60
net.ipv4.tcp_mem = 362619 483495 725238
net.ipv4.tcp_rmem = 4096 87380 6291456
net.ipv4.tcp_wmem = 4096 16384 4194304
net.core.wmem_default = 8388608
net.core.rmem_default = 8388608
net.core.rmem_max = 16777216

net.core.wmem_max =16777216

[script]
prefetch = off

ethtool = -X {network} hfunc toeplitz

[ulimit]

{user}.hard.nofile = 102400

{user}.soft.nofile = 102400

[schedule_policy]
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#TODO CONFIG

[check]

#TODO CONFIG

[tip]

SELinux provides extra control and security features to linux kernel.
Disabling SELinux will improve the performance but may cause security
risks. = kernel

disable the nginx log = application

profile
profile
update
|
profile new.conf
|
atune-adm update
|
test_service-test_app-test_scenario profile

new.conf

# atune-adm update test_service-test_app-test_scenario ./new.conf
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profile
profile
|
profile active
|
atune-adm profile
|
profile list
|
web-nginx-http-long-connection profile

# atune-adm profile web-nginx-http-long-connection

profile
rollback
||
||
atune-adm rollback
||

# atune-adm rollback
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upgrade

|
|

atune-adm upgrade
|

DB _FILE

|

new_sqlite.db

# atune-adm upgrade ./new_sqlite.db

check
|
cpu bios os
|
atune-adm check
|

# atune-adm check
cpu information:

cpu:0 version: pc-i440fx-4.0 speed: 2000000000 HZ cores: 1
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cpu:l version: pc-i440fx-4.0 speed: 2000000000 HZ cores: 1

system information:

DMIBIOSVersion: rel-1.12.1-0-ga5cab58e9a3f-prebuilt.gemu.org
OSRelease: 4.19.90-2106.3.0.0095.up2.uel20.x86_64

network information:

name: ethO product: Virtio network device

name: ethl product: RTL-8100/8101L/8139 PCI Fast Ethernet Adapter

name: docker0 product:

A-Tune
tuning
]
]
atune-adm tuning [OPTIONS]
an
| yaml atuned /etc/atuned/tuning/
| yaml atuned
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|
4.18 tuning
]
--restore, -r tuning
--project, -p yaml
--restart, -c
--detail, -d tuning
LL] - yam|
m  PROJECT._YAML yaml
|
4.19 yaml
]
project -
startworkload -
stopworkload -
maxiterations >10

object - -
object
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4.20 object

name -
desc -
get -
set -
"true"
needrestart
"false"
"discrete"
type discrete continuous "continuous
type discrete
int float
dtype int float
string
string
type
discrete dtype int float
scope
type continuous
dtype int
step
float
items scope
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dtype int float

dtype
options
string
4.21 yaml
project project -
"random"
"forest™
Ilgbrtll
engine
Ilbayesll
"extraTree
SII
iterations >=10
random_starts <iterations
feature_filter_engine "lhs"
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feature_filter_cycle -
feature_filter_engine

feature_filter_iters -

feature_filter_engine

split_count -
feature_filter_engine

benchmark - -

evaluations evaluations - -

4.22 evaluations

name -

get - }

© 273



V20 10806 A

positive "positive”,
type
negative "negative"
weight 0-100
0-100
threshold
|

yaml
project: "compress"
maxiterations: 500
startworkload: "
stopworkload: "

object:

name : "compressLevel”

info :

desc : "The compresslevel parameter is an integer from 1 to 9
controlling the level of compression™

get : "cat /root/A-Tune/examples/tuning/compress/compress.py | grep
‘compressLevel="| awk -F '=" {print $2}'"

set : "sed -i ‘'s/compressLevel=\\s*[0-9]*/compressLevel=$value/g’
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/root/A-Tune/examples/tuning/compress/compress.py"
needrestart : "false"
type : "continuous"
scope :
-1
-9

dtype : "int"

name : "compressMethod"

info :

desc : "The compressMethod parameter is a string controlling the
compression method"

get : "cat /root/A-Tune/examples/tuning/compress/compress.py | grep
‘compressMethod="| awk -F '=" {print $2}' | sed 's/\"//g""

set ; "sed -i
's/compressMethod=\\s*[0-9,a-z,\""*/compressMethod=\"$value\"/g’
/root/A-Tune/examples/tuning/compress/compress.py"

needrestart : "false"

type : "discrete"

options::

- "bz2"

- "zlib"
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- "gzip"

dtype : "'string"
yaml

project: "compress"

engine : "gbrt"

iterations : 20

random_starts : 10

benchmark : "python3
/root/A-Tune/examples/tuning/compress/compress.py"

evaluations :

name: "time"

info:

get: "echo 'Sout’ | grep ‘time" | awk ‘{print $3}""
type: "positive"

weight: 20

name: ‘compress_ratio"
info:

get: "echo '$out’ | grep ‘compress_ratio' | awk {print $3}

type: "negative"
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weight: 80

tuning
# atune-adm tuning --project compress --detail compress_client.yaml
tuning compress yaml

# atune-adm tuning --restore --project compress

4.19 A-Tune

A-Tune
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5.1 PAM

PAM Pluggable Authentication Module--PAM

PAM API PAM

PAM /etc/pam.d/

t mysqll# cat /etc/pam.d/system-auth

ser changes will be destroyed the next time authconfig is run.
required _env.s
required am_faillock.so preauth audit deny=3 even_deny_root unlock_time=68
sufficient 1
fficient pam_uni
sufficient pam
[default=die] pam_fa1i <.s0 authfail audit deny=3 even_deny_root unlock_time=60
sufficient pam_faillock authsuce audit d ren_deny root unlock time=60
requisite pam_succeed_1f.so uid 100868 quiet_succ
required pam_deny.so

account required pam_unil
account required faillock.so

account fficient am_localuser.s

account fficient am_succeed_if.so uid < 1000 quiet

-account [default=bad suc user_unknown=1gnore] pam_:
required am_permit.s

regquisite am_| 1ty first_p =

fficient am_uni : dow nullo = se_authtok
sufficient

required

optional

required
optional

5.1 PAM
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51.2

Linux-PAM

(auth) (account)

auth
root
account
root

session

password

5.1.3

PAM

®m required
PAM
m requisite

required

m sufficient

(session)

PAM

(password)

PAM
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fail fail
requisite required

sufficient optional

m optional
PAM_IGNORE( )
514
/etc/security

5.15

pam_limits.so

pam_limits.so

limits.conf

/etc/security/limits.conf

© 280



V20 1050e |

[root@localhost pam.d]# useradd testl

[root@localhost pam.d]# useradd test2

[root@localhost pam.d]# passwd testl

Changing password for user test1.

New password:

BAD PASSWORD: The password is shorter than 8 characters

Retype new password:

passwd: all authentication tokens updated successfully.

[root@localhost pam.d]# passwd test2

Changing password for user test2.

New password:

BAD PASSWORD: The password is shorter than 8 characters

Retype new password:

passwd: all authentication tokens updated successfully.

2 /etc/security/limits.conf testl
SSH

[root@localhost pam.d]# vim /etc/security/limits.conf

testl hard maxlogins 2

3

SSH
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Too many logins for testl’

stemctl enable --no

5.2 ssh

pam_cracklib.so

pam_cracklib.so

pam

51

retry=N /
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difok=N

1/2

minlen=N

dcredit=N

ucredit=N

Icredit=N

ocredit=N

I_I_I_I credit=-1

1 pam_cracklib.so
[root@localhost pam.d]# cat passwd
#%PAM-1.0

# This tool only uses the password stack.

password  substack system-auth
-password  optional pam_gnome_keyring.so use_authtok
password substack postlogin

password requisite pam_cracklib.so retry=3 minlen=8 difok=3

[root@localhost pam.d]#

2 12345678 123456
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y B
EBRKEFELFAEH

PEL

5.3
pam_access.so
|
pam_access.so ip
FQDN IP
|
/etc/security/access.conf
permission ‘o ‘o
user 13 @n
origins
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1 testuserl

[root@localhost pam.d]# useradd testuserl

2 sudo vi /etc/pam.d/sshd
“ g

account required pam_access.so

3 vi /etc/security/access.conf

# testuserl ip  192.168.100.6

+:testuserl:192.168.100.6

# testuserl ip 192.168.100.20

-:testuserl:192.168.100.20

4 192.168.100.6 testuserl
testuserl
5 192.168.100.20 testuserl

pam_time.so

pam_time.so

SSH

SSH
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tty ssh

/etc/pam.d/login tty
/etc/pam.d/sshd ssh
/etc/pam.d/lightdm

/etc/security/time.conf

1 testuserl
useradd -m -s /bin/bash testuserl

2 login  sshd account requisite pam_time.so”
#

account requisite pam_time.so

3 sudo vi /etc/security/time.conf

# testuserl 18 22 login

login;*;testuserl;!Al1800-2200

# testuserl 18 22 SSH

sshd;*;testuserl;!Al1800-2200

LL] date 18:00-22:00 date

4 18:00-22:00 ssh
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pam_pwdguality.so

libpwquality

/etc/pam.d/system-auth
/etc/pam.d/password-auth
password requisite pam_pwquality.so try first_pass local _users_only
retry=1 enforce_for_root
I_I_I_I retry enforce_for_root

root

/etc/security/pwquality.conf

5.2
5.2
minlen=8 8
minclass =3
dictcheck =1

usercheck =1

dictpath =

/usr/share/cracklib/pw_dict
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enforcing=1

I_l_l_l pam_pwaquality.so

man pam_pwquality

1 test

sudo useradd test

2 /etc/pam.d

3 system-auth  password-auth
pam_pwquality.so” #

4

sudo vi /etc/pam.d/system-auth
sudo vi /etc/pam.d/password-auth

5

password requisite

password requisite pam_pwquality.so try first pass local _users_only

retry=1 enforce_for_root

6 sudo vi /etc/security/pwquality.conf
# 9
minlen =9
7 passwd
test
© 288



V20 1050e |

9
passwd:
I_I_I_I “ union1z#" minlen=9
sudo passwd test
test
passwd
I_I_I_I “ unionl2#$” minlen=9

pam_deepin_pw_check.so

deepin-pw-check

/etc/pam.d/system-auth
/etc/pam.d/password-auth
password requisite pam_deepin_pw_check.so try_first_pass
local_users_only retry=1 enforce_for_root
L] retry , enforce_for_root
root
/etc/deepin/dde.conf

5.3
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5.3

STRONG_PASSWORD = true

PASSWORD_MIN_LENGTH =8 8

PASSWORD_MAX_LENGTH =511 511

VALIDATE_POLICY = o
1234567890;abcdefghijklmnopqrst
uvwxyz;ABCDEFGHIJKLMNOPQRST
UVWXYZ;1"#$%&" ()*+,-./:;<=>?@[\]"

_ A

VALIDATE_REQUIRED =3 VALIDATE_POLICY 3

PALINDROME_NUM =4 4

abcddcba

WORD_CHECK =1

MONOTONE_CHARACTER_NUM =0

CONSECUTIVE_SAME_CHARACTER

_NUM=0

DICT_PATH =

/usr/share/cracklib/pw_dict

FIRST_LETTER_UPPERCASE = false

1 test

© 290



V20 1050e |

sudo useradd test

2 /etc/pam.d

3 system-auth  password-auth “ password requisite
pam_deepin_pw_check.so” #

4

sudo vi /etc/pam.d/system-auth

sudo vi /etc/pam.d/password-auth

5

password requisite pam_deepin_pw_check.so try_first_pass
local_users_only retry=1 enforce_for_root

6 sudo vi /etc/deepin/dde.conf

# 9

PASSWORD_MIN_LENGTH =9

7 passwd

passwd test

test
9
passwd:
LL] “ union12#" PASSWORD MIN_LENGTH =9
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sudo passwd test

test

passwd

LL] “ union12#$" PASSWORD_MIN_LENGTH =9

5.2 iptables

521

iptables  IPv4/IPv6
Internet  LAN LAN Internet

Linux IP

5.2.2

modprobe ip_tables

modprobe iptable_filter

2 192.168.100.20 ping

iptables -A INPUT -p icmp --icmp-type 8 -s 192.168.100.20/24 -j DROP
3 22

iptables -A INPUT -i ethO -p tcp --dport 22 -j DROP
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5.2.3

iptables
1 root iptables-save
2 iptables

[root@localhost pam.d]# iptables-save

# Generated by xtables-save v1.8.1 on Sat May 23 03:16:15 2020
*filter

:INPUT ACCEPT [23498:16150128]

:FORWARD ACCEPT [0:0]

:OUTPUT ACCEPT [15403:3768018]

COMMIT

# Completed on Sat May 23 03:16:15 2020

# Generated by xtables-save v1.8.2 on Sat May 23 03:16:15 2020
*security

INPUT ACCEPT [23498:16150128]

:FORWARD ACCEPT [0:0]

:OUTPUT ACCEPT [15403:3768018]

COMMIT

# Completed on Sat May 23 03:16:15 2020

# Generated by xtables-save v1.8.2 on Sat May 23 03:16:15 2020
*raw

‘PREROUTING ACCEPT [23498:16150128]
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:OUTPUT ACCEPT [15403:3768018]

COMMIT

# Completed on Sat May 23 03:16:15 2020

# Generated by xtables-save v1.8.2 on Sat May 23 03:16:15 2020
*mangle

‘PREROUTING ACCEPT [23498:16150128]

!INPUT ACCEPT [23498:16150128]

:FORWARD ACCEPT [0:0]

:OUTPUT ACCEPT [15403:3768018]

:POSTROUTING ACCEPT [15403:3768018]

COMMIT

# Completed on Sat May 23 03:16:15 2020

# Generated by xtables-save v1.8.2 on Sat May 23 03:16:15 2020
*nat

:PREROUTING ACCEPT [0:0]

:INPUT ACCEPT [0:0]

:POSTROUTING ACCEPT [0:0]

:OUTPUT ACCEPT [0:0]

COMMIT

# Completed on Sat May 23 03:16:15 2020
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5.2.4

| root iptables-restore
iptables

] iptables-apply iptables

] iptables-save iptables

5.3 Nmap

53.1

NMap Network Mapper Linux

P
( )
( ) /
NMap
[ | Host Discovery (Active)
[ | Port Scanning
(Open) (Closed) Filtered Unfiltered

Open|Filtered | Closed|Filtered

u Version Detection
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| OS detection
/IDS Firewall/IDS evasion nmap
IDS
Fragment IP decoys IP
spoofing MAC MAC spoofing
NSE (Nmap Scripting Engine)
web
5.3.2
root dnf install nmap nmap
5.3.3
1 root
TCP
nmap -v localhost.localdomain
2 SYN
nmap -sS -0 scanme.nmap.org/24
3 100 Web 80)
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nmap -v -iR 100 -PO -p 80

4 4096 IP Web Grep
XML
Nmap -PO -p80 -0X /tmp/pb-port80scan.xml -0G
/tmp/pb-port80scan.gnmap 192.168.100.20/20
5.4 Auditd
54.1
Auditd Linux
5.4.2
Audit systemctl start auditd.service
54.3
|
|
|
u /etc/audit/auditd.conf
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|
| /etc/audit/audit.rules
|
auditctl
/etc/crontab key CFG_crontab
1 auditctl -w /etc/crontab -p wa -k CFG_crontab
2 auditctl -W /etc/crontab -p wa -k CFG_crontab
5.5 sysctl
55.1
/proc/sys
/etc/sysctl.conf
Linux TCP/IP
/proc/sys sysctl.conf
5.65.2
1 root sysctl -a
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sysctl -w

kernel.randomize _va_space

net.ipv4.tcp_syncookies SyncFlood
net.ipv4.tcp_fin_timeout socket
FIN-WAIT-2

net.ipv4.tcp_max_syn_backlog TCP SYN

net.core.somaxconn

kernel.kptr_restrict /proc/kallsym ( )

vm.mmap_min_addr mmap

cat /proc/kallsyms
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6.1 sysstat

6.1.1

sysstat

sysstat
m jostat
B mpstat
m sar

m sal

m sa?

m sadc

sar

m sadf

CPU

CPU

cron

cron

sar

6.1.2 sysstat

yum install sysstat -y

sar
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6.1.3

1 /etc/sysconfig/sysstat
2 sa sar /var/log/sa

/etc/sysconfig/sysstat SA DIR

6.1.4

sadc

sadc /usr/lib64/sa/
sadf

man 8 sadc

Linux User's Manual

comment ] [ D1 [ -F1[-f1T[-L1T[-v1T[-5{keyword [,...] | ALL | XaLL } 11

tem data a specified number of times (count) at a specified interval m conds

format to the specified putfile or to standard outpu If outfile 3 then
; below). In th f dy e adc will aver-
s from a previol month. By default sadc collects most of the data avai ahle from the Ferne] But there
l metrics, for which the relevant options must be explicitly passed to sadc to be collected (see option

-S.belcwj.

The standard unless option -D 1s used, in which case 1ts name 1s YYYM-
MDD, where YYYY 1 for the current month and DD for the current da By de au1t ik lo-
cated in the /f log 1 y 1 5 a directory
{instead of a p]aln 11 1 111 be 1 Y dard tem activity “daily data file
will be saved.

when the count parameter is net s ied, dc writes its dat: . When both interval and count are not speci-
fied, and option - not d, a dummy record, which is used ] rtup to mark the time when the counter
restarts from 0, Il be written. xample, one of the script may write the restart mark to the daily
data file by the command ent

The sadc command 1s intended to be used as a backend to the sar command.
The sadc command only reports on local activity
C comment
When neither the interval nor the count parameters are specified, this option tell adc to write a dummy record
containing the specified comment string. This comment can then be displayed with eption -C of
Use saYYYYMMDD 1instead of s: as the standard system activity daily data file name.
The creation of putfile will be forced. If the file already exa and ha format unknown to c then 1t will

be truncated. This may be useful for daily data files created by an older version of sadc and whose format 1s no
longer compatible with current one.

6.1 man 8 sadc
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sar

sar CPU

man 1 sar

Linux User's Manual SAR(1)

sar - Collect, report, s activity information.

SYNOPSIS
rl-al[-B1I[-bl cll EIMONT 13 [ HTDh] E-pll-q) [ -rl8E]]l
;u fAaL 110 -vI1I-v 1 [ --dee={fo| 1] 2%} 11 --dev= dev t 1 [ -f I
--help 1 [ --human ] [ --iface= 1 L i | suMm | atL 3} 1 [ -P { cpu | AL 1 [ -m {
keyword [,...]1 | ALL } ] [ -n { keyword I E | PATH | UUID | s B [ -f [ filename ] | -o
[ filename ] | -[8-9]+ 1 [ -i interv. ] [ : 1 [ count

DESCRIPTION
The sar command writes to standard output the contents of selected cumulative activity counters in the operating s
The acccuntlng tem, based on the values in the count and int p: te informat the specified number
paced at the specified interval se l paramete et to zero, the sar command d
plays the average statistics for the time since the system was started. If the interv parameter 1s specified without
meter, then reports are generated continuously. The collected d 5 3 ecified
flag, in addition to being displayed onto the screen. me the standard
daily data file (see below). By default all the data available from the kernel are saved in the data

andard output records previecu ved 1in a file. This file can be either the
default, the standard ¥ i 4. 1
data of that d ago. For example, -1 will point at the sta rd system ac-

tlvltv file of ye

Standard stem ty daily data files are named saDD or (YYYMMDD, where YYYY stands for the current year, MM for
the current month and DD for the current 5 d by sar only when no filename h been
plicitly specified. When us 1 1 1.L F 1 us 1f option -D h

been specified, else 1t wil When used to d1~p12v the records previ ed 1n a fl le, sar will look

the me recent of D and and 1

Standard system activity data files are located in the /var/log/sa directory by default. yet it is possible to
ecify an alternate 1ucqt10n for them: If a directory (1 d of a plain file) is used with options -f or -o then it
will be considered as the directory containing the data file

Without the -P flag, the sar command reports system-wide (global ong all processors) statistics, which are calculated
averages for values expressed percentages, and s ] = g given, the sar command reports

activity which relates to the specified proce If -P ALL 1s given, r command _reports st

for each individual processor and global statistics among al ssors. 0ffli 1

6.2 man 1sar

jostat

jostat CPU

man iostat
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1ostat - Report Central Processing Unit (CPU) statistics and input/output statistics for devices and partitions.

SYNOPSIS
iostat | -cl [ -dll-h][ -k|]-m}[-NJT-s]I-t1T[-VII[-x1[-ylI[-z]1--dec={0a

) | LABEL | PATH | wuID | ... ¥} 1 [ -oJson 1 [ [ 1 -g group_name ] [ --human 1 [ -p [ device [,...]
vice [...]1 | ALL ] [ inte [ count 11

DESCRIPTION
The iostat command 1is d for monitoring m 1 ing by observing the time the devic re active
in relation to their rage transfer rat The 1ostat command generates reports that can be used to change tem con-
figuration to better balance the input/output load between physical disks.

The first report generated by 1 tistics concerning the time since the tem was booted, un-
less the -y optien 1s : Each equent repert cover
the previous report. l statisti ] d e te . The report consis
fi d by a row of CPU stz s. On multiprocessor t tatistics are calculated system-wide a
sors. A device header row 1s displayed feo line of statistics for each device that

the amount of time in seconds between each report. The count parameter can be

parameter. If the count parameter 1s specified, the value of count determines the number
seconds rt. If the interval parameter 1 ecified without the count parameter
continuo

REPORTS
The lostat command generates two types of reports, the CPuU Utilization report and the Device Utilization report.

report generated by the 1lost: 1s the CPU Utilization Report. For multiprocessor
are global averages ameng s. The report has the following format:
Show the percentage of CPU utilization that occurred while executing at the user level (application).

%nice
Show the percentage of CPU utilization that occurred while executing at the user level with nice priority.

stem
Show the percentage of CPU utilization that occurred while executing at the system level (kernel).

6.3 man iostat

mpstat

mpstat CPU mpstat
-P CPU ID 0 PROC
proc

man 1 mpstat
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[ count 11

t command writes to standard output for each available processor, processor 8 being

MPSTAT (1)

[ -ul[-v]1I[-1{keyword [,...] | AlL } 1 [ -N { node_list | ALL } ] [

first one.

Global average activities among all proc reported. The mpstat command can be used both on SMP and UP ma-
chines, but in the latter, only global average activities will be printed. If no activity has been selected, then the de

fault report is the CPU utilization report.

The 1interval parameter specifies the amount of time in seconds between each report. A value of 0 (or no parameters at

all) indicates that processors statistics are to be reported for the time since system startup (boot)

The count parame-

ter can be specified in conjunction with the inter parameter if this one is not set to zero. The value of count deter-
mines the number of reports generated at inter second. art. If the inter arameter 1s specified without the count
parameter, the mpstat command generates reports continuous

OPTIONS ) ) ) e
-A This option 1s equivalent to specifying -n -u -I ALL -N ALL -P ALL

--dec={ 0 11121}
Specify the number of decimal places to use (8 to 2, default value is 2)

-I { keyword [,...] | ALL } =
Report interrupts atistics.

Possible keywords are CPU, SCPU, and SUM.

With the CPU keyword, the number of each individual interrupt received per second by the CPU or
Interrupts are those listed in /proc/interrupts file.

wWith the SCPU keyword, the number of each individual software interrupt received per second by the CPU or CPUs 1s

displayed. This option works only with kern 2.6.31 and later. Software interrupts are th

/proc/softirgs file.

with the SuM keyword, the mpstat command reports the total number of interrupts per proce
ues are displayed:

cpu

Processor number. The keyword all indicates that statis are calculated verages

6.4 man 1 mpstat

sadf

sdaf sar

man 1 sadf

SADF(1) Linux User's Manual

NAME
sadf - Display data collected by sar in multiple formats.

sei] =] [ =p] 2] =x: ] [ -H 1 [ 1l -1
I -s Jj_mml__=l i ] [ fe [ hh:mm[:ss ——dev— dev
sar_options ] [ ainterval [ count ] | [ d 11e | [e-9]+ 1]

se listed 1n

The following val-

among all proces-

SADF(1)

1 s

I C-iface=

The sadf command 1s used for displaying the contents of data files created by the sar(1) command. But unlike sar, sadf

can write its data in many different formats (CSV, XML, etc.) The default format is one that can e

pattern s 11 awk (see option -p). The sadf command can d to draw grapl
ctivities collected by sar and display them as & ble Vecter Graphics) graphics 1n your web browser

-al.

handled by

for the variou

ee option

The sadf command extracts and writes to standard output records saved in the ile. This file must have been cre-

ated by a version of sar which E s: If datafi adf uses the

standard system

activity daily data file. It also sible to enter -1, -2 etc. as an srgument to sadf to display data of that d

p
ago. For example, -1 will point at the standard system activity file of yesterday.

The standard system activity daily data file is named saDD or sa¥¥YYMMDD, where YYYY stands for the current year, MM for

the current month and DD for the current d sadf will look for the most recent of
default 1t 1s located in the fvar/l directory. Yet 1t 1s pessible to specify an

and use 1t. By
iF

lter
datafile 1s a directory (1 ad of a plain file) then 1t will be considered as the directory where the standard

activity daily data file is located.

The inter arameters are used to tell sadf to select count recor i ] s apart. If the count
parameter s all the records saved in the data file s

All the activity flags of sar ma > entered on the command line to indicate which activities are to be reported. Before
specifying them, put a pair of d: s (--) on the command line in order not to confuse the flags with those of sadf. Not

specifying any flags selects only CPU activ

Tell sadf to display comments present in file.

system activity binary datafile (version 9.1.6 and later) to current up-to-date format. Use the

sadf -c old_datafile > new_datafile

6.5 man 1 sadf
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6.2

1

sar

5 record_1

ost.localdomain)

0
0.00
0.00

2020506 H24H

_aarch64_ (4 cPu)

180.00
100.00

100.80

6.6 sadc

aarchéa (1 localdomain)

%snice

[root@loc .
1nux 4.1 t.localdemain)

rxkB/s txkB/s rxcmp/s
) )

txkB/s

rxkB/s

rxcmp/s

%nice
0.08

6.9 iostat

CPUO

txcmp/s

sar

(a4 cpu)

20, Hz24H

txcmp/s

_aarchs

rxmest/s  %ifutil

rxmest/ s1futil

0

s1futil
.00
8.00

s1futil

rxmcst/s s1futil

CPU
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%Snice
.08

snice
0.08

%nice
.00

%nice
0.08

snice
.80

6.3 top

localdomain) 20204E06 §24H _aarch6d_

%1rq ssoft % %guest %gnice  %idle
0.88 8 9.88 8.00 160.88

%irg %S ssteal %guest %gnice
.00 8 @ 0. e.e0

s %lowalt %1rq %S al %guest %gnice

sy
.68 0.08 6.08 .8e 8.8 6.00 0.08

%lowalt %1 % % %guest %gnice
0.00 0.08 .00 8. .60 0.00 1lee.oe

%guest %gnice 1dle
0.00 8.8 1

6.10 mpstat CPUO

cpul

UTC cpul

6.11 sadf cpul

(4 cPu)

6.3.1

top Linux

6.3.2

root dnf install procps-ng procps-ng-help
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procps-ng  procps-ng-help

User Commands

top - display Linux proce

SYNOPSIS ) )
top -hv|-bcEH10S8s1 -d secs -n max -ulU user -p pid -o fld -w [cols]

The traditional switches ~-' and whitespace are optienal.
DESCRIPTION
The top program provides a dynamic real-time view of a running system.
L or threa being managed by the Linux kerne
order and e of information displayed for proc
stent acro

It can display s

The type:
are all user
tion can be made pe
interactive interface for proc manipulation as well
encomp ing every aspect of its operation.
the program anything you wish. That new name, po
reading and writing a configuration file.

The program provides a limited

configuration
document, you are free to name
on top's display and used when

OVERVIEW
Documentation
The remaining Table of Contents

OVERVIEW
Operation
Linux Memory Types
COMMAND-LINE Options
: Display
a. UPTIME and LOAD Averages

. GLOBAL C

. SUMMARY AREA C

. TASK AREA Commands
1. Appearance
2 ntent

sarting
LOR Mapping

TERNATE-DISPLAY Provisions

6.12 man 1top

4. INTERACTIVE Commands . . — .
a brief index of commands within categeries
ssued.

ontent:
Size:
Sorting:
. Color-Mapping
Ret>, :

g X rolTing a-Window
., Up, Dn, Left, Right, PgUp, PgDn, Home, End
. Searching-in-a-Window

L, &

6.13 top

6.3.3

root top

and while top 1
ibly an alias, will then

Some commands appear more than once --

man 1 top

tem ummary 1in
configurable and that configu

a much more extensive interface
referred to throughout this
be reflected

thelr meaning or
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lightdm
lightdm
root
root
root
root
root
root
root
root
root
polkitd
root
root

6 lightdm

root
root
root
root
root
root
root
root
root
lightd

3 testuse+

20
2174

lightdm
root
systemd+

PID

CPU

4 us averag 0.88, 8.81, 0.88
nning, 15 eping, ombie
ni, 99.9 id,
4905.1 free, 35. -
2071 ¥ z d. Mem

COMMAND
1203328 203520 S 0.0 .8 .83 lightdm-deepin-
893184 £ 8 .5 onboard
473472 56960 - 0.0 8. .09 Xorg
976 4 k 25 systemd-journal
fire
lvmdbusd
tuned
NetworkManager

hd
hd
hd
hd
hd
sshd
ystemd-udevd
lightdm
ystemd
14784
14784
14784
24448
170304
183184
183104
1175
18
23104
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6.15 top

787 ap  1:3L, 2 : load average: ©.08, 8.080, 0.00
1 1 running, 1 3 stopped,
9. y, 8 .0 1d, 0.0 wa,
6814.1 total 4904.7 free, 935.4 used,
3871.9 total, 3671.9 free, 0.0 used.

7 lightdm 203328 4 0. 9 :10.17 lightdm-deepin-
root B 177728 temd
root ] kthreadd
root ] rcu_gp
root 0 ¢ ] 0 o 0:00 rcu_par_gp
root 8 2] kworker/@:0H-kblockd
root 0 ] 0 ¢ 0:00 mm_percpu_wg
root 8 2] 8 B S B:80 ksoftirgd
root 20 0 0 8 0 9:00 reu_sched
root ¢ 2] ¢ ¢ 9:00 rcu_bh
root ¢ ] 8 B 0.8 9.0 9:00.00 migration/@
root 20 0 ¢ 0 B S 9:00 cpuhp/0
root 0 0 <] 0 a £ 9:00 cpuhp/1
5 root 8 0 0 8 B:080 migration/1l
root 8 D 8 B 9:00 ksoftirgd/l
root 0 0 0 ¢ B:00 kworker/1:0H-kblockd
root ¢ D 8 ¢ 8:00 cpuhp,
root B g ¢ B p.0 8.0 0:00.00 migration/
root B g 8 B S B:80 ksoftirgd
root L
root
5 root
root
root
root
root
root
root
root L
root @ B @ ¢ 9:00 writeback
root 20 0 ¢ 0 8 S 9:00 kcompactde
root g ¢ ;I 5.0 0.0 9:00.00 ksmd
root g ¢ 8 B S B:00 khugepaged
root 8 D 8 8 9:00 crypto
root 0 0 0 0 ; 2 0:00.00 kintegrityd

6.16 top CPU

6.4 iotop

top i/o
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6.4.1

iotop I/0 top iotop
top PID I/0 Linux
10 jostat nmon

10 iotop

6.4.2

root dnf install iotop iotop-help

iotop iotop-help man 8 iotop

System Manager's Manual I0TOP(8)

- simple top-like I/0 monitor

SYNOPSIS
lotop [OPTIONS]

DESCRIPTION
lotop watches I/0 usage inforn output by the Linux kernel (requires 2.6.20 or later) and displays a table of current
e by proce or thre on the tem. At L SK_DELAY_ ACCT, CONFIG_TASK G, CON-
FIG_TASKSTATS and CONFIG_VM EVENT_COUNTERS options need to be ena your L1 1

iotop displ columns for the I/0 bandwidth read and written by each process/thread during the sampling peried. It
displays the percentage of time the thread/process spent while swapping in and while waiting on I/0. For each proc
0 priority (class/level) 1s shown.

In additien, the total I/0 bandwidth read and written during the sampling period 1s displayed at the tep of the inter-
face. Total DISK READ and Total DISK WRITE wval ses >

ues repre B : s E L k I/0 between kernel block device subsystem and underlying hardware
(HDD, 5 - t al a L vall may not be equal at any given moment of time due to data caching and I/0

operations reordering that take place inside Linux kernel.

Use the left and right arrows to change the sorting, r to reverse the sorting order, o to toggle the --only option, p to
toggle the --proc option, a to toggle the --accumulated option, g to quit or 1 to change the priority of a thread or
a process' thread(s). Any other key will force a refresh.

OPTIONS ”
--version " R
Show the version number and exit

-h, --help . i
Show ge information and exit

-0, --only
Only show processes or threads actually doing I/ instead of showing all processes or threads. This can be dynam-
1cally toggled by pressing o.

--batch
Turn on non-interactive mode. Useful for legging I/0 usage over time.

-n NUM, --1ter=NUM
Set the number of iterations before quitting (never quit by default). This is mest useful in non-interactive

6.17 man 8 iotop
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6.4.3

1 root 1 iotop

8.88 B/s |
0.00 B/s |
DISK READ
/s
temd --switched-root --system --deserialize 18
[kthreadd]
[reu_gpl
[rcu_par_gpl
[kworker/8:0H-kblockd]
% [mm_percpu_wg]l
% [ksoftirgd/e]
/4 root 0. /s 8 E % [rcu_sched]

E
i
2.
3
4
6
8
]

@

6.18 iotop 1/0

2 2 1 iotop

cd /home
dd if=/dev/zero of=bigfile bs=1M count=5000

3 2 1 iotop

cd /home

dd if=bigfile of=/dev/null bs=1M

6.5 Isof

6.5.1

Isof(list open files)
(TCP)

(UDP)
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Isof

6.5.2

Isof | less
m COMMAND
m PID
m USER
m FD
m TYPE
m DEVICE
m SIZE
m NODE

m NAME

6.5.3

n Isof -u username

LL] -u u user

[ | Isof -c apache
[ | Isof -c mysql -c apache
[ | Isof -u test -c mysq|l
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| Isof -u ~root
LL] " root
[ | Isof -p 1
[ | Isof-p 1,2,3
[ | Isof -p M1
[ Isof -i
[ | Isof -i tcp tcp
6.6 psmisc
6.6.1
psmisc proc

6.1 psmisc
]
pstree prtstat
pstree.x11 killall kill
pstree
fuser
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6.6.2

man pstree/prtstat

6.6.3

pstree -n -p pid

manl# pstree -n -p

emd-journal(545)

emd-udevd(577)

emd-network (581)
rpcbind(1282)
mdadm(1283)
auditd(1298)—-{auditd} (1291
dbus-daemon(1310) —-{dbus-daemon} (1408)
NetworkManager(1311) ——{NetworkManager}{1

{NetworkManager}(1

{rtkit-daemon}(1428)
AI:{rtklt—daemon}Eldzg)

tuned(1483)
—E{tuned} (1
{tuned} (1

gssproxy(1491)—{
{

polkitd(1495)

6.19 pstree

6.7 procps

6.7.1

Procps-ng proc
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6.2 procps-ng

slabtop slab pgrep

cache
skill top
vmstat uptime

io
cpu

watch w
free tload
pwdx pmap
snice ps
sysctl pkill
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6.7.2

dnf install procps-ng-help procps-ng-help

man slabtop/pgrep

6.7.3

pgrep 1 1

alhost manl# pgrep 1

405
root@localhost manl#

6.20 pgrep
6.8 e2fsprogs
6.8.1
e2fsprogs proc

6.3 e2fsprogs

e2undo ext2/3/4 e2image ext2/3/4
undo log
dumpe2fs super block badblock
dump stdin S
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resize2fs ext2/3/4 debugfs | ext2
e2fsck ext2/ext3/ext4 tune2fs ext2/ext3
mke2fs ext2/ext3/ext4 logsave
eddefrag | extd e2freefra ext2/ext3/ext4
g

filefrag chattr ext2/3/4
Isattr ext2/3/4 mkfs.ext4 ext4
fsck.ext4 | extd e2label LABEL
fsck.ext3 linux ext3 mkfs.ext3 ext3
fsck.ext2 | ext2 mkfs.ext2 ext2
6.8.2

dnf install e2fsprogs e2fsprogs-help e2fsprogs

e2fsprogs-help

man e2undo/e2image
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6.8.3

tune2fs -c 30 /dev/sdal

[root@localhost yum.repos.d]# tune2fs -c 30 /dev/sdal
tune2fs 1.44.6 (5-Mar-2019)
Setting maximal mount count to 30

[root@localhost yum.repos.d]#

6.9 strace

6.9.1

strace

strace

strace

6.9.2

man 1 strace
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STRACE(1)

strace - trace system calls and signals

s
strace [- nfdffhiqutttTvi\v] [-T n] [-b execvel] [-e expr]
[-p pidl... { -p pid | [-D] [-E varl 1 [-u

strace -c¢ [-df] [-I n]
1% i

[-b execve] [-e expr]
[-E varl=

[-u username] command [args]

DESCRIPTION
In the simplest case strace ru

are called by a process and the
1ts return value are printed on - or teo the
instructional,
for

race is a usef diagnostic,
ooters will find 1t invaluable
do not need to

1

Each line in the trace contains th
example from stracing the command

open("/dev 1", O_RDONLY) = 3

a return value of -1) have the errno

(typica

open("/foo/bar", 0_RDONLY) = -1 ENOENT (No such

are printed : mbol and decoded

eep 666" is:

signal

unfinished
5 gno=SIGINT,
killed by SIGINT +++

“try

will be marked as resumed.

General Commands Manual

rname] com

[-0 overhead] [-5

and debugging teel. &
olving prob ems with programs for

be reccmp11ed in order to trace them.
k

ginfo structure.

to preserve the order cf thuue events snd mark the ungclng csll as belng

STRACE(1)

[-a column] [-o file] format] [-P pathl...

nd [args] }
{ -ppid | [-D]

sorthy] [-P pathl... [-p pid]

and records the system calls which
em call, 1ts arguments and

It intercepts
e specified with the -o option.
em administrators

which the
Students,

, diagnosticians and trouble-
ource 1s not readi available since
and the overly-curious will find that a
and programmers wil
examinatien of this

and its return value. An

- string appended.

file or directory)

An excerpt from stracing and interrupting the com-

strace

6.21 man 1 strace

6.9.3

31 vars

ecacBooe
£ —1 ENOENT

openat(AT_FDCWD,
s , {st_mode=5_|
. 78271, PROT READ

"'11b94,11b

, MAP_PRIVATE |MAP_DENYWRITE,
; 131@;2, DPUTﬁREAD|DRDT WRITE,

, MAP_PRIVATE |MAP_DENYWRITE,

72, PROT | EM.lPPDT WRITE,

' PROT PEADIPROT EXEC, MAP PPIuATEiMAP DENYWRITE,
2, PROT READIPRDT WRITE,

1
PRUT READlPRUT EXEC, MAP _PRIVATE |MAP_DENYWRITE,
PROT. READIPROT WRITE, MAP_PRI

openat (AT_FDCWD,
read(3, "\177ELF\2

, MAP_PRIVATE |MAP_DENYWRITE,
PROT_READ | PROT_WRITE,

PROT_READ|PROT_E
131072,

, MAP_PRIVATE |MAP_DENYWRITE,
|PROT_WRITE,

PROT, PEADlPPUT 3
, 131872, PROT_REA

6.22 strace

MAP_PRIVATE |MAP_

MAP_PRIVATE | MAP_

MAP_PRIVATElMAP_

VATE | MAP_

MAP_PRIVATE | MAP_

MAP_PRIVATE |MAP_

, 8) = oxfffded

50000
FIXED |MAP_DENYWRITE, 3,

= oxfffde43zooo0
3, 8)

3, 0)
FIXED |MAP_DENYWRITE,

., 832) = 832
3, o) xfffdedl9

FIXED |MAP_DENYWRITE, = oxfffded3n

0
, 6x160000)

F

3, 8) = axfffdedocoeos

FIXED |MAP_DENYWRITE, 3, 0) = oxfffdedodoooo

= gxfffdea

FIXED |MAP_DENYWRITE, 3, ©xloeee) = exfffdedoacooe

Is
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6.10 Itrace

6.10.1

Itrace

6.10.2

LTRACE(

NAME

Itrace

strace

dnf install Itrace Itrace-help Itrace Itrace-help

man ltrace

1)

ltrace - A library call tracer

SYNOPSIS

Manual

ltrace [-e filter|-L] [-1]--librar ary | ter] [-S] [-b|--no-signals] [-i] [-w|--where=nr] [-r|-t|-tt|-ttt] [-T] [-F pathlist] [-A
elts] [-s strsize] [-C|--demangle] [-a|--align column] [-n|--indent nr] [-o|--output filename] [-D|--debug mask] [-u username] [-f] [-p pid] [[

mand [arg ...1]

ltrace -c [-e filter|-L] [-1]|--library=library pattern] [-x filter] [-S] [-o|--output filename] [-f] [-p pid] [[--] command [arg ...1]

ltrace -V|--version

ltrace -h|--help

TION

ltrace is a program that simply runs the specified command until it exits. It intercepts and records the dynamic library calls which are called by the

executed process and the signals which are received by that process. It can also intercept and print the system calls executed by the program.

Its use is very similar to strace(1).

ltrace shows parameters of invoked functions and system calls. To determine what arguments each function has, it needs external declaration of function
prototypes. Those are stored in files called prototype libraries--see ltrace.conf(5) for details on the syntax of these files. See the section PROTO-
TYPE LIBRARY DI VERY to learn how ltrace finds prototype librari

--align column
Align return values in a specific column (default column is 5/8 of screen width).

-A maxelts
Maximum number of array elements to print before suppressing the rest with an ellipsis (". This also limits number of recursive structure
expansions.

-b, --no-signals
Disable printing of signals recieved by the traced process.

Count time and calls for each library call and report a summary on program exit.
--demangle
Decode (demangle) low-level symbol names into user-level names. Besides removing any initial underscore prefix used by the system, this makes C+

function names readable.
ge ltrace(1) line 1 ess h for help or g to t)

6.23 man ltrace
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6.10.3

Itrace Is Is

mmap@SYS(nil, 2586930, 1, 2, 3, 0) 0x716306110000
close@sYs(3) 0
openat@SYS(AT_FDCWD, "/usr/lib/locale/en US.UTF-8/LC_T"..., ©x80060,

=2
ISYS (AT_FDCWD, "/usr/lib/locale/en_l T ., 0x80000, 3

3, 0 0
@SYS(nil, 3 1 3, © 0x7£6307436000
) 0

UTF-8/LC_N"..., 0x80000, -2

980000, 3
0
0x76307435000
]

, "/usr/lib/locale/en US.U ., 0xB0OEO, O -
openat@SYS(AT_FDCWD, *"/usr/lib/locale/en | ..., 0x80000, 3
fstat@SYS(3, 0x7ffddb5c8110) 0

1, 2, 3, 0) 0x7630732000

2

c8360, 0x556c73eaf010)
0x7ffdab5c8430, Ox556c73eafd1e)
AT_FDCWD, ".", ©x90800, 00)
» 0x7ffdab5c7fcO)
SYS (3, ©x556c73eb9590, ©x8000, Bx556c73eaf0le)
SYS (3, ©x556c73eb9590, ©x8000, Ox556c73eaf010)
close@sYs(3)
fstat@sYS(1, 0x7ffdabsc5afe)
write@YS(1, "Cent0S-AppStream.repo\nCent0S-Bas"..., 234Cent0S-AppStream.repo
Cent0S-Base. repo

ginfo. repo
Cent0S-Extras. re|
ent0S-fasttrack. repo
ent0S-HA. rep
ent0S-Media. repo
.ent0S-PowerTool:
Cent0S-Sources . repo
Cent0S-Vault. repo
)

close@YS(1)

close@SYS(2)

exit_group@YS(® <no return ...
ited (status 0) +H+

6.24 Itrace Is

6.11 dmidecode

6.11.1

dmidecode Linux dmidecode

SMBIOS/DMI BIOS

DMI(Desktop Management Interface DMI)
DMI SMBIOS
SMBIOS(System Management BIOS)
SMBIOS DM

Desktop Management Task Force (DMTF) DMI
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6.11.2
root dnf
install dmidecode y
6.11.3
root dmidecode -t bios
bios
[ | dmidecode -t processor cpu
[ | dmidecode --type 7
6.12 cockpit
6.12.1
Cockpit web
Cockpit
Web GNU/Linux
Cockpit
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6.12.2

Cockpit

1 Cockpit

yum install cockpit -y

2

systemctl enable cockpit.socket --now
3

systemctl stop firewalld

6.12.3 cockpit

cockpit

I_I_I_I cockpit 9090

https://1P:9090/ root

BR%228: localhost.localdomain

6.25 cockpit
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CPU

localhost.localdomain

Q B > IR
% cPU WE iz R4
= 1cPU 2% RAM 22GB TR R o A o #0 A £
% .
ens3 132KiE/: 718 8/:
ME 198006 55003, 15 5§ 001 v 398GB TR E 5 E
% 3 ] - 40GBTR — o 0 )
Lol /boot 867 MB FF
s - —
%5 53
BB iser@0 BaMs /media/root/UnionTechOS oFTE O
lightdm 139 MB
8 dbus 133MB
a73M8
Pt s00M8
L]
R

6.26 cockpit

root . om- @ -

localhost.localdomain

localhost.localdomain  i&{3% UnionTech OS Server 20 BB -
© BEER: 2022468230 08:3108 X H 10755244 F pts/2 x
A Welcome to UnionTech 0S Server 20 Z %
jitd5 &8 RYER BB
CPU ' 2%1CPU s QEMU Standard PC (i440FX + PIIX, 1996) ENE localhostlocaldomain &4
RE E— 11/33GiB HlEME  0abc528688fe6031021fcbb62abedec FHEYiE
ETE 6% i
tERES

22 shell B

pcp

6.27
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foot@

localhost ocaldom:

localhostloc

EiED)S

localhost.localdomain i&f3 UnionTech OS Server 20

O REBR: 2022968230 08:31:08 KA 10755244 F pts/2

A vielcome to UnionTech 05 Server 20

2R £/ AHIER A&

cpu ' 2%1CPU S QEMUStandard PC (i440FX + PIIX, 1996) g

nE — /3368 HAES  0abc52868181e603102Icbb62abedec e

BE 6% H
HRESE

R4 shell B

BEREAGLIER TEEHEES PeB

6.28

it )

E

FMRENE., 1Pk, RIEE sshy/ URI

meE |

P, SERBREE

focalhostlocaldomain %4
202256A238 1651 @
NG

virtual-guest

BREENE

6.12.4

6.29

oA

Dashboard

L £

(@ Authorized users only. ALL activities may be nonitored and reported

% ol CPU core

& Qemu ual Machine
100,
n 16903a185c64837924cC75.
UnlonTech 05 Server 20 Euler 50 A
0553 54 0855 0856
B A
052 0853 ) 055 o856

a5z Co) o854 o5

6.30 cockpit
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PCI

@ Authorized users only. All activities may be monitored and reported x

[iz:}

Dashboard 100
616903a86c648379e4cC755,

UnionTech OS Server 20 Euler

0854 0855 08:56

08:55 08:56

08:55 08:56 0857

08:56 0857

6.31

7 aton
Q 2%
. System Information
22 Other BIOS. EFI Development Kit Il / OVMF
Dashboard &8 KM virtual Machine BIOS version 0,00
B s BOsdate 2015102106
ey
R4
e PCl
R
BE
aridge MU PCle Host bridge Red Ha, Inc
#hE
aridge QEMU PCte Root port Red Hat, nc. 000000010
P Bridge 1836000 Red Ha, Inc.
oVirt Machines Bridge QEMU PCle Roc Red Hat, Inc.
KA aridge QEMU PCie Root port Red Hat, nc. 000000012
Bridge QEMU PCie Root port Red Hat, Inc. 00000001.3
RS
Bridge QEMU PCle Root Red Ha, Inc 00000001.4
a Bridge MU Pele Root port Red Hat, nc 00015
Aot Display controller Virio GPU Red Hat, nc. 000006000
" Mass storag Vinio SCsi Red Hat, nc. 4000
RHE:
Mass storage contraller Viri block device Red Hat, nc 5000
{vi;:]
Network controller Virio network device Red Hat, Inc. 000003000
20

6.32

Cockpit
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oot

serverl

iE

Only Emergency

Alertand above

A 08:55 /ust/1ib/SYSt Ccaland sbove ce:3: Tnvalid URL, ignoring: ninfod(8) systend [
Reshbosrd A 08:14 Failed 1o Stai grror and above systend
A 07:20 [usr/Lib/tmpd wamingand sbove |1 Unknown user *firebird" systend-tmpfiles
A 02:09 Failed to star Notce and above systend 2
info and above
Debug and above
A 20:07 Failed to start gt makecache systend n
A 19:15 Can't find sendnail at /usr/sbin/sendmail, not mailing output anacron
A 07:58 Failed to start dnf makecache. systend ]
A 07:19 [/usr/1ib/tnpfiles.d/firebird.conf:1] Unknown user 'firebird" systend-tmpfiles
A 01:54 Failed to start dnf makecache. systend D
A 19:51 Failed to start dnf makecache systend
A 1947 nd sendnail at /usr/sbin/sendnail, not mailing output anacron
A 07:43 Failed to start dnf makecache. systend 4
A 07:19 [/usr/Lib/tnpfiles.d/firebird.conf:1] Unknown user *firebird systend-trpfiles
A 01:39 Failed to start dnf makecache systend 3
-=
A 22:37 Failed to start dnf makecache. systend
. A 19:35 Can't find sendnail at /usr/sbin/sendnail, not mailing output anacron
A 07:26 Failed to start dnf makecache systend
REEE A 07:18 [/usr/Lib/tnpfiles./firebird.conf:1] Unknown user *firebird systend-trpfiles
A 01:22 Failed to start dnf makecache systend )
o]

June 19,2022

A 22:20 Failed to start dnf makecache. systend

6.33 cockpit

Cockpit Journal

RAID

R an #Es K il

Hdeutvosiome 05491186 G
a: deviuos/hor 3 ] axe/1ence Virtio Disk
60 GIB MRS

= o w

Iboot . 1217976 ME QEMU QEMU CD-ROM (drive:scsi0-0-0-0)
5] HEWDS

Bis

ROB/s W:OBSS
oVirt Machine

- s [+]

.
3
e
June 23,2022
= 08:59 g_object_notify: object class 'UDisksLinuxBlockobject’ has no property named ‘block-lvm2' udisksd 1
e e e e e =
L T =
RpEER 08:59 g_object_notify: object class "UisksLinuxvoluneGroupobject’ has no property named ‘volume-growp udisksd
e ey = =
i:] 08:59 Loading module libudisks2_lvm2.so. udisksd
SUTIRE

6.34 cockpit
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VLAN

Journal

root

serverl

Q

RiEe bps EHF

o]

Dashboard P

E2 ] , N
R

A%

&

£ 1P ight RiEp B

A%

R 690 Kbps 455Kops
oVirt Machines virbro |- =) Fafs

L2}

5 &4 33 Eed ELo
virbro-nic

Ia

6.35 cockpit

Dashboard i 400
| . M
0900 0901 0902 0903 0904 0900 0901 0902 0903 0904
& . <50000:400011185:4322:819b/64
% 5
(25
oVirt Mach :
9l

6.36 cockpit

KVM cockpit

KVM
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root:

serverl

Host No oVirt connection Reload

oz | Virtual Machines l:l

Templates vDsw

oVirt Machines

KPR

6.37 cockpit

root

localhost.localdomain

el 2ol

SELinux

6.38 cockpit

BFE > uos
uos LIERIE L3
2% uos
BRE uos
ae O RSBEER @
BEBR ME
#@ O SiEKFP HSAFEE

B REEH H BHEE BRTF 2022590218 BXEHD

B SSH B

BEXMKF NIRRT

6.39 cockpit
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roote

localhost.localdomain

Q #x

ro0tG
localhost.localdomain

Bff  ERF HHB  B&

onda-direct

anaconda-nm-config

anaconda-noshell

nda-pre

anaconda-sshd

D | sccounts-da

nonservice

Accounts Service
]

® BT =0
© gaFE

BE

arget, systemslice, dbus.socket

et, systemslice,

Accounts Service

Save/Restore Sound Card State

Manage Sound Card State (restore and store)
the anaconda installation program

Anaconda NetworkManager configuration
Restrict Anaconda Text Console
pre-anaconda logging service

OpenSSH server daemon

6.40 cockpit

md-journald socket, basictarget

6.41 cockpit

B
o

@
o

L5

B5
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-~
%
Bz Retrieving subscription status.
Updating
=l
W&

I8
PR
RAFER

o7

SELinux

Subscriptions

6.42 cockpit

serverl
Dashboard

BT

6.43 cockpit kdump

Cockpit
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root@
serverl

Loading available updates, please watt

7]

Dashboard

serverl
]

[BEELTE G

REEEH

vd:}

SHIRE

6.44 cockpit

Cockpit

6.45

cockpit
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Cockpit Web

root@
serverl

root@server:~

K1

Dashboard

6.46 cockpit

Diagnostic Report

cockpit sosreport
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root@
serverl

7]

Dashboard

/

&

oVirt Machines

6.47 cockpit

SELinux

Selinux

serverl
Dashboard

ZES L SELinux B2/,

AR fE

RS

iz}
RS

SELinux

6.48 cockpit selinux
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6.13 ansible
6.13.1
Ansible Ansible
ansible ansible
ansible ansbile
||
Python ssh

python3-simplejson

SElinux, python3-libselinux
[ | http://www.ansible.com.cn/index.html
6.13.2
| yum
|
| SElinux

© 335



V20 1050e

“. IIIIII

6.13.3

ansible

yum install ansible -y

6.13.4

python3-simplejson

yum install python3-simplejson -y

6.13.5 Ansible

1 SSH

[root@localhost ~]# ssh-keygen -t rsa

2

[root@localhost ~]# ssh-copy-id -i .ssh/id_rsa.pub root@ IP

6.13.6 Ansible

Inventory

I_I_I_I Inventory  Ansible /etc/ansible/hosts

hosts

“ Inventory

[ [ IP

[ 22
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m hosts

[web]

192.168.1.2

192.168.1.3

[test]

www.zabbix_test.com:8090

[database]

oraclel.com

oracle[2:5].com  ##[2:5] 2~5 oraclel.com

oracle2.com...

Inventory

1 web 192.168.1.2 --limit

ansible web -m command -a "'systemctl status sshd" --limit "192.168.1.2"
2 192.168.1.3 IP

ansible 192.168.1.3 -m command -a "systemctl status sshd"

3 192.168.1.0

ansible 192.168.1.* -m command -a "'systemctl status sshd"

4 hosts

ansible all -f 5 -m ping
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u ping ping ping
5 web

ansible web --list

6.13.7 Modules

Ansible Ansible

command

command shell

6.4 command

chdir

creates

executable shell

free_form= Linux Ansible -a

removes

LL] shell

[root@localhost ~J# ansible all -m command -a "mkdir /opt/uos"
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shell

shell Shell
Shell Shell command

Shell

[root@localhost ~]# ansible web -m shell -a "echo uos™"

[root@localhost ~]# ansible web -m shell -a "echo uoser > ./uostest.txt"

copy
copy
6.5 copy
backup
yes|no

content “ src”

dest

directory_mode ;

force yes

no
yes
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group / ‘chown’
mode 0644 ‘chmod’
owner / ‘chown'
recurse “ "
others file
src
113 /”
113 /H
rsync

[root@localhost ~]# ansible all -m copy -a 'src=/root/test.txt

dest=/opt/uos’

[root@master opt]# ansible 192.168.1.2 -m copy -a "src=/root/test.txt

dest=/opt/uos/ mode=0440 force=yes"

hostname

hostname

name

6.6 hostname
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[root@localhost ~]# ansible 192.168.1.2 -m hostname -a "name=uos™

yum
yum yum

6.7 yum
name
state=present|atest|absent ‘present

latest

absent
disablerepo yum ID
enablerepo yum ID
conf_file yum
disable_gpg check=yes|no

[root@localhost ~]# ansible web -m shell -a */usr/bin/rm -rf /root/test.txt"

[root@localhost ~]# ansible web -m yum -a "name=httpd state=present™
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service
service
6.8 service
name

state=started|stopped|restarted

enable=yes|no

runlevel enabled

[root@localhost ~]# ansible web -m service -a "name=httpd enabled=yes

state=started"

user
user
6.9 user
append yes
comment “ GECOS”
createhome “ no”
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force

~state = absent'

--force'

~userdel

generate_ssh_key

yes

ssh-keygen

authorized_keys

group

groups

‘groups=’

home

move_home

“ home ="

yes

name=

non_unique

password

remove

state = absent

--remove

userdel

shell

shell

ssh_key bits

SSH

ssh_key comment

SSH

ssh_key_file

SSH
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ssh_key_ passphrase SSH SSH
ssh_key_ type SSH SSH
state “ absent”

system “ yes”

uid “ UID”

update_password “ always” ‘on_create'

[root@host01 ~]# ansible web -m user -a "name=uoser system=yes
uid=1000 group=uoser groups=uoser shell=/bin/bash home=/home/uoser

password=DuPy_9ton"

cron
cron
6.10 cron
backup yes backup_file
cron_file cron.d crontab
day 1-31 * */2
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hour 0-23 * */2
job state =present
minute 0-59 * */2
month 1-12 * */2
name crontab
state present

absent
user crontab
weekday 0-6

[root@localhost~]# ansible all -m cron -a 'name="modify time"

minute=*/3 user=uoser job="/usr/sbin/ntpdate 0.uos.pool.ntp.org™"
an

B name.

minute: hour= day= month weekday

B yser:

m job:

script

script
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6.11 script
creates
free_form=
removes removes

[root@localhost~]# ansible all -m script -a "/root/test.sh™

6.13.8

Ansible

® Inventory
Inventory  Ansible Hosts
/etc/ansible/hosts hosts
Ansible Inventory “ hosts”

ansible -i --inventory-file “ hosts”

6.12 Inventory

ansible_ssh_host SSH IP
ansible_ssh_port SSH 22
ansible_ssh_user SSH root
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ansible_ssh_pass SSH none
ansible --ask-pass
SSH keys
ansible_sudo_pass SSH sudo
ansible_connection ansible transport ansible
local,ssh,docker,paramiko smart
ansible_ssh_private_key file | SSH none
ansible_shell_type shell sh
shell
ansible_shell_executable
sh sh shell
csh
fish shell
ansible_python_interpreter python
/usr/bin/python
ansible_*_interpreter python
/usr/bin/ruby none
cat /etc/ansible/custom_host
[uoser]
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master_uos ansible_ssh_host=192.168.1.2 ansible_ssh_port=22
ansible_ssh_user=uos ansible_ssh_pass=123456 ansible_shell type=sh
#master_uos:

#ansible_ssh_host IP

#ansible_ssh_port SSH

#ansible_ssh_user SSH

#ansible_ssh_pass SSH

#ansible_shell_type shell

ansible -i /etc/ansible/custom_host all -m shell -a "whoami*

Ansible

m Ansible-doc

Ansible-doc ansible man

ansible-doc [options] [module...... ]

[root@localhost ansible]# ansible-doc -I

[root@localhost ansible]# ansible-doc ping

m  Ansible-playbook
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Playbook ansible
playbook playbook
YMAL YAML yaml .yml
playbook.yml
mkdir -p /etc/ansible/playbooks/
cd etc/ansible/playbooks/

vi playbook.yml

https://github.com/ansible/ansible-examples
playbook.yml

ansible-playbook playbook.yml

m  Ansible-console

Ansible-console  Ansible

ansible-console Ansible

[root@localhost ansible]# ansible-console

[WARNING]: provided hosts list is empty, only localhost is available. Note

that the implicit localhost does not match ‘all’

Welcome to the ansible console.

Type help or ? to list commands.

root@all (0)[f:5]$ help

Documented commands (type help <topic>):
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EOF

alo

al0_server

al0_server_axapi3

al0_service _group

al0 virtual_server

accelerate

aci

aci_aaa_user

aci_aaa_user_certificate
aci_access_port_block to_access_port
aci_access_port_to_interface_policy leaf profile

aci_access_sub_port_block _to_access port

6.14 xllvnc
6.14.1
x1llvnc VNC
X Window xllvnc [4]X
Internet X11 KDE GNOME Xfce
xllvnc X11
iIPAQ Neuros OSD Linux Mac OS X
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x1lvnc Unix
SSL SSL Java VNC
Web VeNCrypt

SSL/TLS VNC
6.14.2
n DDE
n yum

Server
1 xllvnc

yum install x11vnc -y

2 ¢ )

xllvnc -storepasswd

6.49 xllvnc

3 ( )
vi /usr/lib/systemd/system/x11lvnc.service

I_I_I_I x11lvnc 5900
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6.50 xl1lvnc 5900

4

systemctl daemon-reload
systemctl start x11lvnc.service
systemctl enable x11vnc.service
5

systemctl stop firewalld

|
Remmina
uosS

windows ( tigervnc

vncviewer )
1 Remmina
apt install remmina -y
2
3" "> “ remmina”’ , S
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n n ® Remmiﬂaﬁ.iiﬁﬁﬁ!ﬁﬁ E - — =) X

RDP + @

B~ o4 52 HafF i

6.51 remmina

4 1] Remmina VNC ” 1] ” “ ” “
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TREERE <2> OB o=
&7 R
5348
iy (@ Remmina VNC & L
B2k
R5%H ] '
Lt
BR& root
BRER SBEEGIHEHD
&7 BERE (324 ’
& 27 (218 -
B2 ’
ARA(C) RIERBIAE &%(5) 35 RiFHER()

6.52 remmina

14:39

2022/2/9 Bi=

6.53 remmina
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7 AppStream

7.1 AppStream

AppStream

AppStream

7.1.1

API/ABI

API/ABI

API/ABI

BaseOS Update Everything
modular

web
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7.1.2

7.2 AppStream

AppStream module-spec module-spec
name:stream/profile : / stream
profile

stream  profile

7.2.1

dnf module <command> [ option ] <module-spec>...
|

7.1 dnf module

dnf module install <module-spec>...

dnf module update <module-spec>...

dnf module remove <module-spec>... profile

profile
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profile

dnf module remove --all remove

<module-spec>...

dnf module enable <module-spec>... profile

dnf module disable <module-name>...

dnf module reset <module-name>...

dnf module provides <package-name>...

dnf module list [--all] [module_name...]

dnf module list --enabled

[module_name...]

dnf module list --disabled

[module_name...]

dnf module list --installed

[module_name...]

dnf module info <module-spec>...

dnf module info [--profile]

<module-spec>...

profile

dnf module repoguery <module-spec>...
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dnf module repoquery --available

<module-spec>...

dnf module repoquery --installed

<module-spec>...

dnf module list

7.2

dnf module provides php-common php-common

7.3 php-common

dnf module list php php
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7.4 php

dnf module info php php

7.5 php

dnf module info --profile php php profile

7.6 php profile

dnf module enable php:7.2 php 7.2

7.7 php:7.2

dnf module repoquery php php
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7.8 php

dnf module list --enabled php php

7.9 php
dnf module install php:7.2/devel php 7.2

devel

7.10 php:7.2/devel

dnf module list --installed php php

7.11 php

dnf module reset php php
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7.12 php

dnf module remove php php

7.13 php

dnf module remove --all php php

7.14 php

dnf module disable php php

7.15 php
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8.1
CPU MEM 1/0
Aarch64  X86_64
KVM virsh virt-manager

8.2 KVM+Libvirt+QEMU

IP DHCP

8.2.1

1 kvm

yum install gemu libvirt virt-manager -y
2 edk2

# X86 edk2-ovmf

yum install edk2-ovmf -y

br0
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#ARM

yum install edk2-aarch64.noarch -y
3 libvirt

systemctl start libvirtd

4 cockpit

systemctl start cockpit

5

systemctl stop firewalld

6 bro

https://IP:9090 root

LLI P P

BR%%%8: localhost.localdomain

8.1 cockpit
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foot

localhost.localdomain

Q kops Transmitting ops Receiving
200 o
% 50
o
o
e ; : prosm o nm . o
e
e ks SEAURNES |
w5 OB
IR [ Hma | 7
#O EES AN
%
B/ 323 iz #lh
P
RE
e JP—— 207Kbps 801 Kps
SELinux RRE
enpl25s0f3 REE
EEE

MERE

8.2 cockpit

br0

IR B

E308

L O enpl2550f0

enp125501

[ enpl2550f2

O enpl2550f3

ERMHIL (STP)

viz]

8.3 bro, enpl125s0f0

! Vbps Transmitting veps Receiving
!
aE §
B : 092 5 0927 0928 0924 0 . o028
273
BrAsE [ mmmunEs
OB
= T A 3 | 3 A
#0 EESIEAEE T
A —
P sest e el
S—
: -
REE
SELinu A
enpl25503 FHE
R FRERX

8.4 bro
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root@

localhost.localdomain

Q g% it
xbps Transmitting xeps Receiving
B ‘
B L
(23
Loal
S bro P DCEF:80:19:417C D
wE 10.7.62.141/19, fe80:0:0:0:bf85:f6eb:650f:1d1a/64
IR
HqiE 2
2l
bl BEhiERE
BHRE
1Pva. B (DHCP) iR
Kk
1Pv6 EERE
ELinw
Rt OfRsE
EOMR AR ~
%0 Righ ey

754Keps 281k6ps @[]

8.5 bro

8.2.2 XML

Libvirt XML
CPU

XML

domain name

m domain XML
hypervisor
type domain kvm

B nName
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vcpu memory

m vcpu
®  memory
unit KiB210 MiB 220
GiB 230 TiB 240
m cpu
mode CPU
host-passthrough CPU
custom CPU cpu
topology cpu CPU
topology socket cores threads
cpu socket cpu socket core
thread
CPU
model cpu mode custom CPU
feature cpu mode  custom
name policy
force CPU
require CPU hypervisor
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optional
disable
forbid
devices
XML devices
XML disk disk 8.1
8.2
8.1 disk
disk type m block
m file
m dir
device m disk
m floppy
m cdrom
8.2 disk

source m file file

disk “ type”
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dev block

dir dir

protocol
name: rbd
$pool/$volume

host name mon

port mon
driver type
“ raw” “ qcow2”
source
i0 10 “ native”
“ threads”
cache cache
“ none” * writethrough”
“ writeback” “ directsync”
iothread 10
target dev

SCSI SATA USB
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sd[a-p] IDE
hd[a-d]
m bus
1] SCSi” 1] usb” 1] Sata”
“ virtio”
boot m order
readonly -
interface
“ type” “ ethernet” “ bridge”
“ vhostuser” “ bridge”
8.3 inteface
mac mac address mac
target dev tap
source bridge bridge
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boot order
model type bridge virtio
virtualport type OVS
openvswitch
driver name vhost
queues
controller xml controller
u type “ pci” “ usb”
“ scsi”  * virtio-serial”  “ fdc” “ ccid”
| index “ bus” 0
“ address”

[ | model

“ type” 8.4
[ | address

type “ pci” “ usb” " drive”

address  type type
address 8.5

[ | model

name controller

model
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‘“ow

Ec.

8.4 controller  type model
type model
pci pcie-root PCle PCle
pcie-root-port slot PCle
pcie-to-pci-bridg | PCle PCI PCI
e
usb ehci USB 2.0 USB 2.0
nec-xhci USB 3.0 USB 3.0
scsi virtio-scsi virtio SCSI
virtio-serial | virtio-serial virtio
pty
8.5 address
type
pci PCI m domain PCI
PCI m bus PCI bus
m slot PCI device
m function PCI

function

m multifunction controller
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multifunction
usb USB m bus USB bus
m port USB port
uUSB
drive m controller
m bus channel
m target target
® unit lun
libvirt XML controller
controller
[ | type “ pci”  “ usb”
“ scsi”  * virtio-serial” * fdc” * ccid”
| index “ bus” 0
“ address”
| model
“ type” 8.6
| address
type “ pci”  “ usb” * drive”
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address  type type
address 8.7
n model
name controller
model
8.6 controller model
type model
pci pcie-root PCle PCle
pcie-root-port slot PCle
pcie-to-pci-bridge | PCle  PCI PCI
usb ehci USB 2.0 USB 2.0
nec-xhci USB 3.0 USB 3.0
Scsi Virtio-scsi virtio SCSI
virtio-serial virtio-serial virtio
pty

8.7 address

pci

domain PCI

bus PCI
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PCI slot PCI device
function PCI function
multifunction controller

multifunction
usb USB |bus USB bus
port USB port
usB
drive controller
bus channel
target target
unit lun
XML
m serial
type pty tcp pipe file
m video
type AArch virtio x86_64
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vga cirrus

model video model
type vga VGA vram
KB x86_64 16MB  VGA XML
vram KB

<video>

<model type="vga' vram="'16384" heads="1" primary="yes'/>
</video>
m input

type tabe keyboard

bus USB

m emulator

m graphics
type vnc
listen IP

8.2.3

1

gemu-img create -f <imgFormat> -o <fileOption> <fileName> <diskSize>

gemu-img create -f gcow2 uos-image.qcow2 100G
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m jmgFormat raw, gcowz
m  fileOption
m  fileName
m  JdiskSize
2 xml
FAQ XML XML
3 ISO ISO XML

8.6

8.24

libvrit virsh

domian uos.xml FAQ

virsh define uos.xml

virsh create uos.xml
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virsh define
vm_name  uos.xml ID ID
FAQ

virsh start vm_name

virsh shutdown vm_name

virsh destroy vm_name

virsh reboot vm_name

virsh save vm_name vm_file
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virsh domblklist vm_name

vcpu

virsh vepucount vm_name

virsh domblkstat vm_name

1/0 CPU

virsh iothreadinfo vm_name

virsh edit vm_name

8.2.5

Host VNC
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1 VNC
1 UOS
sudo apt install tigervnc-viewer
2 Windows
VNC Viewer

https.//www.realvnc.com/en/connect/download/viewer/windows/

2 VNC Host

virsh vncdisplay vm_name

8.7 vnc
3 vnc IP IP:

VMC Viewer: Connection Details = x

WVHNC server: [192.16&1.200:35

Comen | [t | [ |

l Cancel H Connect *’/"'_l

8.8 vne
L1 v
5900+X X 2 5935
firewall-cmd --zone=public --add-port=5935/tcp

4 VNC
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QEMU (arm64- ) - TigerVNC = m] X

14: 53

2022/2/9 Efi=

8.9 vnc

8.2.6

CPU Model

1 XML CPU custom model
Kunpeng-920 pmull

<domain type="kvm">

<vcpu>4</vcpu>
<memory unit="GiB'>8</memory>

<cpu mode="'custom">
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<model>Kunpeng-920</model>
<feature policy="disable' name="pmull’/>

</cpu>

</domain>

8.10 cpu mode
2 CPU MODEL
virsh create uos.xml
3 vnc sssh Iscpu CPU

Iscpu
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8.11 CPU

CPU

1 uos.xml
<vcpu placement="static' current="'4'>8</vcpu>
<cpu mode="host-passthrough’ check="none’>

<topology sockets="2" cores="4" threads="1" />

</cpu>
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8.12 CPU

virsh define uos.xml
virsh start uos
3 CPU
virsh setvcpus vm_name vcpu_counts --config --live
LL]
m vm_name

m vcpu_counts vCPU

virsh setvcpus uos 6 --config --live

VCPU CPU
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root@localhost:~/Desktop *

8.13 CPU

VCPU CPU

root@localhost:~/Desktop *

BETFEE] - B4 s> =@ 5% - a

8.14 CPU
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MEM

1 uos.xml ,
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8.15

2 XML
# vi mem.xml
<memory model="dimm">
<target>
<size unit="GiB'>2</size>
<node>0</node>
</target>
</memory>
3
virsh create uos.xml
4

virsh attach-device vm_name memfile
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‘“o"mc.

® vm_name

m  memfile xml

virsh attach-device uos mem.xml
5 vnc ssh
free -g

MEM

root@localhost:~/Desktop ~

M@y &8

8.16

MEM

|E{,1||/)In® 16:15

A

wnEm T
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root@localhost:~/Desktop *

N 1115 JE0 1 - | Bt e s> =@ 55 ° 8

8.17

DISK

gemu-img create -f gcow2 extra_disk.qcow?2 20G

2 XML

# vi disk.xml

<disk type="file’ device="disk'>
<driver name="'gemu’ type=qcow?2' cache="none'/>
<source file="/uos/disk.img'/>
<target dev="sdb' bus="scsi'/>

<backingStore/>
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</disk>
3
virsh attach-device vm_name extra_disk_xml_file
LL]
m vm_name

m  extra_disk_xml_file xml

virsh attach-device uos disk.xml

root@localhost:~/Desktop =

@@y - & mewzs|=-@58 « 8

8.18
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root@localhost:~/Desktop *

@@y & |m ¢ w s> =@ k2 - 8
8.19

1 XML

# vi vnic.xml

<interface type="bridge">
<mac address="22:49:27:44:3F:16" />
<source bridge="br0" />
<model type="virtio" />

</interface>

virsh attach-device uos_test vnic.xml
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3

ifconfig -a

root@localhost:~/Desktop *

-"!|)‘-*€§}= |® ¢ s> | =@ 155 - A

8.20
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root@localhost:~/Desktop * +

8.21

Numa

1 uos.xml
<vcpu placement="static' cpuset="'0-3,64-67'>8</vcpu>
<features>
<acpi/>
<gic version="'3'/>
</features>
<cputune>
<vcpupin vepu="0’ cpuset='0-3'/>
<vcpupin vepu="1' cpuset='0-3'/>
<vcpupin vepu="2' cpuset='0-3'/>

<vcpupin vepu="3' cpuset='0-3'/>
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8.22 numa
2
virsh create uos.xml
3 Iscpu numa

Iscpu
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8.23 numa

8.3 KVM+Virt-Manager+QEMU

P DHCP

br0

8.3.1

8.2.1

8.3.2

1
mkdir -p /uos_images

2

© 396



V20 1050e |

scp uniontechos-server-20*.iso root@IP:/uos_images/

LL] P P

scp uniontechos-server-20*.iso root@192.168.1.200:/uos_images/

8.3.3

Virt-Manager Host

Host KVM Virt-Manager

[root@localhost ~]# ssh-keygen

Generating public/private rsa key pair.

Enter file in which to save the key (/root/.ssh/id_rsa):
Created directory ‘/root/.ssh’.

Enter passphrase (empty for no passphrase):

Enter same passphrase again:

Your identification has been saved in /root/.ssh/id_rsa
Your public key has been saved in /root/.ssh/id_rsa.pub
The key fingerprint is:
SHA256:ydhzsfKcVujHaEORVOvrglYxLimlunlx2Z0dPWnqwM8
root@localhost.localdomain

The key's randomart image is:
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+---[RSA 3072]----+

| o+ .. |

+----[SHA256]-----+

[root@localhost ~]#

2 Host ( root )

[root@localhost ~]# ssh-copy-id root@192.168.1.200

/usr/bin/ssh-copy-id: INFO: Source of key(s) to be installed:
"/root/.ssh/id_rsa.pub”

The authenticity of host '192.1368.1.200 (192.168.1.200)" can't be
established.

ECDSA key fingerprint is
SHA256:610VHxIUXTTmo3mO0Seld3DfZOdCMW7bYOWE3FGvYmSss.

Are you sure you want to continue connecting (yes/no/[fingerprint])? yes

/usr/bin/ssh-copy-id: INFO: attempting to log in with the new key(s), to
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filter out any that are already installed

/usr/bin/ssh-copy-id: INFO: 1 key(s) remain to be installed -- if you are
prompted now it is to install the new keys

UnionTech OS Server 20 1050e

root@192.168.1.200's password:

Number of key(s) added: 1

Now try logging into the machine, with:  "ssh 'root@192.168.1.200""

and check to make sure that only the key(s) you wanted were added.

3 virt-manager, “ T ”

ENRAEES - a8 x

8.24 virt-manager

4 “ Connect to remote host over SSH” root IP
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BT

ERE(C)

virshinstall-test
EITHR
vm-compile-vm
BT
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8.27 virt-manager
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m “F BT EE AL

Choose ISO or CDOROM install media:

Choose the operating system you are installing:

QT

EXH(C) J=iE(B) Al (F)

8.43 ISO
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ELE(C)

8.44 ISO
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Try selecting the next most recent version displayed,
or use the "Generic" entry.
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V20 1050e dnf
CDH OpenStack
dnf
dnf
m OpenStack
m CDH
|
9.1 OpenStack
OpenStack
V20 1050e OpenStack
Train

9.1.1 OpenStack

dnf install UnionTech-repos-openstack -y

9.1.2

dnf clean all
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dnf makecache

9.2 CDH
CDH Hadoop Cloudera
Apache Hadoop Hadoop
web V20 1050e
CDH-6.3.2
9.2.1 CDH

dnf install UnionTech-repos-cdh6 -y

9.2.2

dnf clean all

dnf makecache

9.3

V20 1050e

uOoS
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9.3.1 GM

dnf install UnionTech-repos-GM -y

9.3.2

dnf clean all

dnf makecache
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10 FAQ

10.1

fcitx

imsettings-list
- 1: IBus[ibus.conf] (recommended)

2: FCITX[fcitx.conf]

3: X compose table[xcompose.conf]
2 ibus fcitx

imsettings-switch xxx

ibus

A XXX ibus fitx

3

10.2 XML

10.2.1 X86 XML Legacy

<domain type="kvm">
<name>uos</name>
<memory unit="KiB'>4194304</memory>

<currentMemory unit="KiB"'>4194304</currentMemory>
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<vcpu placement="static'>1</vcpu>
<iothreads>1</iothreads>
<0s>
<type arch='x86_64"' machine="q35">hvm</type>
</os>
<features>
<acpi/>
</features>
<cpu mode="host-passthrough’ />
<clock offset="utc'/>
<on_poweroff>destroy</on_poweroff>
<on_reboot>restart</on_reboot>
<on_crash>restart</on_crash>
<devices>
<emulator>/usr/libexec/gemu-kvm</emulator>
<disk type="file’ device="disk'>
<driver name="'gemu’ type="qcow?2’ iothread="1"'/>
<source file="/uos/uos.qcow?2'/>
<target dev="vda' bus="virtio'/>
<boot order="1"/>
<address type='pci’ domain='0x0000" bus="0x00" slot="0x08"

function="0x0"/>
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</disk>
<disk type='file’ device="cdrom">
<driver name='gemu’ type="raw'/>
<source file="/uos/uniontechos-server-20-1050ule-amd64.iso’/>
<readonly/>
<target dev="sdb' bus="scsi'/>
<boot order='2'/>
</disk>
<controller type="scsi' index="'0" model="virtio-scsi'>
</controller>
<controller type="virtio-serial’ index="0">
</controller>
<controller type="usb’ index="'0" model="ehci'>
</controller>
<controller type="sata' index="'0">
</controller>
<controller type="pci' index="0" model="pci-root'/>
<interface type="bridge'>
<source bridge="br0'/>
<model type="virtio'/>
</interface>

<serial type="pty">
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<target type="isa-serial’ port="0">
<model name="isa-serial'/>
</target>
</serial>
<console type="pty'>
<target type="serial’ port="0'/>
</console>
<input type="tablet’ bus="usb'>
<address type="usb’ bus="0" port="1'/>
</input>
<input type="keyboard' bus="usb'>
<address type="usb’ bus="0" port="2'/>
</input>
<input type="mouse’ bus="'ps2'/>
<input type="keyboard' bus="ps2'/>
<graphics type="vnc' port="-1" autoport="yes' listen="0.0.0.0">
<listen type="address' address="0.0.0.0"/>
</graphics>
<video>
<model type="vga' vram="'16384" heads="1" primary="yes'/>
<address type='pci’ domain='0x0000" bus="0x00" slot="0x02"

function="0x0"/>
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</video>
<memballoon model="virtio">
</memballoon>

</devices>

</domain>

10.2.2 X86 XML UEFI

<domain type="kvm">
<name>uos</name>
<memory unit="KiB'>4194304</memory>
<currentMemory unit="KiB'>4194304</currentMemory>
<vcpu placement="static’>1</vcpu>
<iothreads>1</iothreads>
<0S>
<type arch='x86_64"' machine='q35'>hvm</type>
<loader type='rom'>/usr/share/edk2/ovmf/OVMF.fd</loader>
</os>
<features>
<acpi/>
</features>
<cpu mode="host-passthrough’ />

<clock offset="utc'/>
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<on_poweroff>destroy</on_poweroff>
<on_reboot>restart</on_reboot>
<on_crash>restart</on_crash>
<devices>
<emulator>/usr/libexec/gemu-kvm</emulator>
<disk type="file’ device="disk'>
<driver name="'gemu’ type='qcow?2’ iothread="1"'/>
<source file="/uos/uos.qcow?2'/>
<target dev="vda' bus="virtio'/>
<boot order="1'/>
<address type='pci’ domain='0x0000" bus="0x00" slot="0x08"
function="0x0'/>
</disk>
<disk type='file’ device="cdrom">
<driver name='gemu’ type="raw'/>
<source file="/uos/uniontechos-server-20-1050ule-amd64.iso'/>
<readonly/>
<target dev="sdb' bus="scsi'/>
<boot order='2'/>
</disk>
<controller type="scsi' index="'0" model="virtio-scsi'>

</controller>
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<controller type="virtio-serial’ index="0">
</controller>
<controller type="usb’ index="'0" model="ehci'>
</controller>
<controller type="sata' index="'0">
</controller>
<controller type="pci' index="0" model="pci-root'/>
<interface type="bridge'>
<source bridge="br0'/>
<model type="virtio'/>
</interface>
<serial type="pty"'>
<target type="isa-serial’ port="0">
<model name="isa-serial’/>
</target>
</serial>
<console type="pty'>
<target type="serial’ port="0'/>
</console>
<input type="tablet’ bus="usb">
<address type="usb’ bus="0" port="1"/>

</input>
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<input type="keyboard' bus="usb'>
<address type="usb’ bus='0" port='2'/>
</input>
<input type="mouse’ bus="ps2'/>
<input type="keyboard' bus="ps2'/>
<graphics type="vnc' port="-1" autoport="yes' listen="0.0.0.0">
<listen type="address' address="0.0.0.0"/>
</graphics>
<video>
<model type="vga' vram="'16384" heads="1" primary="yes'/>
<address type='pci’ domain='0x0000" bus="0x00" slot="0x02"
function="0x0'/>
</video>
<memballoon model="virtio'>
</memballoon>
</devices>

</domain>

10.2.3 ARM XML UEFI

<domain type="kvm">
<name>uos</name>

<memory unit="GiB'>8</memory>
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<currentMemory unit="GiB'>8</currentMemory>
<vcpu placement="static'>6</vcpu>
<0s>
<type arch="'aarch64' machine="virt-4.1'>hvm</type>
<loader readonly="yes'
type="pflash'>/usr/share/edk2/aarch64/QEMU_EFI-pflash.raw</loader>
<boot dev="hd'/>
<boot dev='cdrom'/>
</os>
<features>
<acpi/>
<gic version="3"/>
</features>
<cpu mode="host-passthrough'/>
<iothreads>1</iothreads>
<clock offset="utc'/>
<on_poweroff>destroy</on_poweroff>
<on_reboot>restart</on_reboot>
<on_crash>restart</on_crash>
<devices>
<channel type="unix'>

<target type="virtio' name="'org.gemu.guest_agent.0'/>
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<address type="virtio-serial’ controller='0" bus="'0" port="1'/>
</channel>
<memballoon model="virtio'/>
<emulator>/usr/libexec/gemu-kvm</emulator>
<disk type="file’ device="disk'>
<driver name="gemu’ type='qcow?2’ iothread="1"/>
<source file="/uos/uos.qcow?2'/>
<target dev="vda' bus="virtio'/>
</disk>
<disk type='file’ device="cdrom">
<driver name='gemu’ type="raw'/>
<source
file="/uos/uniontechos-server-20-1050ule-arm64.iso'/>
<readonly/>
<target dev="sdb' bus="scsi'/>
</disk>
<interface type="bridge'>
<source bridge="br0’/>
<model type="virtio'/>
</interface>
<console type="pty'/>

<controller type="scsi' index="'0" model="virtio-scsi'/>
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<controller type="usb' model="ehci'/>

<input type="keyboard' bus="usb'/>

<input type="tablet’ bus="usb'/>

<graphics type="vnc' port="-1" autoport="yes' listen="0.0.0.0'/>
</devices>

</domain>

10.3 A-Tune

10.3.1 train “ training data faild”

collection

10.3.2 atune-adm atuned

| atuned atuned
# systemctl status atuned
# netstat -nap | atuned

n atuned
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[ | http

1 atuned
# systemctl start atuned
2 atuned atune-adm
60001 atuned
# iptables -1 INPUT -p tcp --dport 60001 -j ACCEPT
# iptables -1 INPUT -p tcp --sport 60001 -j ACCEPT
3 http IP http

#no_proxy=$no_proxy,

10.3.3 atuned “ Job for atuned.service

failed because a timeout was exceeded.”

hosts localhost
/etc/hosts 127.0.0.1 localhost
127.0.0.1 localhost localhost.localdomain localhost4

localhost4.localdomain4
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10.4

10.4.1 llvm-toolset

dnf module install llvm-toolset:uel20/common

Error:
Problem: problem with installed package
mesa-vulkan-drivers-20.1.4-2.uel20.x86_64
- package mesa-vulkan-drivers-20.1.4-2.uel20.x86_64 requires
libLLVM-10.s0()(64bit), but none of the providers can be installed
- package mesa-vulkan-drivers-20.1.4-2.uel20.x86_64 requires
libLLVM-10.so(LLVM_10)(64bit), but none of the providers can be installed
- cannot install both
llvm-libs-11.0.0-2.upl.module_uel20+13+1b98fcdf.x86 64 and
llvm-libs-10.0.1-2.uel20.x86_64
- package clang-11.0.0-1.02.module_uel20+12+1b98fcdf.x86 64 requires
libLLVM-11.s0()(64bit), but none of the providers can be installed
- package clang-11.0.0-1.02.module_uel20+12+1b98fcdf.x86 64 requires
libLLVM-11.so(LLVM_11)(64bit), but none of the providers can be installed
- package llvm-toolset-11.0.0-1.module_uel20+7+1b98fcdf.x86 64

requires clang = 11.0.0, but none of the providers can be installed
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- conflicting requests
- package llvm-libs-10.0.1-2.uel20.x86_64 is filtered out by modular
filtering
(try to add &apos;--allowerasing&apos; to command line to replace
conflicting packages or &apos;--skip-broken&apos; to skip uninstallable

packages or &apos;--nobest&apos; to use not only best candidate

packages)
| |
mesa-vulkan-drivers mesa-dri-drivers
llvm-libs-10 llvm-toolset llvm-libs-11
llvm-toolset llvm-libs mesa-vulkan-drivers
mesa-dri-drivers
| |
dnf --allowerasing
llvm-toolset

dnf module install llvm-toolset:uel20/common --allowerasing
|
llvm-toolset llvm-libs
llvm-libs-10 llvm-toolset
dnf history llvm-toolset “ dnf
llvm-toolset

dnf module disable llvm-toolset
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dnf history # transno

dnf history undo [transno]

10.4.2 rust-toolset

dnf module install rust-toolset:uel20/common

Error:
Problem: problem with installed package

mesa-vulkan-drivers-20.1.4-2.uel20.x86_64

package mesa-vulkan-drivers-20.1.4-2.uel20.x86_64 requires
libLLVM-10.s0()(64bit), but none of the providers can be installed

- package mesa-vulkan-drivers-20.1.4-2.uel20.x86_64 requires
libLLVM-10.so(LLVM_10)(64bit), but none of the providers can be installed

- cannot install both
llvm-libs-11.0.0-2.upl.module_uel20+13+1b98fcdf.x86_64 and
llvm-libs-10.0.1-2.uel20.x86 64

- package rust-1.49.0-1.module_uel20+7+ed636893.x86_64 requires
libLLVM-11.s0()(64bit), but none of the providers can be installed

- package rust-1.49.0-1.module_uel20+7+ed636893.x86_64 requires
libLLVM-11.so(LLVM_11)(64bit), but none of the providers can be installed

- package rust-toolset-1.49.0-1.module_uel20+3+ed636893.x86_ 64
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requires rust = 1.49.0, but none of the providers can be installed

- conflicting requests

- package llvm-libs-10.0.1-2.uel20.x86_64 is filtered out by modular
filtering
(try to add ‘'--allowerasing’ to command line to replace conflicting
packages or '--skip-broken' to skip uninstallable packages or '--nobest’ to

use not only best candidate packages)

|
rust-toolset llvm-toolset
llvm-toolset
|
dnf --allowerasing

rust-toolset
dnf module install rust-toolset:uel20/common --allowerasing
|
llvm-toolset  rust-toolset rust-toolset
“ dnf ” rust-toolset
dnf module disable llvm-toolset rust-toolset
dnf history # transno

dnf history undo [transno]
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10.5

DDE systemd-timesyncd.service

chronyd.service  ntpd.service

DDE chronyd.service
ntpd.service “ - - ” “
” chronyd.service ntpd.service DDE
10.6
root DDE
Ctrl+Alt+F2 tty2
sudo systemctl restart lightdm.service
10.7 dbus
dbus DDE
CtrlI+Alt+F2 tty2 sudo init 5
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10.8 Vi /var/log/messages
CPU “ EF860"
/var/log/messages “ @\x93\x8e  EF860”
vi(m) /var/log/messages vi(m) “ fileencodings”

/var/log/messages

“ latinl” vi(m)
messages
virc /etc/virc
latinl vi /var/log/messages
vim vimrc
|

echo "set fileencodings=ucs-bom,utf-8,default” >> ${HOME}/.virc
|

sudo echo "set fileencodings=ucs-bom,utf-8,default” >> /etc/virc
A /var/log/messages

“ @\x93\x8e  EF860”
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10.9
10.9.1 firebird shell
1021e DDE firebird
firebird shell “ /bin/nologin”
shell
“ /sbin/nologin” Vi

# vi /etc/passwd

10.1 Vi shell
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10.9.2 selinux

1 selinux  permissive disabled

# sed -i 's/SELINUX=disabled/SELINUX=permissive/g’ /etc/selinux/config
2

reboot

3 enforcing

# sed -i 's/SELINUX=permissive/SELINUX=enforcing/g" /etc/selinux/config

4
# reboot

5 selinux enforcing
# getenforce

10.10 perl perl

perl git perl

10.2 perl
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dnf module disable perl

--allowerasing

perl

10.3 --allowerasing git
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